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Abstract - Providing security to the network in an open source
has become a major challenge nowadays. Data transmitted
through the network is not considered to be safe. Various threats
like sniffing, spoofing, phishing exist. This paper presents an
overview of various network threats and attacks to the network.
There are many tools in the open source which are developed as
a counter measure to these attacks. Tools like nmap, tcpdump,
firewall, wireshark has been discussed in this paper.
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I. INTRODUCTION
Network security consists of the policies adopted to

prevent and monitor denial of a computer network,
authorized access, modification & misuse of computer. It is
the process of taking software and physical preventative
measures to protect the underlying networking infrastructure
from unauthorized access, misuse, malfunction, modification,
destruction, or improper disclosure, thereby creating a
secure platform for computers. The aim of network security is
to provide authorization in order to access data in a network.
Network security starts with authentication, which it provides
using a username and a password. Another way to provide
security is using firewall. Firewall enforces access policies
like what services are allowed to be accessed by network
administrator.

II. NETWORK VULNERABILITY

Vulnerability can be defined as a weakness that is present
in every network. Threats are from the people who are
interested in taking advantage of this vulnerability. The
attacks are launched using various tools. Not only the TCP/IP
protocol stack but also the network equipments [1] are
vulnerable to attacks.

To attack a particular machine, the first step is
Reconnaissance. The term Reconnaissance means gathering
information about the victim. Reconnaissance can be active or
passive. In active reconnaissance there is a direct interaction
with the client. The tools are mainly dig, whois, traceroute
and nslookup. Fig. 1. shows the dig command which is used
for reconnaissance.
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@S @ root@ubuntusd-OptiPlex-9010: /home/ubuntud

root@ubuntu4-0ptiPlex-9610: /home jubuntudst

; <<>> DiG 9.9.5-3ubuntuB.5-Ubuntu <<>> www.google.com
global options: +cmd
Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33860
;3 flags: qr rd ra; QUERY: 1, ANSWER: 6, AUTHORITY: 4, ADDITIONAL: 5

33 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
33 QUESTION SECTION:

WW.google.com.

B ;; ANSWER SECTION:
.google.com.
.google.com.
.google.com.
.google.com.
.google.com.
.google.com.

53 AUTHORITY SECTION:
google. com.
google. com.

ns4.google.com.
nsi.google.com.

Fig. 1. Dig Command

The passive reconnaissance can be implemented using
Netcraft which is a UK based company. It tracks virtually
every website and offers data which is extremely valuable to
the hacker.

Fig. 2. shows the whois command which a protocol for
getting the response of a query from the whois database.

) root@ubuntud-OptiPlex-9010: fhome/ubuntus
sudo su

/. reg. con

Fig. 2. Whois Command



Fig. 3. shows the traceroute command. Traceroute is used
to find out ip addresses of routers and firewalls that protect
victim hosts.

ibuntud-OptiPlex-9010: fhomefubuntus PR

hone/ubunzust |

Fig. 3. Traceroute Command

The nslookup command shown in Fig. 4. is used to query
internet name servers interactively for information.

buntu4-OptiPlex-9010: /home/ubuntusd

ubuntud4@ubuntu4-0ptiPlex-9010:~% sudo su

[sudo] password for ubuntu4:

root@ubuntu4-0ptiPlex-9010: /home/ubuntud# clear
root@ubuntu4-0ptiPlex-90810: /home /ubuntud#E R T IRTIe o To o) P aleli]
Server: 127.0.1.1

Address: 127.0.1.1#53

Non-authoritative answer:
Name:  www.google.com
Address: 216.58.196.132

root@ubuntu4-0ptiPlex-9010: /home /ubuntud# I

Fig. 4. nslookup Command

To prevent active reconnaissance, a firewall along with
Intrusion detection system is used. This combination helps in
detecting active reconnaissance attack. Passive
reconnaissance there is no direct interaction with the client.
Information can be gathered without the knowledge of the
client.

1. SCANNING THE NETWORK

Network vulnerability scans are the scans used to find
the vulnerabilities present in a network. a scan helps to protect
the network from an outside attack. Hackers may use a scan to
find vulnerabilities which helps them to launch an attack.
Scanning of a port is defined as a process in which the client
sends requests to different servers and finds an active port on
a host.. Hackers use this technique is to probe the services of
the target machine.

Nmap (network mapper) [2] is a security scanner. in a
network, it discovers services and hosts and thus a "map" of
the network is created. in nmap specially crafted packets are
sent to the target host and then the responses to those packets
are analyzed. the different features of nmap are: host
discovery, port scanning, version detection, and os
detection. nmap is installed using the command:

$ sudo apt-get install nmap

Fig. 5. shows the port scan of a target machine. In this
command only selected ports like 21,22,23.25 and 80 are
scanned to see its state and service. Port scanning is of
different types: - TCP connect scan, SYN scan, XMAS scan,
NULL scan, FIN scan, UDP port scan [3].

LI TEER A G E TV R LI VAT = nnap 192, 168.203.111 -p 21,22,23,25,80

Starting Nmap 6.40 ( http://nmap.org ) at 2015-11-84 11:30 IST
Nmap scan report for 192.168.263.111

Host is up (0.60825s latency).

PORT  STATE SERVICE

21/tcp open  ftp

22/tcp open  ssh

23/tcp open  telnet

25/tcp closed snmtp

80/tcp closed http

MAC Address: 88:00:27:5B:05:06 (Cadmus Computer Systems)

Nmap done: 1 IP address (1 hest up) scanned in 1.56 seconds
root@ubuntu44-0ptiPlex-9010: /home/ubuntudd#

Fig. 5. nmap port scan

In TCP connect scan there is an attempt to perform three-
way handshaking with every tcp port. In SYN scan the port
scanner generates raw IP packets whose responses are
monitored by itself. The other name of this type of scan is
"half-open scanning", because a full tcp connection is never
opened. In a FIN scan closed ports reply to a FIN packet with
a RST packet but open ports simply ignores this packet. In
NULL scan if any TCP packet is sent without the RST flag set
to a closed port then it should receive an RST response. If the
port is open (or listening) then it should receive no response.
For each RST packet received, a closed port is reported and
when no response is received a remote open TCP port is
assumed. The XMAS scan [4] is identical to the NULL and
FIN scans except that all flags are set on each outbound TCP
packet. Only closed ports respond with a RST packet. In UDP



port scan a UDP packet is sent to each port on a target. Any
open UDP port will accept the packet, sending no reply, any
closed port will respond with an ICMP unreachable packet.

ubuntud4@ubuntud4-0optiPlex-9810:~5 sudo su root
[sudo] password for ubuntudd:
root@ubuntu44-0ptiPlex-9010: /home /ubuntudd# [LETIEEERCFIS GNP LENJFE]

Starting Nmap 6.40 ( http://nmap.org ) at 2015-11-04 11:27 IST
Nmap scan report for 192.168.203.1

Host is up (0.80029s latency).

MAC Address: E8:94:F6:0E:0F:C8 (Tp-link Technologies Co.)
Nmap scan report for 192.168.203.160

Host is up (0.86070s latency).

MAC Address: 98:B1:1C:7E:DA:AD (Dell)

Nmap scan report for 192.168.203.101

Host is up (0.80066s latency).

MAC Address: 90:B1:1C:7E:F7:07 (Dell)

Nmap scan report for 192.168.203.162

Host is up (-0.10s latency).

MAC Address: 98:B1:1C:7E:E3:FO (Dell)

Nmap scan report for 192.168.203.103

‘Hust is up (-0.10s latency).

MAC Address: 98:B1:1C:7E:D5:B0 (Dell)

(Nmap scan report for 192.168.203.105

[Host is up (-0.10s latency).

MAC Address: 78:45:C4:B0:CF:EE (Dell)

[Nmap scan report for 192.168.203.106

Host is up (-0.100s latency).

MAC Address: 90:B1:1C:7E:D6:96

[Nmap scan report for 192.

Host is up (-8.1005 latency).

MAC Address: 00:24:1D: (Giga-byte Technology Co.)
Nmap scan r 03.111

Host is up (-0

[MAC Address: @ B (Cadmus Computer Systens)
Nmap scan report for 1! 03.107

Host is up.

Nmap done: 256 IP addresses (10 hosts up) scanned in 2.08 seconds
root@ubuntu44-0ptiPlex-9010: /home /ubuntudd#

Fig. 6. Ping scan

This scan is effective in finding unknown open UDP ports.
Fig. 6. shows Ping scan command. Ping scan also known as
Ping sweep is a basic network scanning technique which is
used to determine which of a range of [P addresses map to
live hosts.

IV. ATTACK ON NETWORK

In a network there can be passive and active attack.
Passive attack means monitoring the network traffic to obtain
passwords and sensitive information which is not encrypted.
It results in disclosure of information without the knowledge
of the user. In an active attack the attacker tries to
compromise the secured system. It results in disclosure or
modification of data or denial of service (DoS). Sniffing and
spoofing are types of passive and active attacks respectively.
In Sniffing, a system which is not the destination reads the
data. Financial information, e-mails, passwords, confidential
information, low level protocol information like ip address,
hardware address, routing information can be obtained
through sniffing. In Spoofing, one system present in the
network masquerades as another system. IP spoofing, MAC
spoofing, ARP spoofing are some of the examples.

In open source there are certain sniffing and spoofing tools
available. For sniffing, TCPDUMP and WIRESHARK can be
used. Tcpdump is a network debugging tool that can be used
for displaying and intercepting packets on a network. It is a
filter that allows displaying of only the limited packets which
the user wants to see using a specific port number. Wireshark
on the other hand is a modified form of tcpdump. It also

captures a packet from the network and analyses it in detail.
Wireshark is considered to be the best packet analyzer which
provides the open source GUI. Wireshark is used by
administrators and network security engineers to troubleshoot
network related problems and examine security problems
respectively. Users use it to learn network protocol internals.
Developers use it to debug protocol implementations.
Wireshark can be started from the ubuntu terminal using the
following command:-

$ sudo wireshark

Fig. 7. shows the capturing of packets by wireshark.

File Edit View Go Capture Analyze Statitics Telephony Tools Internals Felp

e I Q VFTLE5 w38 @BEX @
Filter v | Expression..

None  ~
K. Tine source Destination Info Protacol Length

20.376635000 T ;¢ Standard query Ex600 PTR_ifps. tep.local, "QH* quKDIS 167
39.014652000 1 255,255,259 NOTIFY = HITP/1.1 SSOP 388
4 1.E18158000 1 255.255.258 NOTIFY * HITR/1.1 S0P 31
51122144000 1 132.255.255. 250 NOTIFY * HITP/1.1 S0P 38
61226276000 1 255,255,250 NOTIFY * HITP/1.1 SSOP 3%
713334600 255,255,250 NOTIFY * HTTP/L.1 SSOP 31
81434086000 255,255,250 NOTIFY * HTTP/1.1 SSOP 35t
91538250000 1 255,255,258 NOTIFY = HITP/1.1 SoP 38
10 1.642616000 1 255.255.258 NOTIFY * HITR/1.1 S0P 31
111746116000 155.255.250 NOTIFY * HITP/1.1 S0P 31
12 1658267000 1 233.255.255. 250 NOTIFY * HTTP/1.1 S0P 3

238,255.255.250 NOTIFY * HTTP/L.1 SSOP Hy

255,255,250 MTIFY * HTTP/1.1 SSDP i

bEchemet 11, Src: Dell 7e:dd:d4 (38:b1:1c:Te:
»Intemst Prococol Version 4, Src:
pUser Datagran Protocal, Src Port:
»Donain Name Systen (query)

:04), Dst: IPvéacest 00:0:ft (91:00:5e:08:69: )
 (192,168.293.1601, Dst: 224.8.0.251 (224.8.0.251)
+ ndns (5353)

5m.
pps. te

Fig. 7. Wireshark-Capturing packets

Wireshark GUI has a filter option which helps in
identifying what type of packet is captured. It can capture all
tep, udp, icmp packets. Fig. 8. shows the capturing of tcp
packets by wireshark.

File Edit View Go Capture Analyze Statistics Telephony Tocls Internals Relp

¢ L4 Q VTL£EE s E WPEX @
Filter: tep v | Expression... Clear Save

None v
No. Tine Source Destintion Info Prozocol Lengch

idenify > 33139 [RST, ACK] Seq=1
55 313¢ > i
ACK] Seq=l

i
idencify > 33139 [RST, ACK] Seg=l

499 158,705

b Frane 395: 74 bytes on wire (592 bits], 74 bytes captured (592 bits) on interface @

b Ethernet 11, Src: Conpalln de:af:16 (b8:70:f¢:de:af:16), Dst: Dell 7e:dd:d4 (90:bl:lc:7e:dd:oé)

) Internet Protocol Version 4, Src: 192.168.263,163 (192.168.263,163), Dst: 192.168.263.109 (192.168.263.168)
b Trensnission Control Protocal, Src Port: 33139 (33139], Dst Port: identify (2987), Seq: 0, Len: B

Fig. 8. Wireshark-Capturing tcp packets



The captured packet can be studied in detail. The packet  Ettercap[5,8] requires the network interface to be selected
consists of Frame number, source and destination address, which acts as an input. Fig. 11. shows the selected interface.
header length, flag, time to live, offset, checksum etc. All
these details are shown in Fig. 9.

File Sniff Options ?

'@?&H% ERCRONGEE YN

Filter: [ v Expression... Clear Apply Save

302.11 channel: | » Channel OFfset: | v | FCSFilter: | All Frames v | None v

No. Time Source Destination Info Protocol

395 157. 677!13099 l!Z 168. 293 103 192.168.203 198 33139 > 1dent11y [SVII] Seq—O Hln—ﬂ!l Len=0 MS5=1450 TCP
192.168 3 Y 3

ettercap Input

W Network interface: |0 :J
OK Cancel

rInternet Protocol Version 4, Src: 192.168.203.103 (192.168. 293 103), Dst: 192.168.263.10¢ (192 168.203.100)
Version: 4
Header length: 26 bytes
pDifferentiated Services Field: 0x00 (DSCP 0x0: Default; ECN: @x80: Not-ECT (Nct ECN-Capable Transport))
Total Length: 60 .
Identification: ex6da7 (26055) Fig. 11. Ettercap GUI
bFlags: €x62 (Don't Fragment)
Fragment offset: @

oot 10 (6 After the interface is selected, the network is scanned for
i el o i hosts and a host list is obtained. Fig. 12. shows the scanning
Destination: 192.168.203.100 (192.168.203.100) Of network for hOStS'

[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
rTransmission Control Protocol, Src Port: 33139 (33139), Dst Port: identify {2987), Seq: €, Len: @
060 4 00 NI
3010 00 3c 6d 97 49 60 80 06 75 07 B a8 cb 67 cd a8 .<m.@ o
3020 cb 64 8173 @b ab 7e 3d 9a 78 60 00 00 60 ad 62 .d.s
2030 Z@ @9 lf 75 @IJ @@ @Z @4 @5 D4 01 03 03 08 04 02 U

Plugi

B Ethernet (eth), 14 bytes ... Profile: Default

Fig. 9. Packet Details
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After a tcp packet is captured, it can be analysed further. ST RO OSSR -

. . feB0::92b1:1cfi
All the flag fileds are shown in Fig. 10. .
i droprl host.

33 plugins

42 protocol dissectors

57 ports monitored

16074 macvendor fingerprint

1766 tcp OS fingerprint

B 2182 known services

802.11 Channel:| v | Channel Offset: FCSFilter: rames v | None Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...

source Destination
192.168.203. 166 33138 > identify [SMN] Seq=0 Win=5152 Len=0 Nss=Léso TCP
192.168.203. 163 identify [RST, ACK] S

192.16

192,168,203, 1

i 22 T ] From the host lists, targets are selected. Two hosts are
v Transnission Contrel Protocal, Src Port: 33139 (33139), Dsl Port 1der|l1fy 12987), Seq: €, Len: added as targetl and target2. ThlS iS Shown in Flg 13

Source port: 33139 (33139
Destination port: identify (2987)
[Strean index: 0]
Sequence number: 6 (relative sequence number)
Header lengtn: 46 tytes

vFlags: €x602 (SYN)
009. = Reserved: Nt sst

ance: Hot set B
cngestion Window Reduced (CWR): Mot set HostList ¥

IPAddress MAC Address Description
192.168.203.1

192.168.203.103
192.168.203.105
192.168.203.106 90:B1:1C:7E:DA:AD
192.168.203.107 90:B1:1C:7E:ED:3A
192.168.203.108 90:B1:1C:7E:D4:F9

9910 (I
2151 73 6b 2b Te 30 92 78 66 60 00 C6 ab 62
bé €1 3 03 €8 04 02

@ intemetProtocol Version4(ip)... .. Profile: Default
Delete Host Add to Target 1 Add ko Target 2

Fig. 10. TCP flags 57 ports monitored

16074 mac vendor fingerprint

1766 tcp OS fmgerprint

2182 known services

Randomizing 255 hosts fer scanning...

For ARP spoofing, ETTERCAP [5] is used. It is a tool Semirglie b e frem K Far S Resic.
which can be used to perform Man in the Middle (Mitm) Rt 1 A
attack. Ettercap can be started from the ubuntu terminal using i
the following command:-

$ sudo ettercap -G

fost 192.168.203.108 added to TARGET2

Fig. 13. Hosts added as target] and target2



ARP Poisoning is done by selecting the Mitm option. It is
shown in Fig. 14.

Start Targets Hosts View Mitm Filters Logging Plugins ?

Host List 3

1P Address MAC Address Description
192.168.203.1  EB:94:F6:0E:0F:C8

192.168.203.103 BS: 2
192.168.203.105 90:|
192.168.203.106 90:B1:1C:
192.168.203.107 90:B1:1C:
192.168.203.108 90:B1:1C:

ELN MITM Attack: ARP Poisoning

:F9 |

Optional parameters

Deletertost = | @ & [Sniff remote connections.| £ Add to Farget 2
A | z 5 E

57 ports monitored ORpalsononewey,

16074 mac vendor fingerprint

1766 tcp OS Fingerprint oK Cancel

2182 known services

Randomizing 255 hosts for scanning...

Scanning the whole netmask for 255 hosts...

6 hosts added to the hosts list...

Randomizing 255 hosts for seanning...

Scanning the whole netmask For 255 hosts...

6 hosts added to the hosts list...

Host 192.168.203.105 added to TARGET1

Host 192.168.203.108 added to TARGET2

Fig. 14. ARP Poisoning

ARP poisoning victims are shown in Fig. 15.

"' ettercap 0.8.0
Start Targets Hosts View Mitm Filters Logging Plugins ?

Host List 3

IP Address MAC Address Description
192.168.203.1 E8:94:F6:0E:0F:C8

192.168.203.103 B8:
192.168.203.105 90:B1:
192.168.203.106 90:B1:
192.168.203.107 90:B1:
192.168.203.108 90:B1:

Delete Host Add to Target 1 Add to Target 2
6
Randomizing 255 hosts for scanning...
s whole netmask for 255 hosts...

Fig. 15. Victims of ARP Poisoning

The arp cache of the victim can be seen using the following
command:-

$arp-e

The arp cache table shown in Fig. 16. shows that two different
ip address are having the same hardware address. It shows
that arp poisoning has taken place.

buntud@ubuntu6-0ptiPlex-9010:~5 FlfvEEE

Address HWtype HWaddress
192.168.203.103 ether bB8:70:f4:de:af:16
192.168.203.1 ether eB:94:f6:0e:0f:c8
192.168.203.100 ether 90:bi1:1c:7e:d4:d4
N9?2.168.203.105 ether 98:h1:1c:7e:d4:d4

Fig. 16. ARP cache of victim

To protect against these attacks, FIREWALLS or
Intrusion Detection System (IDS) must be used. Open Source

provides tools for implementing both. Firewalls are
implemented using iptables. SNORT [6] is an IDS that is
widely used in open source.

V. FIREWALL

A firewall is a network security system designed to control
incoming and outgoing traffic based on a set of rules.
Firewalls when installed in the computer prevent outsiders to
gain access of our computer. Firewalls can be implemented in
both hardware and software, or a combination of both [7].
Hardware firewalls are present in modems which uses packet
filtering.
In Linux, Software firewall is implemented using iptables.
Iptables works on the concept of rules. If a packet satisfies the
rule then it is allowed by the firewall else it is rejected. There
are three type of chains known as input, output and forward.
Input chain is used to control the behavior of incoming
packets. Forward chain is used for transmitting the packets
incoming in a router. Output chain is used for outgoing
connections. Three common responses in iptables are:-
a)Accept— which means to accepting the connection b)Drop-
which means to discontinue the connection & act like it never
happened. ¢) Reject which means to discard the connection
with an error message. Fig. 17. shows the -L. -n command
which lists out the iptables rules.

buntu4-OptiPlex-9010: /home/ubuntud
root@ubuntu4-OptiPlex-9616: /home/ubuntuds [TIETICTIEINER
Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@ubuntu4-0ptiPlex-9016: /home/ubuntud# I

Fig. 17. Listing of rules

Rules for output chain are shown in Fig. 18.

buntud-OptiPlex-9010: /home/ubuntud
ubuntu4gubuntud-OptiPlex-9010:~$ sudo su
[sudo] password for ubuntu4:
root@ubuntu4-OptiPlex-9010: /home /ubuntud# iptables -I OUTPUT -s 192.168.203.106
-d 192.168.2603.167 -p ICYP -j ACCEPT
OptiPlex-9010: /home/ubuntud# iptables -I OUTPUT -s 192.168.203.106
203.167 -p ICMP -j REJECT
0OptiPlex-9010: /home/ubuntud# iptables -I OUTPUT -s 192.168.203.
-d 192.168.203.167 -p ICYP -j DROP
root@ubuntud-OptiPlex-9010: /home/ubuntud# iptables -L -n
Chain INPUT (palicy ACCEPT)
target prot opt source destination

Chain FORNARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DROP icmp -- 192.168.203.106 192.168.203.107

REJECT iemp -- 192.168.203.106 192.168.203.107 reject-with icnp-p
ort-unreachable

ACCEPT icmp -- 192.168.203.106 192.168.203.107
root@ubuntu4-OptiPlex-9010: /home/ubuntudst |

Fig. 18. Output chain rules



Rules for ACCEPT, REJECT and Drop are written. Packets
from the given ip address will be accepted first then it will be
rejected. After that it will be dropped. To delete all rules,
Flush command is used. Whatever rules are written till now
can be deleted using this command. It is shown in Fig. 19.

buntud-OptiPlex-9010: /home/ubuntus
ubuntu4gubuntud-OptiPlex-9010:~$ sudo su
[sudo] password for ubuntud:
OptiPlex-9010: /hore/ubuntud# iptables -1 OUTPUT -
3.107 -p ICMP -j ACCEPT
OptiPlex-9010: /hore/ubuntus# iptables -I QUTPUT -
3.167 -p ICMP -j REJECT
OptiPlex-9010: /hore/ubuntué# iptables -I OUTPUT - 2 63.106
p ICMP -j ACCEPT
X-9010: /hore/ubuntu4# iptables -I OUTPUT -5 192.168.263.1856
p ICHP -j DROP
root@ubunt Plex-9010: /home/ubuntus# iptables -L -n
Chain INPUT (policy ACCEPT)
target  prot opt source

2.168.203. 106

destination

Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain OUTPUT (policy ACCEPT)
target  prot opt source
DROP i 192.168.203.166 192.168.203.107
ACCEPT i . 03.166 192.168.203.107
i 03.186 192.168.203.107

destination

reject-with icnp-p

- 192.168.203.166
- 192.168.203.166
- 192.168.203.166

192.168.203.107
192.168.203.107

192.168.203.107 reject-with icnp-p

icmp --  192.168.203.166

untud-OptiPlex-9016: /home/ubuntusd#
untu4-0ptiPlex-9010: /home/ubuntus# iptables -L -n

Chain INPUT (policy ACCEPT)

target  prot opt source

192.168.203.107

destination

Chain FORWARD (policy ACCEPT)
target  prot opt source destination
Chain QUTPUT (policy ACCEPT)

target  prot opt source destination
rootgubuntud-OptiPlex-9016: /home/ubuntust |

Fig. 19. Deleting rules

VI. COMPARISON
The Table 1. shows the tools with respect to their purpose
that are used in this paper.

It can be observed from the table that all the commands
like dig, whois, traceroute and nslookup acts as information
gathering tools. Commands like nmap and ping scan are used
to scan the ports. Tools like wireshark and ettercap works as
packet sniffing tool and arp poisoning tool respectively. To
prevent from any kind of attack, firewall is implemented
using iptables.

TABLE I. SECURITY TOOLS AND THEIR PURPOSE

Command/Tool Purpose
dig Reconnaissance
whois Reconnaissance
traceroute Reconnaissance
nslookup Reconnaissance

nmap Port scan

Ping scan Port scan
Wireshark Packet Sniffing
Ettercap ARP Poisoning

iptables Firewall

VII. CONCLUSION
Securing the network is the major concern these days.
Although the open source is considered to be secure but still
data transmitted over the network is not safe. Some
reconnaissance tools, scanning tools, packet sniffing tools and
firewall rules are presented in this paper to understand the
threats, attacks and vulnerabilities of the network.
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