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ACL Type : ACL Number :
IP Standard 1-99

IP Extended 100-199
AppleTalk 600-699

IPX Standard 800-899
IPX Extended 900-999
IPX SAP 1000-1099
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IP Standard Access-List
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IP Extended ACL
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Server Router A Router B Router C Workstation 1
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Wildcard Mask
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Wildcard Mask Example
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Don’t Forget to Permit others
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Protocol Type & Port Number L. , Filtering

access-list 110 deny host 10.10.10.1 any neq 22

access-list 110 permit any any eq 22
access-list 110 deny any host 192.168.10.1 eq 53

ip access-list extended 120

deny tcp any any gt 1024

permit tcp host 10.10.2.10 any @ 23

deny tcp 10.10.10.128 0.0.0.127 host 172.16.1.20 20 23

ip access-list extended Logging-ACL
permit tcp host 10.10.10.11 host 192.168.1.10 eq 23 log
permit tcp host 10.10.10.11 host 192.168.1.10 eq 23 log-input



TCP header fields

Match on the ACK bit
Match established connections
Match on the FIN bit
Check non-initial fragments
Match on the PSH bit
Match on the RST bit
Match on the SYN bit
Match on the URG bit
Match only packets on a given port number

Match only packets with a greater port number
Log matches against this entry
Log matches against this entry, incl. input interface
Match only packets with a lower port number
Match only packets not on a given port number
Match packets with given precedence value

Match only packets in the range of port numbers
Match packets with given TOS value



Verifying ACLs

Show commands:

» shows all access-lists configured on the router
» shows the identified access list

* shows the access-lists applied to the interface--both inbound
and outbound.

« shows all access lists and what interfaces they are applied on



Enhanced Access Lists

Time-Based

(conf)# time-range APA
(conf-time-range)# periodic daily 10:00 to 13:00
(conf-time-range)# ip access-list TimeACL in

(conf-time-range)#ip access-list extended TimeACL
(config-ext-nacl)# deny tcp any any eq www time-range APA
(config-ext-nacl)# permit ipv6 any any

Reflexive

I create the named extended access list that "sees” the outbound packets
ip access-list extended outbound-packet-watch
permit tcp any any reflect tcp-reflexive-temporary-list
permit udp any any reflect udp-reflexive-temporary-list

I create the named extended access list that evaluates the inbound packets
ip access-list extended inbound-packet-catcher
evaluate tcp-reflexive-temporary-list

evaluate udp-reflexive-temporary-list

interface serial 1/0

I apply the named access list to watch packets leaving the secure network
I as they go out serial 1/0

ip access-group outbound-packet-watch out
ip access—group inbound-packet-catcher in
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