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: Switch Operation

. Cowl 5 0lS Hub 5l Ol caowd aS wolai ol U syls Hub old a4 sl walos S,alb b 5l auwiow
plod 51 1 Ol aiwy S5 @l pl&is 5> Hub . S (o Joe Hub & 5l 511S 9 yidioaigd Hlowy guigw
MAC asl xS swo Forward >g5 Sla w,9 JS Sy, |) Sl gwdisw g 48> (o Houe Jwld W g
SigasolS aS 1S s Jlwl (syer U |y doan Lwysl O pwlwl 9 S (o sowypw | aiww Address

il e Jasio wleMbl 015,,8

09 aS CSMA/CD oL a4 (sl powslSo 5l oo sw oslaiwl WHUD 5l aS (s0uad LAN Sld aSiuiw )
by 5l WiguolS (solod oslsiwl Jus @+ aub (s 05laiwl 3,5 o JyisS |, 1 puyd wélys o Jluw,)|
shiio b L UhZs ¢ les weuyd Jluwl @ Ll b oBiws 51 Sy aS (Niygo 5> ¢ Sy UL
»ulos L5 B oKiws Coww 4 wleMbl Jlw)l @ o138l Uloj ul 5> ilgi (i g 03¢ purd OI bl )y
ol @ aS sl aslgs &, Collision U eslai auS Jlw,l 1) ileMbl Ulbojod wigw a4 ol&iws 95 S|
Sy 5l Sgac HUb &S a4 Juaie Sla oBiiws adS . s s SMbl Half — Duplex byl

. Jisiwd Collision Domain

w9 A sw pll 2 a4V puyd J3Is 5y oanw 0ilS MAC wlwl . 1) puy8 Jlw)l wldec auigw
3 Ol U losdiiwo aS S,igu0lS 9 auwigw Wigs 28 suisy Cowl 3930 ;luww Collision Domain i yiwS
S e 4 Jaio S oKiiws swloi . 1)l 1,8 wBla> Collision Domain & U3 s cowl Gwlos
Jluw,l s a8l 2ilgi (s Ulojod B oKiws adS (i aulos s Joc Full — Duplex g0 @ guigww
39 cswou Jlwl 530 Sl oBiws 4 guwisw bawgi b 9 Leaeo S py9 . ules wleMbl wsl,s 9

» los ol px> Sy @ d9a=0 | Broadcast SLély wlgi (s gudgaw
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ol U gwoaw wolai

Hub

Collision : CSMA/CD
Half — Duplex
Bandwidth Sharing
Error Propagation

High Traffic

Security Treatment

—

Switch

No Collision
Full — Duplex
No Bandwidth Sharing
No Error Propagation

Low Traffic

No Security Treatment

: Switch Layer 2

: S sw Flood | 1 aiuw guigaw aS suld wll>
Unknown Unicast MAC — Address

Broadcast : MAC : FFFF.FFFF.FFFF

Multicast ( Default )
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: MAC — Table Jga>

AU @ aw adlgs JolS 9 sbal oax adsw U3 > adsw L yswelS wlbly)l oloj )
Oliap=i 9 dyiguolS MAC — Address sla jw)sl aldS Joli Jga> ¢ul a5 MAC — Address — Table
Dynamic w,g.0 4 Joa> J3Is juslén . aoiwl o Jain guwigw S e a4 aS il sw Sl asaw
Joa> ol Uz oleMbl jwluwl » awsw Jga> ool vasw JolS U . auw asles ( Update ) (solw,jom

.5, aslgs Iyl xaso @ |, s i

! A adlgs> ) MAC — Table Joa> 05 Livg) 95 U guigaw 5>

Static +
eSS Lsw 3,lg Static wgo @ 1) ki 5,90 S oKiiws MAC — Address .5 Hgiw> b

Switch ( config ) # MAC — Address — Table Static H.H.H VLAN

vlan-id Interface type mod/num

Dynamic +

Oygo 4 1) 0S5 Sl @ Jlw)l @ o8l aS saliws ;o MAC — Address ¢ awigw s> ul >
Source MAC s,k ;| Learning «Jl> ¢l 5> . S sw Learn >9> MAC — Table Jga> ;5> Dynamic
. Destination MAC _s,,b ;| Forwarding g 5,5 (sw &)0.0

: MAC — Table Jgo> waus jgiws

Switch # Show MAC — Address — Table [ Dynamic | Static] [ VLAN vlan-id ]

[ Interface type mod/num ] [ Address MAC — Address ]

: awgaw MAC Jga> ws,S Sb jgiws

Switch # Clear MAC — Address Dynamic [ VLAN vlan-id ][ Interface
type mod/num ][ Address MAC — Address ]
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C S o Sb 1wl oaiw 0,035 Dynamic whgo v aS (sul@MAC lasd jgiws ol

-

e Cowl e LB 9 Ll s aul 300 guwiguw > MAC — Table Jga> Update ulo;

: MAC — Table Jga> Update Uloj juusi jgiw>

Switch ( config ) # MAC — Address — Table aging —time Seconds

: MAC — Table Jga> Update uloj waus jgiw>

Switch # Show  MAC — Address — Table aging — time

Y]
Lilo 59>90 MAC — Table  cound 55 Ol daio aS s <dl,s awigw Sy bwgi (sileMbl aS' (sijgo >
C S s Joe uld S alo L 5,8 adlgs Jlw,)l 395 Sla whgy adS @ 1) aiiww Ul guwigw

: TCAM Jgo> waus Hgiwd

Switch # Show Controller TCAM
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CAM Table : Content Addressable Memory Table

Security ACLs
# |Inbound and Outbound .
/ (TCAM) ~
s i
/ Permit,
Deny, or » |
QoS ACLs Other » N\
RX , _ » |Classification and Policing | . W — TX
Switch — /. (TCAM) T > Switch
Ports —s» Ingress 4 B Egress — 5 Ports
Queues Queues
L2 Forwarding W
g Table
(CAM)
CAM Table

MAC Egress VLAN
Address Port

: CAM Table

aS suloj . S sw oslawl L2 Switching sy CAM  Joa> 5l oScuw o dblS S guigaw (swolos
. dow, Idlg> i @y CAM Jga> J=Is 5> ol Source Mac Gw)sl « 3594 (s <dl,5 auigw Jowgi swousd
MAC L)l Jlio 55 @dl)s Olos jui 9 Ul VLAN o lonis « ouyd 03i6S wdl,ys whgs o)loss oS wlls s
aS wewl MAC Table Jga> Ul CAM Table Jga> g8lg > . dww) adlgs> wud @y CAM Joa> J>Is )
Joa> 95 1 wleMbl . 5,0 YU | Giusls,y wueyw U caowl 0oni 03l 1,8 auigaw 5> )81 wew whgo @

. Gowl by

s

bg,,o dIngress Queue J=I1s 55 jo150 purd ¢ 39 o Wb, guisw 5l (s)er bwgi puyd Su S (silo;
Queue 8 ( 2uS Lsw oadlie L8 axaw JSUb ) aS AigSilod ) 15,8 (w8 0auuS b,y whg @
Sl plaS 18 g, 0 Vlgs s | cuglsl 5l (siglaie adniw uizod 9 il )il > 55 puyd uai Bilgi sw
@ pwbwu> Sld puyd aS 5,5 puhii Sl agS @ Ulgi (sw | awigw Sd wyg . sls Lolais! BQueue

clos JLwyl g Gslsn W puyd 5505 5l 5595 1) ssai 9 weo Sl aislo « Llo;
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QoS ACLs g Security ACLS auisww Sg) p S| 23S sw oadlie J8 axso JSi ) aS agSilod
a2 Lw ,d U ulosed (WaIngress Queue) soui auisw S)ly (sijes 5l cswouyd S| ¢ Ll eons aig
2 plaS zud . o awlgs Jlw,)l a=s 9 390 s sww,» CAM Table ¢ QoS ACLs ¢ Security ACLs

. Cowl 000w 03l Lolais | 181 caew SO il 5l plS e Sl ve> 1,5l Cuglgl 8,5

S8 wew bwgi sow,y w5l A sl L8 bIngress Queue Sl wo ;> M8 aS b puyd
B>9,3> Wyl U bgsye aS 15,8 w8 S50 sla W > CAM Table 9 QoS ACLs 9 ACLs Security

. 1,15 oL dEgress Queue g wowl

MLS : MultiLayer Switch

5 awle aS 2SS o by MLS  alwgyy wlixo g9 9 5l gSinw oS sl zuigw

ool sw Sy 2o asS Topology — Based g o590 5 (swudd ivg, aS Route Caching

Route Caching =

w2 3,15 s9>9 Switch Engin (SE ) ¢ Route Processor ( RP ) oy ,a 5l eslaiwl @ 3l xio ol )
S> Routing Table Jga> L RP J>Is 5l ubL sSdly sa ulb,> 5l plas o wSL oudol a8 sy
9 05,5 wdlys |, wldoe gul @z SE Gupaw .+ 394 (0 pazino Ul (59,5 W90 b dado 9 5940 (swo
VUlod @ by Saey Sld wSL o v ol 5l 9 Blw, w0 @ud @ 593> MLS Jga> J51s )5 ile S
@ SE lwgi 9 MLS Jga> =315 )5 oo wd jwlo wleMbl (g),b 5l 9 15,106 RP 5l Hgue a4 Sslo Ob,>

c o v odlaiiwl swudd S auigaw 5 9 3,1 WL e Gugy ol L o sl JLw)l sg3 aolse
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Topology — Based =

bgiyo wleMbl Sy, 5l guigaw aS uiyi b 39 o odlasiwl 3,9 4 raxie 19 Cw S 5l e Gl 5y
LA (s L8 Logao )38l Caew Sy U1 55 1) Ol g 05,8 skl l8las Guwwlus S, Routing Jgas
Jubs> a0 aS wig s JLw)l 593 dolse a4 puwlius il e b awdsw bawgi 0ans il sla wsl
odd e 5l iy Hlown Gwgn IS el cesw b ply culis Sl L8l sew il Vg Slaxdl
Routing Jga> )5 S,uusi 59 oo @ g 0590 WSy Routing Jga> U MolS Guwlus cul wlgixo . wowl
030U Cisco Express Forwarding ( CEF ) oU @ gScuuaw 55 dio ol oo adlgs> 59, 4 jw Joa> ol

B SV V)

FIB Table : Forwarding Information Base

Aol o )9l dew Whgo W 0 Jgas cul aS 53,5 (sw slxyl Routing Jga> S, 5l FIB Jga>
ol )5 aS . cowl Next — Hop MAC — Address aS s,ls Routing Jga> @y s (s9lol 5,95, S5 baisd
9 055 ARP W& usgs (susy 3908 Jluwyl Ll @0 ub W SL aS 1S (s 0,055 |, uBMAC Address
> 5y Ug> L odg, VU B aiww Jlw,l ce,w U 05,5 0,033 9 wowl 03,91 cows a1, sl MAC
[, ;8 ¢l L3 Frame Rewrite oL a4 )58 wew couwd SO L aisS w s B pu,9 Forwarding
Lol 51 Bad 9 2wl o Jboyi wyso @ aS uld wS, Uil Sl 1 auigw )5 . ad> sw pll
, sewl LU aS suld wSL Sy (g de sw oslaiwl 8l wew ol 5l ol o Forwarding
b awgw 138l 0,0 5l aSl auS oslaiwl 1538 wew ol 5l A6lgs (s ARP Sla asiuw a6le aiuS @bl )

S Lsw oslawl

DS sw oadliw |) CAM Jga> g FIB Joa> 5 5o

CAM Table FIB Table
MAC Egress P Next-Hop | Next-Hop Egress
Address Port VLAN Address IP Addr | MAC Addr Port
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TCAM Table : Ternary Content — Addressable Memory Table

Security ACLs

Inbound and |

Outbound
(TCAM)

=

Permit,
Deny, or

QoS ACLs
Classification

¥

RX —|: al > TX
Switch — - and Policing » Switch

Ports —3 Ingress (TCAM) L3 Packet Egress iy

Queues [ Rewrite Queues
L L3 Forwarding

Table
(FIB)

S
Q
-
o

T
1
L——
1
[

v

Ports

L2 Forwarding
— Table —
(CAM)

L 0eilB iz U Sy 5 ACL 58 0 S w18 eslaiwl 300 S8l S 9 sy Sy WACL
aSh e 3590 55 ) Gwilgd ol cuglgl Ly b b oBiws aS wowl 0w JuSuis ACL Entry ( ACE )
ol 8 wsew bwgi WWACL  (sow)p auwgyy Multilayer sl guwigaw 55 .« 1ud> )8 (saw)w >S90
593> TCAM > 39>90 Jgla> @y as>lho )L S U Las Multilayer sl auigw « 550 (sslie @y L 504 o
i> -+ ulos aluulao QOS ACL U g WaSecurity ACL @ bogsyo oilsd (solod U 1y b oly siilgy csw
9 539,9 up> 95 xd ) W ply ow)w Oldoe ululo g 059 TCAM S 5l Giuw Sls W audsw 51 >
Uiz 95 Shls TCAM Jga> . 5,8 (sw wygw L2 / L3 Forwarding wldoc b Ubojod &igw U (s>9,5

:C&.qu)._J.)'

5940 (s el FM ¢ wilgd won yazaiw 9 ACL S, sl 5l ae : Feature Manager ( FM ) +

@ ag>lo 5L S b L auisw U 5,50 518 TCAM abdl> J51s ) goixo wiyso 4 owilsd ol swles U
Al Galgd b 1 ol olod w0 5308 Jgax> o

wlgi (s 95w S gwisw 3l s>, 3,90 5> 1 Switching Database Manager ( SDM ) +

odgc p ) d i)l wuuio aadbg SDM aS 3uS Saw puauds wliko S i) @ |, TCAM aksl>

5l
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: Switch Port Configuration

: Ethernet  »,louslowl

55 Sluliwl ol s Sy, b IEEE 802.3 s,luliwl ob b 1980 JLw s9a> ,» Ethernet s luliwl
9,8 JSLw Twisted Pair ¢ Coaxial sla LS 5l eslaswl U g 10 Mbps  Jsleo (suicuw Shyls aiiis
c ol Aiwgy €989 U Ll 5> e>er LB iy 9 i Leixo Hlewn iyl Sla aSiw 0590
;> 10 Gbps g1 Gbps ¢ 100 Mbps S wacyw b Ol Wlup=i b g @il GivyiwS Sjg,0l il aSui

: Ethernet  slas,)lubowl gl (89,20

10Base 2 +-

oslaiwl Thinnet gg Coaxial sla LIS ;1 aS sl o 185 gy s IS Job 5)lasbiowl ol s
L suld aSow 2> Thinnet sla ,JJ[S )'| ool e »o 0.5 yg...uols 9> JJLS vJQJo ,J.9|J.> 9 D3l (S0
. dgudb csw oslaiwl Bus Sjiglgugi

10Base 5 +

( paxo ) Thicknet g¢ Coaxial sla LIS ;I aS awlb o 500 wlgi o JS Jdob s)lasbowl ol )

Aol sw a0 2.5 LigusolS 95w LS Jgb J8las> g dgui (s oslaiwl
10Base T +

T 955w o oslawl Twisted Pair sla LS 5l aS awl o 100 wlgs s JolS Jgbb 5)lasbiowl ol s
STP LS 5l (sJg g (s oslasiwl UTP CAT3 g9 5l aS ol s Twisted Pair Jgl W,> w,le ol 5>
awgw b old 5l S5ed0195 l 55 9 5,5 oslaiwl >)luliwl ol )3 Ulgs (o pd UTP sld LS ulw 9
Jaio gwisw L wld a Twisted Pair LS Su L yiguolS 1o > laslicwl ¢l 55 Guizod . doui (s 03laiwl

. 9 (50
100Base TX i+

»o 100 wlg s JoS Jgb .59 s sulwliow FastEthernet U IEEE 802.3u ol au >)lauliwl ¢pl
B8 @, 95 5l 9 2w adlgs> oslaiwl 5e « CAT6  UTP CATS g4 31 Twisted Pair sla LS 5l 9 il
. dgud cswo oslasiiwl wleMbl Jsls sl
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100Base FX +

o 412 wlg s SIS Job . deu (s oslaiwl Multimode  S)95,u08 LS 5l i s)laobowl ol s
Ao Adlgs oslaiwl SC 9 ST g5 S ,eSHS 51y >)lasbiow! ol 5> Jlail Sy g 2wl

1000Base T +

S LS 5l 9wl e 100 wlgi s LS Jgb 59 (s sulwlicsw IEEE 802.3ab oL au > lasliwl ¢l
o> Hlp> 5l 9 sgui s oslaiwl RI — 45 ,9iS6IS g CAT 5e « CAT6  UTP CATS ggi 51 Twisted Pair
.39 cswo oslasiwl wleMbl Jsls Sy puw

1000Base SX +

B £95 95 5l s,lasbowl Gl s> o390 5w sulwliw GigabitEthernet U IEEE 802.3z oU au ,lasbowl ¢l
50 aiwd b8 g o 220 U uly puaw Job jiSlas> aS ug)Suo 62,5 awad s L Multimode  s,g95,.u9
D9 S\ oslaiwl 2wl sw o 550 L ).4|).4 P ngo )..S|J.> asS ug,Suo

1000Base LX +

BB 5l s)lulowl cul 5y 590 sw swbwliw GigabitEthernet L IEEE 802.3z oU a »,lasbowl ol
Auib HieglsS 10 wlgi (s LIS Jobb 9 590 (swo o3laiwl wg,Suwe 9 @i 8 L Single Mode  s,g5 5049

Ethernet 10 Gbps *

» bl .l eglsS 40 Llgi sw LIS Job 9 sei (s sulbwliow IEEE 802.3ae oL au 5,)lasliowl ¢l
9 MAN 9 LAN b aSow > Ulgi (sw 9 3wl (sw Full Duplex U Ulojod ad,b 95 MolS s, lasliwl ¢l
. >g0u 03leiwl WAN

10GBase SR +

&uo U MultiMode g95 S)95,449 8uyb 5l |, 10 GigabitEthernet wic,w a4 Csowiows UKl >, lutowl ol
s adlegs 1) o 300 wdluwwo Sl iogsb 850 oligS zgo Job b 55 95

10GBase LR +-

L Single Mode gg¢5 S,95,.9 (a2, 5l |, 10 GigabitEthernet wc,w a4 Csowiws UKl > lulicw! ¢l
sl adlgs 1 HieglsS 10 wdluww Sl iogilb 10310 auls 9o Jgb U 54 99 guio
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10GBase ER +

L Single Mode g9 S,95,.9 suyb ;51 |, 10 GigabitEthernet we,w a4 (sowiows VSl >)lulewl ¢l
Sy adlgs | yi0gluS 40 wdluwo Sy yiogil 1550 xls oo Jgb U 5 595 i

10GBase SW +

&uo L MultiMode gg5 S)95,u49 (82 5l |, 10 GigabitEthernet wic,uw a0 (sowiows UKl 5,luliowl ol
.oy adlgs | o 300 wluwo Sl 5iogil 850 zgo Jogb U 5 Hos

10GBase LW +

Sl Single Mode g¢5 S99 (8b 5l |, 10 GigabitEthernet e, w a4 (sowyiws ULl > lulowl ol
o Adlgs osleiwl SONET sla aSiew 5> 9 sls adlgs |) ioghS 10 wdluwo

10GBase EW +

L Single Mode g¢5 S,95,09 a2,b 5l |, 10 GigabitEthernet wcjpw a4 sowiiws> UKl > lulicw! ¢l
SONET e aSow ) g 3ls adles 1) yu0ghS 40 wdluwo Sly yiogsb 1550 2l oo Jgb U 5 H90 &uiw

b adlgs oslaiwl
10GBase T i+

10 cejpw s)lulowl ol 5> aS weles ¢ul U auul s FastEthernet s,)loliwl ans . coals ddlgs> yio

o adles (vl Gbps
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D Bwisw S w9 bgy o SaiuSy

1 pusS >l Global laa=o 55 1) 50 Heiows 0L Whes SO Saiw S buso a0 UL >)lg Sl

Switch ( config ) # Interface Type  module / number
Switch ( config —if ) #
: Type

L Fastehhernet UL Ethernet : Mio puS o paxiiw |, puduul g9 type 5 )
... L Gigabitethernet

: Number

L 39 (s Aibg B 590 uwd il L port o locs numM Gonwd >
-3940 (s g9, 0/1 51 audgw 53 Lund il 0)loc

Ll Ewisw £9i 9>

bhad Ug> g 3,5 a8lol Jgjlo Lpsl @y Ulgi swoi g 3)ls ,8e5 S Jgjlo aS (suld guigw : Fixed *
. Gl 80 Ol Module Cuooud aimod 3,15 Jgjlo S

aslol il b Jgjlo Llgi (sw 9 3,15 Syiiin Sld Jgjlo slasi aS (53,53 Sd awisww : Modular *
. 39245 5,33 Jgilo 0,lowi Module Caomad 55 loi> b 9 5,8

b o il So 0s,S Jugels b e
Switch ( config ) # interface Type  module / number
souis (o Jledpe | Gugols
Switch ( config — if ) # Shutdown
90 (w0 Jled b (g
Switch ( config —if ) # No Shutdown

Dol b Port S cumog Wslsy Guules Ulo )8

Switch # show interface  Type  module / number
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: Port plos wusog wslS Giwlos Ule,9

Switch # show interface status

: Pore ;8 Sl ol s Ulo,d
oslaiwl OF 51 W Gundiial gy o Shy 9 wigs Olgi (o pandriial 58 Shy aS 1wl (o xwdgs

B SV V)

Switch ( config ) # interface Type  module / number

Switch ( config — if ) # Description name

P OHgy x> wlxol Hgiws

250> d59>9 gy aw

P lgio e S Gud sl olxil sy Jgl ivg,

Switch ( config ) # Inteface range type num type num ...

: Jlo
Switch ( config ) # Inteface range Fastethernet 0/1 Fastethernet 0/3
Fastethernet 0/6 ...
Switch ( config — Range —if ) #

F Jlgie S (sewnd il Olsil Sl pe> Y,
Switch ( config ) # Inteface range type num —num

: Jlo
Switch ( config ) # Inteface range Fastethernet 0/1 —5
Switch ( config — Range —if ) #
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FlowSy ) Wlsio e 9 lsie Sl Gud sl Clsil Sy pgw Give,
Switch ( config ) # Inteface range Fastethernet 0/1 , Fastethernet 0/3 -7,
Gigabitethernet 0/2

Switch ( config — Range —if ) #

s Ll (ulgs1,9 g olgzds Sl Uloj Hd d Luwadiul Lkl sl Macro Sl oslaiwl

: Macro e

Switch ( config ) # Define  Inteface —range  macro — name  Type

mod/num , Type  mod/num ...
: Macro (slg>1,9

Switch ( config ) # Inteface range Macro macro — name

: Speed

D Su Jdlaol )y B gad il e w

Ethernet 10 mbps : IEEE 802.3
FastEthernet 100 mbps : IEEE 802.3u
GigabitEthernet 1000 mbps : IEEE 802.3z, IEEE 802.3ab

TenGigabitEthernet 10000 mbps : IEEE 802.3ae

F o9l Sy e s Uloyd

Switch ( config —if ) # Speed { 10 | 100 | 1000 | Auto }
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T aass

2 (Ewew 95 50 Sla syl ) wis Wb 95 Ha ey Wb puS Jog S0aSy @ 1) uwigw 95 S|
Jlwl sl oSow weyw VU 5l pd $8lgi U auigw 95 9 oS oslaiwl Auto 1 wowl Hipy , aowl
S oslesiwl osls

;o il Duplex  puldais

Switch ( config — if ) # Duplex { Half | Full | Auto }
C S
ox ML as Runt Error su89 . error susy 64 byte 51 S>3 Sbd aw aSow s

9 3,15 59>9 aSiui ;> Duplex  JSiwo Vlois| (susy 2ol 64 byte ;1 oS ool ( 64 — 1518 byte )

3l il wew aSiun

Juog HUb &S, @ |) auigw Mio wols s> 5y 30 pusS pudaii Full o> s |, Duplex ,U o

2960p24TT 10 ==> Half 2960524TT  pajf ——> CcSMA / CD
Swnlx:h[] SwnIx:hD 0
n

| . |
Collision X Collision X
| |
| |

| Full ==> CSMA / CD | Full ==> CSMA / CD

Off d Off

29a60-24TT 2960-24TT
Switch1 Switchl

Auto > > 505 g Full wlls s b guisw 5l Sy aS s> s . adawe &, Collision «Jl> 95 ,a >
0 gwisw g, U L wowl auto s > |, Duplex aS 38> (swo | 0 guwigw wls> 1 audgw we> 1wl
Full «J )5 Wb g Half w,g) Wb S, wg> g Half s (susy a5 (sw 9,508 el )5 1) 595

L AD> sw &, collision wowl

. Cowl AUtO zuwigaw > Duplex s 6,9 Giuw
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L aass

Jun > s um oS o)lg Static whge U Aiwed |) A pwlbues Sl wlendhis wowl i
cpadS 0 B yo)d

D awgw Sk wygy a4 bgy o Salas wujyie

3l ) g S wyg @ besw Salas Silogil (sulbwliow (sublei 98w o dblS S guigaw
)8 Jledye ooy 53 Heie WHgr ¢ DS Sy, awigw S Wyg I Su 90 > s S aS Njgo
c S0 oouw Jled e whgr WS Jled @ a8l Sl Uloj Wae iS5l asy Llgi (o jui Euigaw S5

F blas Sulbogil (sulwliow

5l | 3g5 Sl wygr @ bgsye Slalhs Suilogil (sulwliog (sublgs oS cwdblS Slo guigw
S W9 5,5)ec g aid,S L8 errdisable wig0 A Ul Cusog « Whgs Sy, s ullas UL b w,g0
Vi Jede el Uns 5l caols £95 s b sgos JyiiS Ulgs e | amionw L8, ool + b aslg> Jled e

F eSS s oslaiwl 5 Heiws 5l S ul Sl 58 whe K

Switch ( config ) # [ no ] errdisable detect cause [ all | cause — name ]

wuld a0, glgil (oIS I s L g | Uns> Sy @y bgsyo ol awlgi (s cause — name jusio S @
5l a,le sls 518 99 jusio S @ Ulgi (5w asS

JuiSly 595 5l Sow Sl (swlod JLS 5 guwiguw U dgi (sw ucl o)l ool ol @ All +
cAd> pll

.>,|> Dynamic ARP inspection a.wg,) @, bgs o Slalhs a, o,Lul 1 Arp — inspection *

@ pladl PortFast w,q o aS (9,90 50 U dgui s el yiol,b oul b @ BPDU Guard *
c oo Uas SO swlbwlbow ay pladl gudgw « 3ulos BPDU ply widl)s

. 5,|> EtherChannel a bgs,o Slalas> a4y o,Lwl : Channel — Misconfig *
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. 5,I> DHCP Snooping «, bgs,o Salas> a, o,Lul : DHCP — Rate — Limit *

Sy awigaw « Ml oo e )S0d £ W g9 Sl trunking cusog @S sijgeo > 1 DTP—Flap
- 3,5 aolgx adgi Uas oly

Uas> ply o gwigaw SFP ¢ GBIC Iy JSiw sl Jgjlbe 5l oslaswl w,e0 > @ GBIC — invalid *
o> adlgs

. 5,I5 POE (s8509 @ bogsyo Slalkhs a, o,Lul @ Lipower +

)l 2 a0V adaw s oonw skl sla Ligi @ bgyyo Slalas «, o,Luwl @ L2 ptguard *

Wygo U 9 o3y Flapping w go a0 w,g & Link state wueog aS (53,50 5> @ Link — Flap *
. 3,8 Al 3dei Ol 51 (sine Uas ply S g 3l mu2io Down g Up Gulo wgliio

. 5,l> Loop back cussg ;5 wigs Su S,S,1L8 ) bgsyo Slalas a, o,Lal : Loopback *

ply S awigw ¢ Ll puo wlouhis slyls EtherChannel w,g) aS (3,90 ,> : Pagp — Flap *
. 5)S adlgs adgi Uns

35 wsuiwiol S (5S5u9 5l osleiwl JLS > 0w sl slalks «, o,Lul : Psecure — Violation +*
. 5> ( Port Security ) ld w,g) 9,

53,5 &8, by ol W,y Sy 5l Root guiguw au bgsse BPDU ol aS (g0 5> @ Root Guard *
- adlgs adgi Ol 51 (suso (sullas ol

. 5,|> Port Security (sS3.9 @ by Slalas a4, o,Lul @ security — Violation *

Uas> ply & Storm Control (sS3u9 @ by Sla,ulS Gwlél wies 55 @ Storm — Control *
BRIV [ TNy

osls vlis Uas oly S Unidirectional cusog ;5 wyer S SyS5L8 wigw 5> @ UDLD +
. 39 (50

Unicast Flood Blockingaswg,y >)90 ;> Uas> Lasais wiiw Jled el @ Unicast — Flood *
D9 5\

@ by o Sy swlbwlcw @ o8l gbgw U seuw o el ol cul wub @ VMPS *
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D pasS s Ll 1 505 jeiws errdisable Giwlos Sl
Switch # Show errdisable Detect
s Cowl 0003,5 Wygs waLw errdisable el aS sWLVs Giwlos Hgiws
Switch # Show errdisable Recovery
. Ui swou Recovery olaS zud o9 Juw > )
Jledyue wyer Us,S Jled 4 pladl Siilogil wygo @ 39> aS A4S SawSy Sl WS @ | auisw puwilgiwe
51 A=y audles (sw aS errdisable cusog > Whgr Su SHSHL8 s ol 5y LU S il el sl L 35,3

Switch ( config ) # Errdisable Recovery cause [ all | cause — name ]

Sailogil S3lw Jled @y ola8l pols Slax S5 590 5l s @S el 0355 yeuzo | Ewisw aS ()90 5>
9 S )18 aSely ooy ;> sl 300 Wao W Lo Juw Wigo W oAb SL Wi « Mled Lgao W)

Switch ( config ) # Errdisable Recovery Interval second
+ dawgi | 86400 (sJl 30 slacl aslgi (s second jusio Sl> @
1 wao ;| a=s Port Security (sSi.9 bwgi aS suld wygs 0,Lgy waw Jled sly aS (silgiws @ Jlio
D cowl o3V welw
Switch ( config ) # Errdisable Recovery cause Psecure — Violation

Switch ( config ) # Errdisable Recovery Interval 3600

9w 3l abgsye JuVs 9 il @aid,S 1,8 Errdisable cusog )5 aS (suld whes cswolod o] oadline Sy
. ,Q.MS o 05 laiwl )

Switch # Show Interface Status Errdisable
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VLAN and Trunks

Virtual LAN : VLAN

: VLAN

wwlod aS cowl (suso Ul ol L sl 5158 Broadcast Domain oo S ) guwisw SU S WHgs swolod
il i (s cmluly , 30,0 553 LAN S5 5 (sS0d diiwd Juaio guigw ol 0 aS sulaDevice

oo asaly Csowyiows ;53S0
Js @ | siMSLiwo a>lg LAN S5 s oyl , ulu S, Server ailo aSui gilio swlod s,u5,1,9

s Ol Az . osls

VU Sl 1

ol Gl 2

So Sl aS I s L il cyiel 9 SWl Sy Cupe Ul o S aSed pwix > sile @
9 0 (=0 9 JuadlS Sl , puS S Se Broadcast Domain  ¢uii> @ |, Broadcast Domain

. 3940 (5w 90 d (s yiwd
g sw Jool> 0 gulo VLAN Olod U LAN (pas> @0 LAN S 0s,S o U g8l )

Broadcast Domain uwiw S>g¢S +
Sl vl sd=o 9 JudlS +

Lsx.w).'i_wbab_wob)s >9)>x0 +

030 U sl a0 yigaolS ol aod oululy « acal acsls 513 LAN S5 ) yigaolS Salasi auS o,
ca6S 5L, blo)l S0 SWVLAN b aulgi (swod disuwd

c ool sw iy WSl OSI Jaw 5l egs @V ;)5 VLAN wslw g wayysi

9 Jidwd 01.W 9,5, 4095 9 0 SWVLAN . 5,5 wow,> Ulgi (sw VLAN 53c 4095 U 0 (v auwigw Sy 5
U1 o oS oslaiwl Ll 5l pwilgi s aS | (uldVLAN o)lonis 9 lasi . 5,5 oslaiwl 95 ¢l 5l Ulgi (swou
Sd awigw 1> 9 AugS sw Extand |, 4094 U 1006 | . ausS (sw >ylubwl il @ aS cowl 1005
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SWVLAN Ll @ puiS oslaiwl pwlgies |, 1005 G 1002 ;I

Internet

5

Fa0/H

VLAN 1
Hosm

Q

Fa{]l;’2 Fa

Fa0/4

Fa0/5

—] |
% .fx

—

[

'.\ Eul = = : |

HostC HostD
VLAN 3

Switch ( config )# VLAN vilan —id

Switch ( config - Vlan )# Name name

Qg o oslawl Transparent
. 39S _sw FDDI ¢ Token Ring

: VLAN wolw jgiw>

VLAN @ ob S guwigw Suilogil wjgo @ puSs e ob )§| ¢ wowl Syl VLAN ol ol wyysi
U 35 90 Ul wl awisw 395 oSS S,13800 9 pusS wuyei | VLAN 2,31 Wi . a8 (s yolais

Default = VLAN xxxx VLAN 0002

Switch # Show VLAN

Switch # Show VLAN Brief

: 5940 wsw 03l Lolais| VLAN of

i VLAN Giulos jgiws
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: Show VLAN giws I sJlo

Verifying VLAN Configurarion with rbe show vlan Command

Switch#

show vlan

VLAN Name Status Ports

1 default active Git1/1, Gil/2, Gi3/20, Gi4/20
2 Engineering active Gi4/2, Gi4/3, Gi4/4, Gi4/5

Gi4/6, Gi4/7, Gi4/8, Gi4/9
Gi4/10, Gi4/11, Gi4/12
101  Marketing active Giz2/5, Gi2/6, Gi2/7, Gi2/8
Giz2/9, Gi2/1e0, Giz2/11, Gi2/12
Gi2/13, Gi2/14, Gi2/15, Gi2/16
Giz2/17, Giz2/18

P asss

Jol wll> )5 9 cwl 00nw Wi U6,9 Ui W90 A g 39 (swoi B> g owl pU s B e VLAN 1

: LVLAN Sl b sl Port gloil

D> (s 9+ 393 5l I, VLAN S SLdlyi hed aS suld wygs ¢ Access *
595 51 I, BVLAN aosd S8l 9 i VLAN S S8l @y sga=o aS suld wygy ¢ Trunk -
..\.i.&b;s\o)g.;.c

PC-A PC-B

. .U)l) )|)9VLAN \S._J')) &JM tSL@PC \JLJ kJS—A.:JJ)

Email : Koliji_Cisco@Yahoo.com / (s« 23S eadl /| www.commandsource.org 24



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

Data aiw PC—E sl adlgs> (s 25l )8 VLAN S, 5 PC—E gPC—-D LasPC—-C aS (sudq
@ leio aiwn il aS Blowzo Tag Ol @y 9 8,3 ) Ay Euigw 9 Jwyo A guwgw 4 Jol diw,e,
awsw - S5 51,8 Trunk <> s aS (sys b 5l B awionw @ 1Sao Jiw,l g cawl SyimSls VLAN
Gaowl SwSs VLAN @ (gleio aS Jiumo 9 35S wsw 0K Ul Tag Caouud @0 9 1iSuo w8,y 1) aiuww B
oJiu Learn gid E yiguolS MAC aS cowl (sidls 5y ol ) a6Sun siusio | Ol SywSs VLAN s Gy
8L, aS |, @iwu B awionw 1 SywSE VIAN @ Jluw,l 5l Jub + oy o PC— E @ oy (2ol

S Jlw,yl ass 9 368 o> aisww 5l vwles 5l asy |, ol Tag s,S

Access w)gs Sy LU VLAN ;8 o blo)l Sy aS 3uS v sadline « S wds ) sl JSoow @
Sl 5l 590 Jsiawo 9 3Su3u9 WVlail slawi « BVLAN slass Gl b laul s ol 5> o puds polaisl
c w8l adlgs Gul38l 50, @ e gwisw WSS Jaio

VLAN 1 VLAN 1

ol weai . 35,5 )8 ulwl cacl wlgi s Trunk Jlail S5 51 58 0,0 aS Cowl (siurdg Gui >
Il by a8 ams o Ol |y 1505 (5Su3d Vel olos Sl Trunk Jlasl S 1 o3laiwl og=
: 5,1 oage |, walizo SBVLAN @ bgs,o wleMbl

VLANs 1,2, 3

WU L auisw gw w)gr 9 paiSao i access | sgui v Juaio guigw o PC aS suld w,gy @ aiss
. paiS e Trunk  Lou>
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L VLAN s @y Osls 1,9 sgiws
Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Switchport mode access
Switch ( config — if ) # Switchport Access VLAN vlan-id

: Jlio
Switch ( config ) # Interface FastEthernet 0/1
Switch ( config — if ) # Switchport mode access

Switch ( config — if ) # Switchport Access VLAN 2
558 w58 VLAN 2 )5 0/1 wygs Hheiws ol U

: Trunk wVlail ;> VLAN sla JSig,y

- owl gSww slaDevice  Logaxo Encapsulation g, S, ISL ( Inter Switch Link ) 1

. 5,105 Native VLAN . 5l 595 a4 yog.ao Framing

| Access Link Ea== Trunk Link ey
—#

Frame ISL Header CRC
(Variable Length) (26 Bytes) (4 Bytes)

ISL Frame Idenrification

e | . IS_uJ
Field Length, in Bytes Ethernet
8 6 6 2 46-1500 4
Destination| Source
Preamble Address Address Type Data FCS
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o Sl
Field Length, in Bytes Ethernet
26 Bytes 8 6 6 2 46-1500 < 4 Bytes

Destination| Source
Address Address ype Ralm AT ISL FCS

ISL Header| Preamble

@lol I, el 4 o3l @ ISL FCS  pusd 5] @ 5 el 26 o3l @y ISL Header pud Jgl @ suss

. 5,ls |, Native VLAN g 5> 593> a4 yog.a%0 Framing

Trunk Link

D Access Link

——
—

L 1-—========= > [ 1]

Frame 802.1Q Tag

(Variable Length) (+4 Bytes)
[TH] |
Dest Addr | Data Payload FCS
Src Addr |
Type/Length

IEEE 802.1Q) Frame-Tagging Srandard

Destination Source Length or Original
Step | MAC MAC Type Data FCS
Destination Source Length or New
2
Step MAC MAC | G| Type Daca FCS
. Token Ring
Type Priority Encapsulation VLAN ID

Step puyd Jio Ul @ Us; Tag U 9 5,5 (5w 03w pasuino Step 1 U JSii )y aS ool puyd SS9 ol

S sw Jlwyl 9 ads (s yuasii | cwl VLAN o,locis Sol> 9 vl byet 4 as 2
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T aass

05lul U suld puyd ¢ aS sw oslasuwl ISL wio 5l aS Trunk sld whgs . s)ls wuglgl 802.1Q 0 ISL
P9« AuS sw oslawl 802.1Q o 5l aS Trunk Sla w)gy 9 1S Hguc aS 1Ld> sw o051 |, 1548 byte
S Hgue aS ud> sw o3>l 1) 1522 byte o5l U sula

: VLAN pudais wlygisws

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Switchport trunk encapsulation { ISL | Dot1Q }
Switch ( config — if ) # Switchport mode trunk

: Native VLAN

VLAN S Sl oo, pudles [S1 5,800 ,18 oslaiwl 5)90 W guigww Sl wdl,s 9 Jlw,)l Jyus iy
Overhead w8l a0 s=io oSS |y 8 ol S Ug> . oS Lsw oslaiwl Native VLAN ;| o Tag |,

. d9. sw Trunk w,g) Sq,

Native VLAN b8 i ©)e0 @ VLAN 1 awdl ) ol 03,5 eulais Native VLAN 1, VLAN 1 VU JSoi s
6 1wl ardls JSign S wyer Byb 95 LU o> .« 13 Tag |, VLAN ol 55 csdluyl S puys b (ol
c il ISgy ax oS Gl 1L
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2 g (v Jled Trunk wjg) Sq) 55 Ulo,9 SwoS @ 9 LS (sw suluiiy Native VLAN 51 802.1Q JSig

Switch ( config ) # Interface type mod/num

Switch ( config — if ) # Switchport trunk native VLAN vilan — number

o (Tag ) cow=y 9 1S (s slxo Trunk <> 5> wjer Su 5l VLAN i L S5 S5 @S oSpgiaws
L)
Switch ( config — if ) # Switchport trunk Allowed VLAN vlan - range

S oslaiwl ;s 35l pwles s VLAN — Range >

: Oy Sy S VLAN a1 VLAN S, i jgiws
Switch( config — if )#Switchport trunk Allowed VLAN Remove vlan-id
L oe o Sla VLAN @i @ VLAN 5 0s,S adlol jgiws
Switch ( config — if )# Switchport trunk Allowed VLAN add vlan-id
: LSao 5o |) @ VLAN  aod aS S giws
Switch ( config — if ) # Switchport trunk Allowed VLAN ALL
s Vlan x> 5l e 6Sio jlso |) @ VLAN  aod aS S)giws
Switch ( config — if )#Switchport trunk Allowed VLAN except vilan-id
 LSaos 5o | @ VLAN 5l olaSsud asS S)giws

Switch ( config — if ) # Switchport trunk Allowed VLAN none
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DS sw osleswl ;9w 3l M Wyg0 @ Trunk Port wuesng sasliuw Sy

Switch # Show Interface type mod/num Trunk
: Jlo

Derermining Swirch Porr Trunking Srarus

Switch# show interface gigabitethernet 2/1 trunk

Port Mode Encapsulation Status Native vlan
Gi2/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Gi2/1 1-4094

Port Vlans allowed and active in management domain

Gi2/1 1-2,526,539,998,1002-1005

Port Vlans in spanning tree forwarding state and not pruned
Gi2/1 1-2,526,539,998,1002-1005

b pasS sw oslasiwl yuj Heiws 3l Trunk se w)g) oy oadliwe Sy

Switch # Show Interface Trunk

Dynamic Trunking Protocol

: DTP

USTon ax U seuin 531 9 @ b g Trunk b awow S Gud il U 1S (o ooy JSign ol
C 315 1y JSIgp el sStw &S s Sla Device ks . aigi Trunk

: DTP Jlocl jgiw>

Switch ( config — if ) # Switchport mode { Access | Trunk | Dynamic

Auto | Dynamic Desirable }
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: DTP e Mode

B cswou Sl whgr 30 Wb @ 1wl Access cdls s wygr Wb S S| Access 1

Gyb @ 1) Usgy Trunk  slpiciy 9 picwd Trunk o 29S sw wygw wdls cul 5> @ Trunk 2
CADD (W WHgy LU

L ads slpiiw aS )0 ool (g ads (oo Slpsiny Wiy s ¢l 5> 1 Dynamic Auto 3
LS sw Jgud

G,b aS Sxlpiiw oyl pd Ad> sw Slpiiny pd w,g s ol 5> 1 Dynamic Desirable 4
C S Gsw Jgad |y aday whgr )50

witch A
Access Trunk Dynamic Auto |Dynamic Desirable
switch B

Access

Trunk

Dynamic Auto

Dynamic Desirable

. wewl Dynamic Desirable L Dynamic Auto b W) 2,9 Giuw

: Administrativ Mode

as (, Trunk , Dynamic Auto , Dynamic Desirable Access) (suss 1S sw d)lg 0,8 aS s > @
+ 3w9S Lsw 0oL Ay Jga> sV s

: Operational Mode

DTP aS suloMode (sues 1S (5w uasi DTP aS ( Trunk , Access ) (i Jga> J>Is s g5 a4

s

, Lol Trunk e s 505 Byb 9 uwl Access ells s whgr Wb S5 aS ol mode S5 s (sudg

35 B,k 95 53 b uds (swou i | 595 <l Gisr oudrb 5l plnS aud vz vl s uyin wlls ol
. 3,8 51,8 Trunk L access s> S,
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P sy
A Su 4wl 30 48 . cowl 3ol 9 W, JIs s aSus S awisw Gw > Wi DTP JSig, S aiuw
S weyrw gudlS g Hlae )3 DTP (s8lol Sl aiww Jlw,)l ccel I8 ¢ul 9 e s oslinw)d

BT SV V)

DTP us,S Jugols> Hgiw>

Switch ( config — if ) # Switchport Nonegotiate

( Static ) s> @, |) wye Su B,b 9> Switchport Mode aS oS )l puwilgi (s s> s 1 Hews ol
ool 03,5 Trunk  Csuw>
9 puS 35lg siwd Wigw 4 ol S guwgw Sl |) switchport Mode  giws> aSicw > wowl gy

G o3V 53Uy aSud 5> (sJeoso SO guisw Sy . pwsS 3)lg B zwisww Ol 5> |, Nonegotiate  giws
c Sy |, el

: DTP sla Show giws

Switch # Show interface type mod/num switchport

Switch # Show DTP

oadluw |, Show interface fastethernet 0/2  switchport jgiws Sh=l 51 Jlo 5 5 1 Jlo
S e

Switch# show interface fastethernet @/2 switchport
Name: Fa@/2

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access
Administrative Trunking Encapsulation: dotiq
Operational Trunking Encapsulation: native
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)
Appliance trust: none
Switch#
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VLAN Trunking Protocol

VTP Domain ICND

VTP Server

 —

1. VLAN Added/Deleted

2. Change Propagated

BO2. 10 el (]
Trunk Trunk
o ‘ = ' e ‘ o ‘
VTP Client VTP Client VTP Client VTP Client

3. Synch to Latest Change

Joli aS aol Sy 0y W U VTP bl + S o 90 ) W awdsw sd9)S o 2ob
9 LS sw Jlocl Server o) |, Wl , aSioi ¢l )> Server g Client wyjyei 9 3Ll v guigaw Solass

- Cowl 68w Sl 0w pogaxo . 1w, w LU S awigw eMbl a4 Guw

: VTP Domain

asy U |) 59> VLAN @, bgsyo wleMbl aguigw o aS S gb a4 039 guwigw Solaw Joli aS Sl a>U
aS uld gwigw 9 il VTP Domain & gac 1lgi (sw s audgaw ,d. 3,158 (s Shical @ b zuigww
@ ;500 L L liwVLAN @ by woleMbl 1ulg (s aiwd (siglaio Sd VTP Domain >

20,38 Syl

: VTP Advertisement

SoS 4 |,  VLAN @ bg,e wleMbl VTP Domain ;5 sSuww S guwgw ;1 oS
S Lo a8l caowl Juaie Ll a0 Trunk whes (au,b 5l S Jivyglzxo Sl guigw 51 VTP Advertisement
93w Sud g sw JLw,l VTP Domain > Multicast sl puy9 w90 @ VTP Advertisement

Aol Jlasl @ 558 VTP Advertisement U sgui way i Trunk )60 0 LU guigaw
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VTP Messages

If you use a client/server configuration for VTP, these switches can generate three
types of VTP messages:

B Advertisement request
B Subset advertisement

B Summary advertisement

D U9l sw yinio VTP Domain &y )5 0,9 3 a4 VTP Advertisement

: Summary Advertisement *
ww Jlw,l VTP Domain > & guwow asy & VTP Server lwgi aul 300 ,8 aS aowd (suleMbl
. 2wl sw VLAN Database a, bgs,o wleMbl Joli 9 dgui

: Subset Advertisement *
Jolias 9 59 (s Jlw,l BVLAN wloudais )5 s wsls &, plKd Server lwgi aS siwd sileMbl
Aol o BVLAN 5l plasS 18 wusog 9 VLAN Database wleMbl

: Advertisement Request *

gl (swo wwlgs>)s VTP Server 1 VTP Client lowgs aS asowd sileMbl

: VTP [Sug,y wlizo SlaMode

VTP Modes

* Creates, modifies, and deletes
VLANS

* Sends and
forwards
advertisements

* Synchronizes VLAN
configurations

« Saves configuration in NVRAM

+ Cannotcreate,
change, ordelete * Creates, modifies, and
VLANs deletes VLANSs locally

* Forwards only
advertisements * Forwards

* Synchronizes © advertisements
VLA[I ! £ . Doesnot
configurations synchronize VLAN

+ Does notsave in configurations
NVRAM * Saves configurationin
NVRAM
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DS sus Slal 5y Sle Mode 5l Sy )y cusl w b guigaw 5l olaS e VTP Domain &S5 s

Server Mode *
Client Mode *
Transparent Mode *

coadls gy Guas VTP > Sloc

: Server Mode

Cupdo 9 VLAN a9 B>, skl 55 JolS sullei shls 5,800 1,8 Mode ¢l 5> aS Gsxaigw

0,0 51,8 Mode ol )y Uo,9 U Wige U d auigw plod . dgy Adlgs> Domain

: Client Mode

55 aS (sxgaw . dg) Idlgz VLAN oo L aslol L Wis a ;518 >)._deo)|)§ Mode ul )> aS Lsxbgaw
G 9 B> (o weS el o UnlsS Sy S awisw g @S (ilws 4 5800 L8 Mode ol

. S sw Jlocl 393 g |y Wl s

: Transparent Mode

VTP 3,90 ;5 aS (sileMbl . 3680 Joc (nins gac S Ulgic @ 5,5 sw 51,8 Mode ¢l 55 aS (sziguw
awsw a4 Trunk w,gr Surb 5l S Jlecl 593 Sg, aSiul wew |) S (v w8b)> jolxo Sd zuigw Sl
X |y Ol ol bl ol (o VLAN  0s,S adlol 9 Wis @y nlB . S (s Jluw,l Guyglxo sla

C S oo Jlw)l b euigaw

: VTP PRUNING

oo Jlw,l Vg a4 Guuleijrer plod 5l S (oo bl auwigw Sy asS sIBroadcast awls sw aS jghilosd
S pud aS 1S sw VTP Pruning .S sw JUIS oul 0 o039 S8l Giwlél cucl ool o S
5 . ool asals VLAN o 5y (sijer aS sgui o3l Jug=i suld gwigw @0 VLAN & > Broadcast

c A dlgz Jaoxs Trunk (sdoli,l JUIS Sg,) 05900 S8l azsi
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VLAN 3 Broadcast Traffic Pruned

: CLJS'“J S9) M VTP JSJS)% Ou o

VTP Domain oU (s +
Lol awls vlwsSy VTP Domain aS (suld gwigw . puiS sw e guwgw Sly [, Domain oL
51 1, Domain name )31 Jol ;U sl . 26,1385 Shcal a0 ;53S0 L 1) WVLAN  a by wleMbl aulgiw
wJg . cowl Null aod domain wg> g sw Jlacl ;55 BB guisw Ad Sy, puS s Server

S 3l 1) asd domain oS b i b egs U Sl
Switch ( config ) # Vtp Domain domain — name

VTP Mode (s +
s |, Mode vip Ulgi (sw 505 Ulo,d SoS @ . suwd Server Mode (6,9 Giuw wigo 4 B auwigw

L pudd

Switch ( config ) # Vtp Mode { Server | Client | Transparent }

VTP Version s +

wyelw |, Takenring  , 2 U359 9 1S swo wygsbw |) 3 U359 aS . wowl 392 91 Uj9 3 SLIs> VTP
loi> Transparent b gwgw Sy LU 1 U359 5. LS i wyswlw 1 U5 g S sw

o 03V 2 U359 55 (g oS i |, Domain name

Switch ( config ) # Vtp Version{ 1|2}
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VTP Password =i +

wleMbl ol Client Mode aS s,505 auwigw ,a VTP Server vai paxsiw U VTP Domain & >
Nlgu ixly U S, adlgxs aS (sijgo > . 16,8 e VTP server 5l 1, o VLAN a bgs o
o ol o 1S SHLs L s @il | VLAN ) bgy e wleMbl g 1S aSiw 3)lg 1) 595 auigw
MD5 o 5l . S wllys |) VLAN @ bgsyo wleMbl 5,000 wsgs UlwsS, 9 Authentication  pelsl ;i

S sw Set | 555 505 H9iws U auS (s oslaswl
Switch ( config ) # Vtp Password password

VTP Pruning ws,S Jl=d +
Switch ( config ) # Vtp Pruning

58 Ll L, VTP asu sls L3 Trunk <l s |  awiow ow S Jgl b Lloas aSieds Sy 55 auss
. VTP 2 > |)>,| DTP d9|.5uw' J

! gwigww Sg) VTP 5 Sloc (o)
Switch #Show Vtp Password

Switch #Show Vtp Status
Switch #Show Vtp Counters

: Jbo

show vtp counters Reveals VTP Message and Error Counrers

Switch# show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received

@
w
=

Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors

2 9 8 &~ & = =4 N =

Number of V1 summary errors

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device

Gio/1 82352 82931 ']

Switch#
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B gwigw bwgi VTP sla aiww ws)S  Check

393 30, b aS 1) %05 VTP aicun &S aown ol olod aiiwyd s ) VTP @iy 90w @wisow (sids
aiuw 9> ,d Client zuwigw . Ad> sw plxil ( Massag Digest 5 o U ) LIS ol ) aaw,9 (sw 0aui Hash
Hash , MD5 o 5l aslaiswl U 565 50, U |y cacwl VTP oleMbl Sgls a8 (sdol @i g S (s 8l
I, VTP (slol a1l by Server auigw 5l oo osliw,9 Hash U g3 Hash a=.i ,3l 9 1S (s

35161 w59 | qiuw il puly )31 9 S (s Jlocl 593 S,

- Revision Number

593 SS9, 9 S bl | ol dient g 3 Jlw)l H90mw ausb 5l VTP diian SO aSnds 5> by 10

. 390 (sw lol asd Revision Number @, a>lg S aiuS Jlocl
U9 Lsw Wlol wygwe 9> s WdRevision Number

e 9w dwg @y aSuw VLAN LisLw > s @ Topology Change 1

-390 (s bl 9w bawgi aSuei 53 VTP aisww 5L S asli 300 0 .2

Revision wwoowd U |, @i Revision Number  caouwd 2uS (s w8l 1) Sl asouw (sidg b audgw
05,5 Jlocl W8 (sues aiS (swoi Jlocl 595 g, |y Wi 395 Sgluwo ;31 1S (s aunlén 595 Number
595> Revision Number a; a>lg o g auds w plxl | whusi wdg ol Lol i S g Ll

Revision loi> 1b oS a8lol aScw cul 4 508 auisw S pudlozs a9 ol asils aSew S )3
aS. Revision number ,laso 51 i zwew Revision Number 3| ug> oS 80 |, ol Number

aiuy Revision Number (sudg ;50 S gwigw 9 S sw Jlw)l aSes JS a |) 393 wlygiows 1wl
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393 SS9, |y whgiows , wowl i aS 2w w9 LS sw auwlao 393 Revision Number U [, (sJLw,l

c 3900 (s Wl 9 50 (s Wi, ppr ASuiw 9 ALS sw Jleel

P oS 80 gwigaw > |, Revision Number aigS>

puadd (5w s U S, |, VTP domain name 1
puS sw uoge U S 1) VTP Mode 2

oS Jog aSii 4 pwilgiue 9 340 (5w 90 Revision Number s g5 ;8 )5 g, 95 ol U

: Vlan.dat L8

Fuwgw ) .S (sw 0,453 393 5 | aSid SWVLAN @ bgyyo wleMbl 9 wlowdhis aos Flash adsls s
akdl> ;> Transparent S gwsw )5 (g Vg sw 0,5 Flash alhdl> s Client g Server sla

. 3940 (sw 0.5 Running — config

l, Ll Mode Jgl LU aiwd Client ¢ Server aS (suld awisw > Vlan.dat L wlgixo vas Sy

paian |y JB wlgizxo pwlgi (s Running — config alhdl> > aey g Transparent @ pud> yuus
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Aggregating Switch Links
EtherChannel

)8 (sihhio 09,5 Sy > Ewigaw (8Suped WHgy (A ADS (sw 0jl>] aS Ll s Sauwilgi Etherchannel
oslaiwl B gwigw ow wllail ;5 Uas Joxi szl 9 VYU 6L Slgy U owiows Hshhio 0 aS 1,8
0l 558 sihhin 09,5 )5 aS (sSusd wVlail 1L Slipy acgozo 5l sl adlgs o551 lowiy @ aS sg.i s

. AwS o lawl

aS S oslaiwl GigabitEthernet ¢ FastEthernet sla w,g) 3l pwlsi sw  Etherchannel o9, ;s
09,5 Sy 2> 1) (5058 wyer wid b slex b od puiles (v - 0l Gl W guigw g 15U Sligy Olsue
01iLS S 1w S WHg Wwd . g Wkl pd w iy 9wy U B WHg) aS G ppo . pudd |8

. 2wl Jled g Enable ¢ sgluo Duplex ¢ e, w Shls b

Su W,b 95 53 b g acal i 850w ,50aS, b aS wowl LACP g PAGP JSGg, 2 slyls Etherchannel
wlls> s L Access s v L asd W wygy b . 5,8 oslasowl (LACP L g PAGP L) JSig,y o 5l Sild

. ool Trunk
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Etherchannel wVlail wuyuin Sla JSGg,y

PAgP : Port Aggregation Protocol

parlos oslaiwl JSTgp ol 5l Vlgi (swo ()80 55+ bl (w0 9Siwiw WS b @y bgy o S)laxil JSigy Sy
3l 85w Lo JLail By 95 wliupas aS

LACP : Link Aggregation Control Protocol

Al uglaio S WSHw 5l Lo Wliaex SS1 9 d9ub v by psS,i aed buwsi JSigy ol
SU 8 (g sy S 6L Su s 1) wyg 16 U Ulgi (swo JSIgyn ol 53 - 3,8 oslaiwl JSGg,u ol 5l Ulgs (s
3 csw Jled B gy 5l 50 S Suilegil Whgo @ sguin ghd B whgs 5l oSy S| cowl Active ol

LACP ¢ PAgP sla JSig,y sSld Mode

EtherChannel Modes

Mode Protocol Description

auto PAgP Passively listens for PAgP queries from a Cisco device configured with
either desirable or on. By default the interface is not part of a channel.

desirable PAgP Generates PAgP queries to form a channel, but by default is not part of a
channel.

on PAgP & LACP Generates PAgP queries and assumes the port is part of a channel.

active LACP Enables a channel if the other side responds to its LACP messages.

passive LACP Passively listens for LACP messages to form a channel from an active port.

eSS s d)lg Sid Wb 95 ) | 5 wligiws PAGP JSSgyy Sl

Configuring a PAgP EtherChannel

To configure switch ports for PAgP negotiation (the default), use the following commands:

Switch(config)# interface type mod/num

Switch(config-if)# channel-protocol pagp

switch(config-if)# channel-group number mode {on | {{auto | desirable}
[non-silent]}}

S ply U susS Fewl oslol sy seuis (o Jluwyl Lansdyigl Byb 51 PAGP ol gud o ol 5> 1 Auto
s PAGP Negotiation jlel ay ,s5 9 1ol s Juléo guisww ;| PAGP

@ ;B 9 LS sw Jlw,)l Jiles guwigw W b a, g skl |) PAGP Sla oly uwd il 20 ol 5> 1 Desirable
. .l .o PAgP Negotiation ;lel

Email : Koliji_Cisco@Yahoo.com / (s« 35S (eadl /| www.commandsource.org 4]



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

. PAGP oly zud JLw,)l Uga 3980 (s @ Guwd il Sy, » Etherchannel vals Jled cucl o (ul 1 On

Jlio o&iws 5l auli 15 waw jl asy S| susy 5,15 L1538 Silent clls 5> (6,8 Giuw W)go @ @ Non — Silent
Non — Silent oL, 51 ,SI 9 59 (s Jled Etherchannel Suilogil wygo @ 5,55 «8l,> PAGP ol zud
Jled Etherchannel a>g zud @ 1SS wdl,> PAGP oly zuwd Jléo oSiws 5l ,31 ¢ oS oslaiwl

LSV V.V

PAGP

S s d)lg Sud By 9> )5 1) 5 wlhgiws LACP JSigyy Sl

Configuring a LACP EtherChannel

To configure switch ports for LACP negotiation, use the following commands:

Switch({config)# lacp system-priority priority

Switch(config)# interface type mod/num

Switch({config-if)# channel-protocol lacp

Switch({config-if)# channel-group number mode {on | passive | active}
Switch(config-if)# lacp port-priority priority

: Lacp system — Priority

028 Ui Wygo A yiolhly ol Hlase . 35,3 (e awisw Sy JS @ Priority Su polaisl el Jsl sgiws
oS mow >0 . S oslawl 65535 I 1 slacl 5l alg o Lol ose 32768 Ll
SyVU gl 5l awisw Ul b aals [Ss S awsw U G S,eS Lacp  system — Priority

U)o 5> . wd,S adlgs oapcy |, Etherchannel blo,l JuSiis )5 030, puonai Jiudi 9 0390 515,95
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MAC sl GusS>eS Shls aS (sxbgw « il pwly o U 1 zuisw aod Lacp system — Priority asS

39w ol B899 uss 5> Al
: Active

PAGP ;lel @ ;5B g S (swo JLw,yl Jlso auigw Byb g skl 1) LACP S ply pundssisl a0 ol >

. b s Negotiation
: Passive

SLACP o ply @ sugSiely oslol (sg 5o s Il Ludyiial Wy 51 LACP oly zud 2o ol 5
. b sws PAGP Negotiation ;lel @ )58 9 cowl Jilo guigw

: On
. LACP oly zud Jlw)l Ugay 390 (s @ Luwd il Sg, ,» Etherchannel vialw Jled cucl awo ol
: Lacp Port — Priority

) aS auS msi Etherchannel Jlail 31> 55 39,8 H18 Sy |) 5o o> 5l Shiinn wygy dwilsi (sw
o Hgiowd ol 5l eslaiwl b . wd,S dualgs 1,9 Standby wusog 55 8 5 shle S wigy « Wigo ol
9 1S S, Etherchannel bls)l JuSciws 55 ol w)gy Ulgic au W whgy 51 Su plaS 2uS usi Awlgs
Lol 0591 32768 U sl (6,9 Ui wygo A yiohl ol Hlado . 35,8 1,8 Standby s> s il 51 & olasS
pd L w9 aod Lacp Port — Priority aS (sd,5.0 5> . S oslaiwl 65535 (oJI 1 slacl 5l algs (sw
Ol (ol b w)gy Ulgic 4y 3wl 0L 5l HieS Egw Sy 53 il o)l aS uld wyey « 1wl il

VT WV V)
itch B Passive Active On
Switch
Passive LACP
Active
On
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: Etherchannel wusog Guwslos wljgiws

Switch # Show
Switch # Show
Switch # Show
Switch # Show
Switch # Show

{ PAgP | LACP } Neighbor
Etherchannel

Etherchannel Load — balance
Etherchannel Port — channel

Etherchannel Summary

: Jbwo

show etherchannel summary Command Ourtpur

Switch# show etherchannel summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
------ 1
1 Po1(sU) PAgP Fa@/41(P) Fa@/42(P) Fa@/43 Fad/44(P)
Fa@/45(P) Fa®/46(P) Fa@/47(P) Fa@/48(P)
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: Etherchannel wVlail g, ;> Load Balancing s Sy

S s oslasiwl o Hgiws 5l LS sl sl sy

Switch ( config ) # Port Channel load — balance method

@ aS 1S oslaiwl Wl 51 method o Sl @ wlgi s aS Cowl (uldsio oxds Vlin ) Jga>

35S sw h8 eslaiiwl 3yg0 SIC—dst —ip Ao U2,9 Uiy Wigo

Types of EtherChannel Load-Balancing Merbods

method Value Hash Input Hash Operation Switch Model
Src-ip Source IP address bits All models
dst-ip Destination IP address bits All models
src-dst-ip Source and destination [IPad-  XOR All models
dress
src-mac Source MAC address bits All models
dst-mac Destination MAC address bits All models
src-dst-mac Source and destination MAC XOR All models
src-port Source port number bits 6500, 4500
dst-port Destination port number bits 6500, 4500
src-dst-port Source and destination port XOR 6500, 4500
D ppo ST

U5 1o 55 58a5Shh 531 9 puiS s 03laswl diswd dst aS suldase 51 1wl b xade 15 sSSl,, 3]
wwldaio 1 ol sb; B 95 ,d 5> SSly Sl 9 pusS sw osleiwl diwd src aS uldaie I b
. MAC 51> cuglgl IP . oS (s oslasowl disawd src g dst as
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PawS W8y JSw @

S g0 ealiwl dStIP ordst MAC ol sl (680681, suado p g

Seeeeee S -3

Multilayer Switchl Multilayer SwitchO

Server

S oo eslanol  SCIP of src MAC 5l vl sl o808l fio o v

Sdaie ;I Switch 0 ;5 . S w Yy pd L V)b 95 Sd guwigw method (suldgs,low Huizeod >
Slaaso 3l Switch 1 55 (Jg cowl 5Uj xaso 55 sSaSl,y Vs> >9. (sw oslaiwl Dst MAC g Dst IP
. ol 36 s 53 5SS |, Uex S Lsw 03laiwl Src MAC ¢ Src IP

oS @by JSb @

Fila Server 1 Multilay er Switchl Multilay er Switcho E——

LS\©O \JLuJ)l )9 xSJ )'| bhso U Cowl L5\5.: d).b 9> > IP 9 MAC >lisi Ug> LS\JLQQJ)LH» Ao D
OHgr 0l Aol ;8 Ug> puiS oslawl Dst — Pore | Src — Port x5l s ol )3 0L . sew

.30 csw osleiwl e 1 0)lowi O @ G g 3,15 (swolais|
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Traditional Spanning Tree Protocol

Spanning — Tree Protocol

/’__ . _\
. Root Bridge
N
ﬁ_esignatég Catalyst A I [Iasignat_h(-j
o Port . 32768.00-00-00-00-00-0a Port
— \\* — B
Root Path Cost =0 -— Root Path Cost=0

11

100 Mbps
Cost=19

100 Mbps
Cost=19

Root PO_ID

g )
Root Port
\

100 Mbps
Cost=19
X

Root Path Cost =19 Root Path Cost = 19

1/2
Catalyst B ‘> Catalyst C
32768.00-00-00-00-00-0b — . 32768.00-00-00-00-00-0c
Designated
\\M__ Port _)

Both Root Path Cost = 19
Catalyst B has lowest Bridge ID

: STP

3 il w2 @V )5 oanw oy &, Loop ws,S Wdgin g Loop wsls &) 5l S,Sel> STP (ol asudsg
U39 L oSuuw S auwigw plod . adiw plwl sdlol sla Sid ws)S Shutdown L 1) IS ¢ul g8lg

. 3sS w8 IEEE 802.1D

9 03,90, )y Wigo |y aSuis Siglasgi , STA wled L Spanning — Tree Algorithm ws, L, L STP

osls &, Loop , Ll oo aSuw ,> Loop wsls &) @ ymiw aS (sdlol Sl e Us,S Jed e b jugw

M Vo R ._s\ppl._xﬂ )9.'>)l5 CLL>).0 35 JSJQH U.J|
Elect Root Bridge Per Network

Select Root Port Per Switch

Select designated Port Per Link ( segment )
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Bridge ID
Ol SoS U gwisw S aS Cowl Sl aaxaiw g8lg 5 . sl o STP s awigw S swlbwlbos SWe BID

39k s aliod 50 S guigaw Ulo 3

BID : Bridge Priority + MAC Address

: Priority

159 (s 0> Gaules ) WHgwo U gwigaw S . S Ll pwlgi sw |, 65535 L 0 o Sdace, wowl

Bridge ID : 32768 : MAC Address

: Root Bridge

@ AWbBID  (uyi ol Shls aS s 9 Mg w0 unlio pa b aSs S guigw sla BID
. 390 (sw wlxwil Root Bridge ulgic

b awls 1 Priority ol aS (sxxdgw . ool sw Priority , aswlén Sly jleo gl 1 asss
. 390 _sw wlxwl Root Bridge

MAC Address 0y ol Shls aS szbgw s cul )3 il by pd U b zudgw aod Priority S|
. 390 (sw wlxwl Root Bridge ulgic a4y 2l

Root Bridge
Default Priority 32768
MAC 0c00.1111.0000

Switch £

Port 0 Paort 1
100Base-T
Port Paort 0
Switch X P ror 4 Port 1 | oWitch Y
Default Priority 32768 Default Priority 32768
MAC 0c00.1111.1111 MAC 0c00.1111.2222

. 390 (sw wlxwl Root Bridge ulgic
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BPDU : Bridge Protocol Data Unit

Gz 55030 U puyd ool SoS @, aiS o wleMbl Jsls pd b ol SoS @ d zuigw aS cowl (swou,d
. 2SS wlxaol | Root Bridge aScw s awlgn culps 55 U oS (s (820 UL @ |) 595 9 2GS (s
28> 5w gMbl pd 4 d o038 Gl b ads &) Sigdagi i ol aS (6l eS8 Guixed

cals pudlgs 55 2 a0 BPDU ggi 95 STP USigy 5>

STP JSig,y wlawlxo 9 2 a0V Sjglougr wslivw sy sileMbl Joli @ Configuration BPDU *
Dol v osleiwl aSiuw Siglogi 5> Wl pMel wp> WBPDU g495 ¢l : TCN BPDU *

: STP J>lyo

P S axgi )y JSab @

LAN Segment-B

All0 E |20
. S Switch-2 S
Switch-5 = / v /
0000.0001.A134 0001.0001.0001 e
Bl 10 Fll10 J |10
LAN S D 10 A=
egment-| ]
LAN Segment-C | _
Switch-|
G| 40 cll1o 0000.0001.1234
Switch-4 ,:*:—_/ Switch-3 P =
0000.0001.1787 0001.0000.ACID
H|20 D |20

LAN Segment-A

>9.0 (sw wlxil Root Bridge : Jgl al> 0

LAN Segment-B

AllOD E (20
. L Switch-2 s
Switch-5 — r A /
0000.0001.A134 FR 0001.0001.0001 sy
B| 10 Fll0 J| 10
LAN S D 0=
egment- N
. I
LAN Segment-C Switchll
G| 40 c 10 0000.0001.1234
Switch-4 ;"_——_’ Switch-3 :—_} ROOT
0000.0001.1787 0001.0000.ACID [
HI?20 D |20

LAN Segment-A
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>9.0 sw wlxil Root Port : o9 al> 0

LAN Segment-B

AllD E |20
- T4 Switch-2 4
Switch-5 e / e /
0000.0001.A134 0001.0001.000 —
B| 10 F |10
]| 10
LAN S D =g
egment-|
LAN Segment-C $
0000.0001.1234
G| 40 cllo
Switch-4 ,1——7 Switch-3 ;_—:? ROOT
0000.0001.1787 [ 0001.0000.ACID
H|20 D |20
LAN Segment-A
Sgud Lsw asino Designated Port @ oguw al> 0
LAN Segment-B
Al lO E |20

Switch-5 o :)
0000.0001 Al34 E‘_

Switch-2 o
0001.0001.0001 _/

10 F |10
]| 10
LAN S D —
egment-|
LAN Segment-C ﬁ
0000.0001.1234
G| 40 cl|10
Switch-4 pr— —7 Switch-3 ;,'_'——_7 ROOT
0000.0001.1787 [ 0001.0000.ACID [
H| 20 D |20
LAN Segment-A
Lgb sw Shutdown g ¢usi Block s Sud @ p,lp> al> o
LAN Segment-B
B
Al l0 E «s20
— ; X
. , - Switch-2 T—
Switch-5 e / o /
0000.0001.A 134 B 0001.0001.0001 ey
B |10 F |10
]| 10
LAN 'S D ——
egment-
LAN Segment-C ﬁ
B 0000.0001.1234
G40 cl10
Switch-4 ,:"__x——\‘ Switch-3 ;,“_'——_’ ROOT
0000.0001.1787 0001.0000.ACID
H| 20 D |20

LAN Segment-A
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: Root Port
SyioS wwlS L BPDU  aS waowl (sd)9) . wwl Root Bridge U Cost ujyieS Shhls aS auigaw 51 59,94

. S w8l

: Designated Port

9 JLlw,)l wo bl wygy s ul 5> L e sw wilxnl Forwarding )9 Ulgice @b aS guiguw 51 (sd)90
. 3925w Jlw,l Ul Sg;) S0 cowlS U BPDU aS caowl sijey » wamils aslgs | aleMbl &bl )s

: Block

oai Block 2wl RP U acuglin > Sy Cost shhls aS (sdy90 L auilb DP @6 g RP @ aS sulsd SGd

c 39 o Jog wigr Gl 9 ghd W wigs 5l 5y aS (sulo; - sl s Loop Lsls &) 5l @ile 9

P aass

I, Ol 3l 0SS plaS Csis ol igy plaS aS 1S Lsw ol Sender Bridge ID @ ol wl,y COST 3
2 S sw oS5 Sender Port ID @y aiuwl ,l,0 Sender Bridge ID o Cost pa )SI. 35S (5w uasi RP

c S w o RP 1) Ol auil jieS olss

g (swo Wil DP Ulgic @y s Juasio RoOOL Bridge au aS (suld w90 swolod
3940w oS Cost , 1L Sligy Gawlsdl b aS cawl Of )5k ol + 5,05 Bandwidth b guSe cuws Cost

1S v Jlw,l 9 aupi 05 20 a0 BPDU 00,9 SO audsw 8 aSuds £940 5>

Root Bridge " Bridge ID ™
Sender Bridge " Bridge ID "
Root Path Cost

Sender Port ID

h W=

. diw,9 sw |y BPDU Sl puyd gl basd sy @y ul 5l sui paise aSauw o Root Bridge aS (sudg
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: STP Path Cost Jga>

STP Parb Cost
Link Bandwidth Old STP Cost New STP Cost
4 Mbps 250 250
10 Mbps 100 100
16 Mbps 63 62
45 Mbps 22 39
100 Mbps 10 19
155 Mbps 6 14
622 Mbps 2 6
1 Gbps 1 4
10 Gbps 0 2

: Root Path Cost ;s

: Spanning — tree auwg,u ;> Lwd il Cost s Hgiws

Switch ( config — if )# Spanning — tree [ VLAN vian —id ] Cost [ Cost ]

: Spanning — tree aLwg,y ;> Guwd il Cost iulos Hgiws

Switch # Show Spanning — tree Interface type mod/mod [ Cost ]

s Jbwe

Ulgi sw ol 0590 4 Ll Gigabit Ethernet w,9) Su @ bgiyo o9 Sy STP Cost lase aigos Sy

: 51> 5 2 @ VLAN 10 5 55 giows 1 oslawl U 1) of Hlaée
Switch ( config — if )# Spanning —tree VLAN 10 Cost 2
SOl 9 0 e Trunk ulgic @, Gigabit Ethernet 0/1 w,g) duS (o oadlino 55 5> aS jghilod

S Uy9) UJl Cost )|.L§.o U|93 wb|w UJ| 2D . ADD (W0 H94E dg> )'| |) 2091041 SaVLAN CL_;Jog.g),o
5SS oadliwe wwiy |y VLAN (swlos 5,90

Displaying STP Porr Cosr Values on an Inrerface

Switch# show spanning-tree interface gigabitEthernet @/1
Vlan Role Sts Cost Prio.Nbr Type
VLANGO®1 Root FWD 4 128.1 P2p
VLANGO10 Desg FWD 2 128.1 P2p
VLANGO20 Root FWD 4 128.1 P2p
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T aass

Lo U deh auigw puwd il 3l aS 1S s oy Giwl8l (sulo; Cost

: Port ID ,labo juuss

STP Port ID : Port priority . Port #

.ol v Ul o,locis Ul 50,505 s 8 9 wygy Priority @ by o

. 15U w 128.144 L 1, Gigabit Ethernet 3/16 <51 6,lous & Jlio

: Sender Root Port ,usi Sl priority e jgiw>

Switch ( config — if )# Spanning — tree [ VLAN vlan —id ] Port — Priority [ priority ]

S Jluwyl 5305 gwisw 0 ua> Hlase L |, Sender Root Port

: Spanning — tree a.wgy ;> ywud il priority  Giwlos Hgiws

Switch # Show Spanning — tree Interface type mod/mod [ priority ]

Ulgi (sw ol 039 128 L 0l Gigabit Ethernet 3/16 w,q0 U @ bgiyo Uo,9 S priority lase @ Jlo
2oy e 64 Ul 100 9 10 SWWVLAN s 505 Hgiws 5l eslasawl U 1, ol Slaso

Switch ( config — if )# Spanning —tree VLAN 10, 100 Port — Priority 64

Sl 9 00 Gues Trunk ulgice @, Gigabit Ethernet 3/16 w)gs d6S (s 0adline 5 5> aS jghilod
el priority Hlase Ulgi (sw bulus ol 5> . Ad> 5w Hgue 395 51 1) 200 9 100 9 10 SWVLAN a, bgs o

Confirming STP Porr Prioriry Values Afrer Configuratrion

Switch# show spanning-tree interface gigabitEthernet 3/16
Vlan Role Sts Cost Prio.Nbr Type
VLAN@@10 Desg FWD 4 64.144 Edge P2p
VLAN@100 Desg FWD 4 64.144 Edge P2p
VLAN@200 Desg FWD 4 128.144 Edge P2p
Switch#
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s Jlo

Root Bridge
Default Priority 32768
MAC 0c00.1111.0000

Designated __-_"—,’_._-' Dresignated
Fort (F) Port (F)

Port 0 Port 1

100Base-T

Foot Port F) Fioot Port (F)
Fort 0 Paort0
o — 10Base-T r——

Port 1

Default Priority 32768 Designaed ot Default Priority 32768
MAG 0c00.1111.1111 o B MAC 0c00.1111.2222

D ow,d o pd U V99 Sl aSuw S guigaw aS BPDU S pu)d

Switch Z
BPDU Switch Z =3 Switch X Switch Z

0

128.0

Switch Z
BPDU Switch Z =2 Switch Y Switch Z

0
128 . 1
Switch Z Switch Z
BPDU Switch X Switch X BPDU Switch Y Switch Y
19 19
128 .1 128 .1
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: Sl g

Switch # Show Spanning —tree Summary
Switch # Show Spanning —tree [ Root | Bridge ]

P aaSs
by oo > 9 Root Bridge wlaseiw Ol YU caouwd ;> Show Spanning — tree giiws (s>9,5 >

385 (vo ko |y B 0 Slasino Guly cxoss 55 9 awisw 95 Slasise

: Spanning — tree w>,S Jled,uc 9 Jled jgiw>

Switch ( config ) # [ No ] Spanning — tree  VLAN vlan —id

D eSS sw Jled e b Jled olgzds Lund il g, |, Spanning — tree b seiews ws)S =l L

Switch ( config ) # Interface type mod / mod
Switch ( config —if ) # [ No ] Spanning — tree VLAN vlan —id

: Root Bridge ..
s dol g, ©
: @wigw Sy Priority 0>)S oS
Switch ( config ) # Spanning — tree  VLAN vlan —id Priority 0 — 65535
: Jo
Switch ( config ) # Spanning —tree VLAN 1 Priority 4096

L P9 UMYy O
D eSS sw S)lg | 9w ¢l uwl Root Bridge pudlgs> (sw aS (ssxdigaw Sg,

Switch ( config ) # Spanning —tree  VLAN vlan —id Root Primary

: 5o Root Bridge .l 2 glad Jgl Root Bridge 31 U ouij csw 095 guigaw 5 1y Hgiws ¢l

Switch ( config ) # Spanning — tree  VLAN vlan —id Root Secondary
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: STP sla ulo;

STP Timers
Timer Function Default Value
Hello Interval between configuration BPDUs. 2 seconds
Forward Delay Time spent in Listening and Learning states before transi- 15 seconds

tioning toward Forwarding state.

Max Age Maximum length of time a BPDU can be stored withoutre- 20 seconds
ceiving an update. Timer expiration signals an indirect fail-
ure with designated or root bridge.

Root zuwigw (as,b ;I Configuration BPDU sSla oly JLw,l @ bgso (silo; alols : Hello — Time

c bl o sl 2 Ll 29 iy W)igo A 9 dd> v wlin |

9 Listening Sld wusog > wye Sy aS ad>y sw vwlin |, ulo; Hlase @ Forward — Time

il o aoli 15 Ul W cusog ol 5l olaS 8 Sl 02,8 Uiuw Wi U g 3,5 sw 8 Learning

@ pladl BPDU ply <8l 5l a2 gwigw SO aS ads sw vliw |) loj Hlase 1 Max — Age

il o a0l 20 b sl 08y9 G s 4 g dles Lo Ul B>

: STP S Ulo) s

.S s Jlw,l BPDU S @i gl hsd Ug> . pudd (s s |) d wlo; Root Bridge g, 5 hsd

Manually Configuring STP Timers

Use one or more of the following global configuration commands to modify STP timers:

Switch(config)# spanning-tree [vlan vlan-id] hello-time seconds
Switch(config)# spanning-tree [vlan vlan-id] forward-time seconds
Switch(config)# spanning-tree [vlan vlan-id] max-age seconds

P aass
a5 B Uloj 000w uasi VLAN Ol s hisd oS uasi |, [ VLAN vian —id ] el YU wlhgiows s )3
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: Swilogil Livg) @ STP Sld Uloj ,uslio juus

L aSis sl 36lo suld ol i85S by 30 9 (885> Awlxo 4 5L STP S Uloj 4 bbgyyo y5lio s
. 5,I> Diameter

P w0y Wygo U Hgwd IS Sl

Switch ( Config ) # Spanning —tree  VLAN vlan —list Root { Primary |

Secondary } [ Diameter diameter ][ Hello — Time hello —time ]

Oygo U B Uy cul Hlase diameter ol b 5l oslaiwl U aScw plw w9 Y99 Heiws Sh=l b
c Al Adlgs i awlxo IEEE 802.1D »,luliowl 5> oons paxiio S Jgo,d a>gi L g Sailogil
Root Bridge gwisw wle aS cowl (suld guigaw slasei 0ausS Uly g 5l aSui (goe @ o,Lul diameter
@ Ul Hlaso « auS Sylssgs hello — time  Liol,l Shxl 5l aS (sijgo 55+ 30,5 5158 Hwwo 0 Slpwl g

89S adlgs 518 auli 2 b by o9 G w)go

S0 b lio Sy ©y90 @ aS il s awionw qw 5l S S20S Sl aSui aS S Loyd Jlio Sl

Displaying the STP Timer Values in Use

Switch# show spanning-tree vlan 100

VLANO100
Spanning tree enabled protocol ieee
Root ID Priority 100
Address @00c.8554.9a80
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 100 (priority @ sys-id-ext 100)

Address 000c .8554.9a80
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

[output omitted]
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-y

Sl A Gl Gl o JuStis awdsw 35l o (058 S3dousi 53 o wuyi siVeb aSil Jus a
osl> 51,8 ;b a0 STP S Uls; Hlase i Sl STP Ulslhb bwg aS cowl Wgos Siglaugi 5l jiS>gS
sac 7 5l digos aSuuw aS owl awliS ol |, yo,8 IEEE 802.1D s,lubowl aS iy (uu. Sgu 030

s Ulgi s Sl aSw i 5> . b deups STP ul,Sesd L Convergence oloy wuiyi (uu U auds

5SS adlgs awl=o diameter ol Hlabe s w9 Swilogsl

Switch ( config ) # Spanning —tree VLAN 100 Root Primary Diameter

3 Hello—Time 1

2S00 5 Hgiwd (>9,3 U Wi oadliwe Sl

Confirming STP Timer Configurarion Changes

Switch# show spanning-tree vlan 100

Address 000c.8554.9a80

Aging Time 300

VLANG1Q0
Spanning tree enabled protocol ieee
Root ID Priority 100
Address @00c.8554.9a80
This bridge is the root
Hello Time 1 sec Max Age 7 sec Forward Delay
Bridge ID Priority 100 (priority @ sys-id-ext 1@0)

5

Hello Time 1 sec Max Age 7 sec Forward Delay 5 sec

sec

ausli 7 L ul,y Max Age 9 auli 1 Ll Hello Time s Uls; Hlase auS (sw 0adlinwe YU > aS jghilosd

s Cowl 0Ll Guase Silegil Whgo a4 a5 L 4l Forward Delay ¢
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. 0aui Jles e
aud g L,l> 51,8 blocking «lls> ;s b wigs pusS o iy, |) auwisw sudg 1 Blocking 2

5 ilgn b auds sw yiwsS @ BPDU @y khad b )9y wlls ol 55+ aisS (swos 8l b Ll |y (swousd
L 35Sy pusud 393 (Siey by 390

|, Root bridge s>giiws (sw aS wBPDU «, a>gi L guwigw & <> ¢l 5> @ Listening 3
» 2wl o> MAC Address  Sgl> aS sgui 34y (swouyd Wiy ool @ S cululy - 36S o Wkl
. S (oo 0.3 95> MAC Table

> 5)lg 9 odly oy yusi wjgs Listening Ulo; waw ViLL S,ew 5l A= 1 Learning 4
|, Loop 1808 Sl o 9 aSicis 5> 59>90 S jwo swolod guwigw wlls cul 5> . deu 5w Learning

50 A pakwiue Wygy Sy Lsgs Designated Port g Root Port asil jlass @ Forwarding 5

Blocking
(Loss of BPDU Detected)
(Max Age = 20 Sec)

i Blocking
(Moves to Listening
Listening After It Decides _
(Forward Delay = 15 Sec) * It Is a Root <— Link Comes Up
Port or a
i Designated Port)
Learning

(Forward Delay = 15 Sec)

i

Forwarding
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il v wlio Sl Cusog > Wigr Sy SLSH1L8 oauds vl 4y Jlio

*Mar 16 14:31:00 UTC: STP SW: Fa®/1 new disabled req for 1 vlans
Switch(config)# interface fastethernet @/1

Switch(config-if)#no shutdown

Switch(config-if)#--Z

*Mar 16 14:31:0@ UTC: STP SW: Fad/1 new blocking req for 1 vlans

58030 w)Hgs Silw Jled 5l o . )l 1,8 Disabled wusog > ol 5> whgy S aS 4> s wlin Bgd Jlwo

aS cowl o3l vlis ¢l ,> Show Spanning — Tree Interface fastethernet 0/1 jgiw> Sly=l .

v G| A8l s ol Cao9

35S w9 Listening caussog 5> whgy 1 Jgl al> 0

Switch# show spanning interface fastethernet 9/1

Vlan Port ID Designated Port ID
Name Prio.Nbr Cost Sts Cost Bridge ID Prio.Nbr
VLANQRO1 128.1 19 LIS @ 32769 000a.f40a.2980 128.1

*Mar 16 14:31:15 UTC: STP SW: Fa@/1 new learning req for 1 wvlans

35S w8 Learning wausog 5> wWhgs & p9> al> 0

Switch# show spanning interface fastethernet @/1

Vlan Port ID Designated Port 1D
Name Prio.Nbr Cost Sts Cost Bridge ID Prio.Nbr
VLANOO®1 128.1 19 LRN ® 32768 00d0.5849.4100 32.129

*Mar 16 14:31:3@ UTG: STP SW: Fa@/1 new forwarding req for 1 vlans

558 w9 Forwarding caussog 5> whgy 1 pgaw al> 0

Switch# show spanning interface fastethernet @/1

Vlan Port 1ID Designated Port ID
Name Prio.Nbr Cost Sts Cost Bridge ID Prio.Nbr
VLANQO®1 128 .1 19 FWD D 32768 00d0.5849.4100 32.129
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DA s il walizeo Sld cusog 5 | wig wluogas 55 Jea>

BPDU Send | BPDU Listening MALC(%’?‘:]?JSSS e .
Block NO YES NO NO
Listening YES YES NO YES
Learning YES YES NO NO
Forwarding YES YES YES YES

P asss

S puyd g cowl Gugols v S sw SypSel> Loop 5l (g s glad cowl Block  aS (sijgy
-J.ASLj\.DLJ.gL!)b |) BPDU

DAY (W waeog s Forwarding «J @, Block s 5l wygr SO aS s> le 1t aass

Blocking Port —>Listening ( 15 sec) Learning ( 15 sec) —3Forwarding

: STP (Sjiglgugi 5> msi

TCN BPDU sl ol Jlw,)l @y oladl Sjg)gugi 55 puusi o aSic 0adlie p5id )y aSiew Sl guigw
g 5> Wygr Sy aS Lo o TCN ol Jluw)l @y 0la8l guigw Su (iloj Lo wsnd> 5. ailos o
Ol 59, 5l A%y . AD> Cueog s Blocking au Learning L Forwarding ;| L g ai8,3 1,8 Forwarding
ol&iws U o adlgs Jlw,l root guigww aoew au ol&iws root w,gy (as,b 51 TCN BPDU oly « (899
TCN BPDU oly J=I5 55 s £95 @S owl 1S5 @y 03V, 53,5 o8 2 a0V Siglaugi 55 Symsi 590 5l Hou30
2 aN Sjielogi »d e Sy sox » Ju> i root awisw lawgi ply ol @l 9 eais oxlxS

b s
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s, pasdlgs Ll LS 5> STP SiwSlg 9 didaue Sy, aSunis 55 aS (il 5l (salizeo glgil

: STP Topology Change Kind

i ( patsioan Wi ) Direct Topology Change +

(Root Bridge)
OO RS

v

Catalyst A

o — I/—-\.\
/ o
hoam

A Meeds to Send TCN
Toward Root but It Is the Root!

e 11
I\.:_;.II
Root Sends ’
Config BPDU; TCN
#

£ = ©)
g p Sl
(1:] » C Meeds to Send TCN
- M e
Link Failure \:I'owarcl Root but Can't!

("Root Port )

oot Por

5=
'.";’,‘—-'I .g) 12 —-—
Catalyst B ‘ ’ : X — ’Catalystc

e mm e ——— E (5"
Fa R
4 MNew Superior BPDU
B and C Receive TCN and Received from Root;
Shorten Their BridgeTable Port 1/2 Becomes Mew Root Port
Aging Times

aid,S L9 LIl cusog 5y STP JSigy blx) 5l aS cowl Sjglaygi o oaidy vwlin J8 axen JSb
QU Lwgy ol Wbl . 3o (o JSuio H33 Cg A BSa oKiws Hwlbe Jlail aS cowl abhas ¢l 55 . cowl

YY) J@|9.'> M) OH90o

LS o oswlwliow | 1/1 w)er b 5l eaci 518, bl 5> Sslul j90 C awisw § Jgl al> 0 1
S o wbwliow | 393 1/2 @9y supbo 5l o 51,850 bLoyl 5 syl 595 565 A guigw X5 g Sl

Cap> aod A g dg9s 0aub Wil Root Port wlgic @y C o&iws Sg, 55 1/1 wygy & p9> al>,0 2
51 ¢ sgr aials a5 393> aladl> > as |, Root Bridge (as,b ;| oaui dl,s> BPDU wleMbl oKiws ¢l
5 TCN BPDU by Sy @S 5,5 aslgs (sow C augw bl ol 55 Ygoasmo « 1S (sw S 395 alasl>
O sugnsbow il 53 S Guix plzl a8 3ules JLw,l Root Bridge oSiws caoow @ 395 Root Port s,k
Sy Ay S 5S35l oslaiwl U9 Huixoed . g AdlgR iy ULl Root Port wsgs Lgase Ju>
51+ o 0BT 50 Root Bridge caoow a0 505 050> o 39>9 51 C awigaw « Up Link Fast ssilo
W 9 05,8 wbwliw | 595 1/2 wjer b 51 0aud 1,8, blisl 55 Sslhul 590 56 A guisw « > (vgw
S ply Jlw)l @ S5l ulply « cowl oauw wlzol Root Bridge Giudi 55> guwisaw ol 395 aSil Juds
. 5,l3 59>9 TCN BPDU
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oy S« S e umis slayl Root Bridge ulgic @4 aS A olBiws o pgw al>we .3
05 i Sy oy 03idd Ulin 9 adl i Ol TCN 2Ld Hlaso aS 5,5 aslgs sl=l Configuration BPDU
S S auwisw gl swe b )3 9 0a Jlw)l 1/1 Wi Guxb sl ply ol - il o Sigleuss
50393 (iowd owl S awsw Shy 1) Ol ¢ @dl)s Sl ae awisw 28 iy G . 39 e @il
ol aols Hlasl 5 1) Bed by 5l S Sy olBws JS U aulos (s wglas

Wao ply ol wlys b g aules v wdlys | TON ply (il C9 B Sl guigw & p)le= al>yo 4
JudlS ( Forward Delay ulo; )lase U uly ) aul 15 ay |, CAM Jga> Sla osls @, bgsyo yoe Ulo;
. LD (5w

aalgs Root Bridge guigw I sJlw,l s oly wdl,s Jhio o,Lgs C olliws @ pxiy al>,0 .5
oy 5> W aS auw aalgs wdl,s C auisw @ by 1/2 wigy lawgi jeu50 S el HU ol - lo
o9 9 05,5 Lkl 3a> Root Port wlgie @ | 595 1/2 wje0 C auiguw 9, ol 5l . el 51,8 Blocking

. AD> (sw i Forwarding @y jugsw 9 Learning « Listening 1 1, ol

' ( passiown o€ Wl ) Indirect Topology Change +

(Root E!ridgé‘;

7
Catalyst A

=

rf Root Port
S

Catalyst B fom X D ’ Catalyst C
e it > (3
.\ WA
4) Root BPDU Is Flushed
New BEPDU Heard from Root; After MaxAge Timer Expires

Port 1/2 Becomes Root Port
and Is Unblocked

padin 1€ Syl el Co A o gwisw Jlail )3 Sslyl a8 1S o oadlie Jg8 JSi 5
“UP" wygo 4w Cg A Sl oKiws Sy, > Heuio Jlail aS iy e - cowl 00 He50 S zuigw
il Sl aS cowl ot el g 9,3 )8 Jlail gl ule Jlgnld S siile slole Lol oxis G, IS

33,5 51l b o JSiino 5l Jlasl ol 5l
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1w Mo 5l £95 ol bl @ 53l oxd e slatimer U b olo; 51 oslaiwl U STP JSio,,

F3,S Qi ) W)go A Ulgi (s |y awgyy il JS . cwl pudiiane

Juds> @ bol ¢ aisSo Giuyl3S UP wjgo au 1) o050 Jlail C g A Sl guigw aSiul b 1 Jgl al> 0 1
» dguitaod Uslo B899 Sl ol8iws ulo (sSu8lyi gud « Jlail il 5> (sJSiine

@ |y Ul Cumog 9 05,5 sadlie Jlail ;5 Sslul aigS zud b zuigw aSil JJs @ @ pg> al>,0 2
o Adlgz JLw)l 9 skl 300 TCN ol aud oulpuby « S iv,lS UP W) g0

awsw jl 0auw wdl,s BPDU gy @ bysyo wleMbl s> a4 U pd C auisw : pguw al> 0 3
byls ol 5 Lol . cowl ansls a%5 5g3 adadl> s 1) 90 ooni wdl,s 1/1 wyes (as,b 5l aS Root Bridge
Olo; Wan wuwdS 5l o . dei swu w8l)> Heuie Wygs Jawgi Root Bridge zuigw ;31 BPDU ol zus
awigw « 35,5 sdd S ply Hlucl awi el aS 3ya> BPDU by wasin wsl,s JJs a4 9 Max — age
plu @il Hhise C awbsw wigo ol )5 . ASuo S s93 albdl> 5l 1) jeu50 BPDU @ bgyyo wleMbl C
. Lo adlgx> 395 Sld w,g swlos 51 Root Bridge guwigww @ bgs o BPDU Sla

Wb 5l 1, Root Bridge guigw @ bgs o Configuration BPDU  oly C zuwigww @ p,le> al>,0 4
9 05,5 wlxil 1> Root Port Ulgic @b whgy ol ¢ Wlowlxo pll 5l a2 . LS 0 @b, 1/2 w)yg

. AD> (s i Forwarding @ Lol 5> 9 Learning Laww Listening au Blocking ;i 1, Ol causog

P s
23 A (s i gwld sy aed @b 5l TON ply S sy pasxis |) webd S aS Gadgw 0
1 9wl 03> &, Lobad aSi ;> aS 1Sy gl @ U asw,9 (s RoOt Bridge «u |, 5,15 1,8 Blocking «Jl>
aS 42> sw eMbl 9 S (s Jlw)l aSui Sl zuwigw awed @ |, TC sla aiww Root Bridge ala=) ol
aul 15 @ |) wowl aul 300 b,9 Giuw aS |, 593 CAM Jga> Update ulo; waw 9 wowl 03ls Sy, (sebad
9 S 0,u>5 393> Jga> ;5 |, ua> MAC g aas &) wewl aul 15 aS Learning al>,0 U duds juslS
+ Max — age ulo; wis Jolw aS ) aul 35 ;| o= gl > . S wlxwl Forwarding ol |) wa> wo

33,5 wyw auli 300 @ W guigw Update uloj o,Lgs ((wl Forward — time
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i (bgs ol wlusi ) Insignificant Topology Change +

v

Catalyst A

e
2

©
RN , Aoot Sends BFDU
-N‘ with TCN Set

*©

@
®  C Starts Sending
*, TCNs Toward Root
b

/4"

Root Port
o

/T?oot Port

Des ig n
Port

Catalyst B o Catalyst C
@
Catlalyst B Fieca_ves TCN: BC |s Turned Off = Catlalyst C Hece[ves TCN:
Bridge Table Aging Time . Bridge Table Aging Time
Is Shortenad Link Goes Down

D Is Shortened

Cowl 000 Juaio C guigw 2/12 &g 4 yigawolS oKiws S5 U ol aS auS s oadline Bgd JSii >

03 SU s awigw il U oo adlgs el 2/12 wHgu U yiguwolS Uon by, 9 iwgols byl i ol > .

. 3S JLw,l Root Bridge zguwigaw wuoww @ TCN S oly JB )5 1,

P pasS o Uly wiyi @y 1) J>lho auwg sy ool SHs sl

Adlgs el LIS ul .+ s o gwgols C auigw 2/12 Wy 4 Jain yigaolS 1 Jgl al> 0 1
3,55 51,9 DOWN Cumng 5> 55 19050 W)gs AS A

Juds Slayl Root Port Ulgic @y aS 595 1/1 wygs b 51 1) TCN ply C guwigw  p9> al>,0 2
. 1S sw JLw,l Root Bridge guwigaw woww @ « 1ulos 5w

Sy paaw 9 05,5 Jlw,)l C auigw wow @y Ack poly S, Root Bridge auwissw : oguw al>,0 3
LS v Jlw)l aSiun s guigaw (swles Sl aidl i TCN LS Hlase L Configuration BPDU ol
&lbo aSiuw 5l suls )y Sy 59,0 51 Root Bridge ;ue Sla auwigw (swlod U i adlgs el )18 ol

. 9w
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Wi g 05,5 wdl,s |, Root Bridge auwigw ;1 sJlw,l oy C g B S guwigw : plo> ad> 0 4

aS sileMbl U ai adlgs ccl ool + aidaww gudlS | 595 CAM Jga> )5 39>90 S oy yoe Ulo;
Oyg0 U aS dlos 8L Ol )y uld Lwydl L g9 oanw Wi> Joa> JsIs 5l 3l easiw Update sl
<90 4 CAM Jga> s 8lg Sl Gwysl yoe JudlS cul + diulos o wleMbl Jlw,l @ oldl Ssloino

s> adlgs aolsl ((wewl Forward —time + Max — age uloj wan) aul 35 wWas 4 (6,9 Guw

A8y s e Forwarding «Jls a Blocking wlls 5l wg) aS asisS sw

Detect =20 s [ Detect =0s

Listening = 15s Listening = 15s

Learning = 15 s Learning = 15 s
| Time = 505 Time = 30s

: Spanning — Tree Extend System —id

S oslaiiwl Huj o 93 5l sSU I ¢ aS s Root Bridge ulgic @y | guigaw S aSul sl

s awiow U awds 58 )35 sl oKiws 3l sieS xac U |, awigw @ bgsyo Priority lase +
|) M) 9awd )lS UJ| tSl)._J Y W) O.L)_)'g)._; L'J|9.i£ U.J| a, Root Bridge oliws wlzwl Awgy > ) 0w

D puS (s 3,9

Switch ( config ) # Spanning — tree VLAN vlan — list Priority bridge —
priority
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U ol 0oy U wygo @ aS 5l ausgw Priority Hlasoe au o)Ll bridge — priority jusio jgiw> ol >
S aAS sijgo 5> . 3,5 osleiwl 65535 (WJI 0 zu, 5 Ssac jl Ulgi s ol e>es 32768
0)locs 09Mss 32768 Ll saio ol U9 Ui Hlaiie « 1l Jlsd casig 5> Extend  System — id
61440 _JI 0 zu, ,> 4096 Sl Lrao | 5Sy U ply sos50 SAC 5 (848> Sygo @ . Sou adlgs VLAN

. dg) .\.&|9>

ol&iws Ulgic @y aS sl aigS a; STP wlouhii Sg) pw wWhusi Jlocl a4 guigw U US,S Hguxo +

Sy . 35,5 w L350 whgiws e Sailegil L=l cacl 5 Hgiws wuli + 590 01435, Root Bridge
o oo |y 0w Hgiws ol Shxl (89 00uii Guasi e bwgi guwigw @ bogs e Priority lase aigoes
Priority ,lago Lol 5l Sl acgozo L VLAN &, J3Is )5 39290 1505 S guisw U sSidlod sy 5> S
Root Bridge ulgic @y Ol wai wlxil « )8 ool azi &S los Guasi Wiy 5l 5i0S Ssac U by 1) 595

. 390 Adlgs> 5 90

Switch ( config ) # Spanning — tree VLAN vlan — list Root { Primary |
Secondary }

oliws i 5 1) 393 aS 5,5 adlgs sew auwisw « > oslaiwl Primary el 5l aS (sijee s
Wlgs> sew gwigw « S oslaiwl Secondary el 5l aS ()90 5> bl . ass I8 Jled Root Bridge
. .S wlxaol ay9li Root Bridge oKiows s 5> |) 593 aS 5,

: Redundancy sSi.9 9 wgili wVlail 5l oslaiwl

S Convergence b csul,Sod Uloj lade awilgi s Ll 5l oslaiwl U aS 5,15 39>9 50 5,505 Slaio
s 512w, le il G 95w paio aS Wdsiohly ol - auds GudlS Ol s Salyl 590 oK ) )
Port Fast *

Uplink Fast +*
Backbone Fast +

OH90 5l >0 Sy, Sl osug g pasaxs ducl STP Sla Ul )3 s Jlocl Sls a; Bgd Sl v,
. Mg wsw aSud Convergence b csul,%os Uloj Giwl38l cucl wuiyi (w9 o0uw B

w920 L) Ol 5l Sy aid iy A wwiy o 9 03l sgups |y STP JSUg,s 3w IEEE s,lxubow! wloslw
. 3940 sw 0wl Rapid Spanning Tree Protocol ( RSTP ) L IEEE 802.1w oU @ aS wowl 05,5
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: Port — Fast

Sld Lund il g, Learning g Listening J>lo sg0i s el aS ol ¢Suw Sl oKiws aiko
Ol Sg,  aS awigw Sy Wygs 4 PC Jlail Uloj )5 Jloy wigo @ . sgis Jled 4395 9 5,u5 &ye.0 AcCcess
o9 )3 PC a Jaiv guwigw wygs aS .S (sw Jgb aul 30 dsleo (silo; 3l sw Jled STP JSUg
Siwilgi 5l eslaiwl U . >g adlgzs bli)l )8, a4 ;38 PC asli 30 waw ¢l 5> . 5,.5 ,1,8 Forwarding
aS suld o&iws ulw L PC @, 9 1,l> ,1,8 Access wll> (> aS auwigw Sla wygs Sy, , Port — Fast
Forwarding wusog ;> alolbW auwigw 4 Jlail l a= ailgi (s diuil (s Juasio 2GS (swou Loop slxl

SEVIV. R X

¢ awlo Jled guigaw Access S whgr cswlod Sy 1 | 58549 ol 325 Hgiws b awlgi (sw

Switch ( config ) # Spanning —tree  Pore — Fast default

15,5 oslaiwl 45 9w 5l Ulgi (s Lol W)Her Su Sy 5 B8 (sSiug WS Jled e L Jled sy,
Switch ( config —if ) # [ No ] Spanning — tree  Pore — Fast

. g g, Port — Fast los> @ @i

t S oslaiwl 5 Heiws 5l awlgi sw Port — Fast (sS35u9 wuusog oadline Slyy

Switch # Show Spanning — tree Interface type mod/mod Port - Fast

Port — (sS35s9 9 059s VLAN 10 ;| sgac Fast Ethernet 0/1 w,g) aS 4> (sw Wl 45 Jlio digos Sl
» Cowl @S Jled 50 ol osg, > Fast

You can display the current PortFast status with the following command:
Switch# show spanning-tree interface type mod/num portfast

For example, the following output shows that port Fast Ethernet 0/1 supports only access
VLAN 10 and has PortFast enabled:

Switch# show spanning-tree interface fastethernet 0/1 portfast
VLANGO10@ enabled
Switch#
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: Uplink Fast

9> 5l oslaiwl L Access @bV > zauwigw o « Redundancy (sSiug9 cuails jLasl 53 xad @y aS auS (5,9
ol 5l Sy Sole Wl 5y L wowl dauw Juaso Distribute @V s auisw 95 @ i sSud Jlail
Jledyue 9 ol Jlail ulgic a0 805 9 odg Jld cumog )5 9 slol Jlail vlgic @0 Jlail
aul 50 ,iSlas> vah Syw il = U o adlgs> el sdol Jlail ) salul j90 wjygo ul 5> 0 ol w
Al gl aSioi aS cowl ol Uley wWaw ul 9 3,8 H158 eslaiwl 390 wleMbl Jlail sly o9y Jlail .
cacl aS S (oo oslaiwl Access oV Sl guisaw Sg,y v Uplink Fast (sS5ug 51 JSiino ol 83, Sl
3 aS (sdyer jl eslaiwl a4 pladl aloldMy guigw « Root Port Jlail ;5 Sslul 39,0 wigo 5> 1w Adlg>

los 5,l> Blocking wusog

S axgi ) JSow @

#j‘nz———————_.mz-#j Distribute Layer

Y01 0f1.5
Multilay er Shtch3 Multi&:wer Switch?2
\ /
\ /
¥ Faild j
\ /
\ /
\ /
\. / Blodk

01 s # o2

N

] CJ

-—{J s
PC PC PC

Aroess Layer

=J

-dd’J
PC

C

M > aS 1 zuigw Sy, , Uplink Fast (sS850 ,S1 ¢« 3uS (sw oadline Jud axaw JSi ) aS aigSilod
Sy JSino j90 Wygo 55 9 LS s Vi> | d w,gy Listening wusog oS Jled |, 5)ls 1,8 Access
MAC g 2 auigaw aS ad> sw 8 Forwarding wusog ;> 9 Juog |, Black w,g) lesyw « oot w gy
59> CAM Joa> )5 U auS b,y 393 0/1 Wy b 5l ) dssowd Juaio 1 awbsw @ aS suldyiguolS
ol gyl couw @ Dummy Multicast sl oly Jlwyl 51 eslacwl U 1) 8 Gl 1S o,ud
Ly S ol |y LMAC ¢l 393 0/2 wjg0 oy 5l 1lgi (v 2 @udgaw . 5,5 (sw plxil 0100.0ccd.cded

s Cowl 0onw S )l wowl Jog 3 9 1 audsiw @ aS sSild
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59>90 SOVLAN S pizxod 9 gwisw S w9 swolod Sgy 30 [ S50 Gl 25 sesws b awlgi (swo
D dwlos Jled

Switch ( config ) # Spanning — tree Uplinkfast [ Max — Update — Rate

packets — per — second ]

Multicast sla oly JLw,l as pladl Max — Update — Rate ol b ,lado 58,5 1 )5 L awigw @ aisSs

0 sac 5l 3wlg o Lol il (sw Al &SL 150 b by si0bl el o8 Ui Hlaée . ulos (s Dummy
. 1S oslail 65535 (sJI

Sh>l 5l Sl digos .auS oslaiwl 05 95w 1 Algi s STP Uplink Fast @, bg) o wiusog oaaliw Sl

b owl 0aui osly wliw Hujy ) jw Ul

Switch# show spanning-tree uplinkfast
UplinkFast is enabled

Station update rate set to 150 packets/sec.
UplinkFast statistics

Number of transitions via uplinkFast (all VLANs) 12
Number of proxy multicast addresses transmitted (all VLANs) : 52
Name Interface List
V0LAN@G@1 Gi@d/1 (fwd)
V0LAN@G1G Gi@d/1 (fwd)

| V0LAN@106 Gi@d/1 (fwd)
Switch#
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: Backbone Fast

oslaiwl 3,90 2,l> 1,8 Distribiute 9 Core sla @,V ;> aS suld guwigw Sy, ,» Backbone Fast (sS5.9

. s> adlgs &, Learning g Listening J>lo khdd g9 2SS (s Wi>

DS s 5 JSb @

R.oct Bridge
Core Layer
024 %oj1
MLy(ay &r SWitch 1
\
/ \
/ AN
/ % Faid
/ \
/ \
/ \
4 \
0/2 # 01
- A
01
g _Jr ____________ g Dis tribute Layer
Blods 0/
mMultilay er Switch 2 Multilay er Switch 3

3 awisw 9 vawl oo gl 3 9 1 awigw 95 w 0/1 Whgr 23S sw oadliw YU 5 aS agSilesd
« £9090 il 5l eMbl paxo @ 3 audgw . diwsy S 1 asw 393> 0/1 wyer b 5l ilgi (sl
aSul 5l Jd 2 awdgw - S sw JLwl | " puwd Root Bridge (o " aSil 0 (siuw 2 guigaw 4 swolwy
wuwo RLQ ( Root Link Query ) oU 1 guwigw @ (swly wowl 0aw Root Bridge « 3 guwigw aS 1S Jgud
Root aS sls guwl 1 awisww aS (sudg . 1S sw Jlwyl [, " § (siwd Root Bridge jeis LI " aSil 5
)l 41,8 Root Bridge i 55 1 guigw 958 aS 1S sw odel 3 guisw 4 2 guwisw oKl piws Bridge
s Forwarding cusog 4o Max Age ulo; Wi> U s)ls 51,8 Block s ) aS 1) s¢3 whgr o «

. uwb bls,l > Root Bridge L wlgi (s w90 ol 8uxb 5l 3 auigaw wulps ) aS ad> sw

F dwlos Jled gusgaw S9; 1 1) Siu9 ol 15 seiws b uilgs (s

Switch ( config ) # Spanning — tree Backbonefast
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ol Shal 51 ko S oslasiwl 5 Heiws 5l awlgi s Backbone Fast @ bgy o oy 038l Sy

cowl oonw osls Va5 ) W

Switch# show spanning-tree backbonefast
BackboneFast is enabled
Switch#

Jl=d ,hh 5,90 guiguw Sg, » Backbone Fast (5359 1S (sw 0adlie YU Hgiws (s>9,5 55 aS ghilod

. Cowl oouw (Enabled )

-y

Wye0 @ |y, aw ) Hgiws WSS =l b psS oslel PC S, @y wais Juog Sy pusdlez | wjer S S|
Port Fast (sS519 095 « Ad> (sw ;1,8 Access wll> 55 1) wygy Jgl . ads (sw plzil wygy Ul Sg;  Syilogil

S w Jiwgols whgs Ul Sq, |, Aggrigation (sS3u9 pgw « S (sw Jled Ul Sg, |,

Switch ( config - if ) # Switch — Port Host

Types of STP

: STP JSGg, gloil

JSig, 5l wolasie (suld azxaw @l a4 pladl Jsiuwe g0 4 95 @ IEEE 5)laulicwl vlojlw g oSuww
Oloj Guizod 9 cwl @bl w8l SySoni> wigo U Ul Sl gwliso wulld as 1l 03,5 STP
s 5l 2, le STP g, 5305 S azeuww + caowl 03,5 1y deupy 30 aSui sul,Sod L Convergence

: Common Spanning Tree ( CST )

Lol 5 20,15 1,8 Trunk el s b Sid plod (sams 1S Csw oslaiwl IEEE 802.1Q JSign 3| Uiy ol
Jled STP U VLAN aod Sljl @+ 5,08 (o wigo wVlail 5l g ol usb 51 BVLAN (solos wleMbl
&0 @ g Native VLAN ;1 oslaiwl U g Trunk wVlail (gu,b 51 CST BPDU o ply csolos + ol
padlgzi |, Load Balancing sSiug cuils Hlasl 55 0ol Uhg ol >+ Mg s Jaiie Untagged

. LA.uJI)
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: Per — VLAN Spanning Tree ( PVST )

5 o gy Sy ¢ Ol s aS sg.i (s 0au0l PVST ob @y el 0sls &l 1) STP 5l aseus ol 9Scww
@ |, STP JSig,m wlgi csw Jaylis ol 55+ 35,5 (sw Ll aSow )> BVLAN ;1 S, 4o sl o STP JSg
55 .39 adlgs VLAN 8 (subylS squp ¢ Ul azis aS 5,5 Saiu,Sy BVLAN S5 S 3500 55 Jbiuo &)g.0
PVST JSig, aSil Juds @ . cuwls pusdlgs |, Load Balancing (sSiug oiils Lzl s ulSel clls ol
USG90 51 58 050 U 1) Trunk Jlail a,b ol 1 oslaiwl Sl gulul « cowl 000 (89,20 95w Jawgi

. 3905 >kl ISL

S axgi o

2 lsu—lzlw o/t
M’éyer Sl Khl
/ N\
7/ N\
s AY
VLaNZ N\, WA
// N,
/ N
/ AY
4 \
ot // \\ ofz
- pY
o ———————————————— .
3560-24P5 WLAN 1 2 VLAN 2 3560-24PS
Multilayer Switchz Multilayer Switch3

95> Shls asS g5low ol > - ol 0o oslasiwl PVST U39 5l 2uS sw oadlie YU S )> aS jghilod
15 S STP @y 55 5 ol 030 05laiwl @wgy o VLAN ;3 oSl STP alwgys 95 51 il (sw VLAN
51,8 Block wausog 5> 2 zuigw 0/1 w)gs 9 1S (5w S Root Bridge jiuss 5> 3 guwigaw 1S (sw L8 VLAN 1
0/2 &)1 § 1S s LS RoOt Bridge s 55 2 awisw A4S wsw LIS VLAN 2 55 aS STP aiuwgyy 55 bl . 5,0
Sy, aS (V)90 U9 didws wgols B wigs 5l plaS gud Mec . 5l L8 Block wusog 5> 3 auwigw
Qi S,y Sl .ol L8 Forwarding cusog > 5S> VLAN s 5)ls 1,8 Block waussg 5> VLAN

oS oKy sl Sl

njz 4 ‘ﬂ 01

M}Uﬂa\;er Sw'?twl
/s N\,
/ N\
7 b
/ \ WLAN 1
/’ N
7 N\
/ A Y
rd A Y
7/ \\
o f’BIu:-ck 2 Rt Eridge in YLAMN 1
1' b j
ﬂ 2 WLAN 1 oi1 ‘#
Multilayer Switchz Multilayer Switch3
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aS Mg s A>gio JSob U a>gi L. auS (sw oadlawe VLAN 1 )5 |) STP alwgy Jud axan JSoiw )
Joe 1l oo paziw VLAN 1 L aS (suld wygs Sy, » 9 1S sw L8 Root Bridge jiuss 5> 3 guwigaw

. 505 5158 Block oy )5 2 guisaw 0/1 &)hes 9 3,8 (sw w)g0 Forwarding

ojz 4% o/

My‘ﬁayer Swhwl
7/ N
/ N\
/ \
VLARMN 2 / \
/ \
/ \
/ N
/ \
f‘»F \\
Roct Bridgs in WLANZ 1L wzxﬂlﬂck
‘* o= YLAN 2 0/ #j
Multilarver Switchz Multilayer Switch3

Buwigw AS Jyguis (5w A>gio JSoi 4 a>9i b . auSuw 0adlawo VLAN 2 55 |, STP aswe,y Bgd JSii s Lol
Joc ul s paxiiw VLAN 2 L a5 uld wjsr Sy » 9 US o 8 Root Bridge s s 2

. 5,15 51,8 Block waueog 55 3 guwisaw 0/2 &gy 9 3,8 (s w90 Forwarding

: Per — VLAN Spanning Tree Plus ( PVST + )

aals [y CST U Jolei (sublgi aS cawl 03,5 (89,20 (swolaiz! wygw ay |, STP 1,305 Sl asws gSuwow
5l pd 9 ISL JSUg 5l pdd aS wolas ol b cawl PVST Ulod Uj)9 cpl - 5900 (5w 0340l PVST + ol @ g
a |, CST S ply « p>y0 S Ulgic @y PVST + [Sigy wisus> 55 . S swo wsulasiin 802.1Q JSGg
ww oslawl (6,9 Liuw Wigo U B guigw 5> U9 il 5l ol s s L S s ao>yi puSell g PVST

. D9l
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Protecting the Spanning Tree Protocol Topology

2 VN adow ) aSow )lislw 5l wlhdlxeo

Root awigw wlxil aSuw 5> . 2SS sw oslaiwl BPDU sla oly 51 STP Sly=l jghhin a0 b zuigw
> Root Bridge (siws wlxil jbls uod @ 059 Hl5,95 0 VUL cuodl 51 Ol S,8,1,8 J=o 9 Bridge
50 9 0dui Juasio aSui l (sd=o @ Aol sxdgaw aS dwles Heai . cowl oauw ool 5158 Ulae HLas|
awls ) de2d Sld guwgw ;I Root Bridge juss oS 55 (sew i wawlio Syl oaanls sy
L aS cowl 0358 ausi 393 S guigw Sy 55 ol (53S319 95 9w JSiiio ol @ Eawly 5> L bl

. 390 sw 00l BPDU Guard 9 Root Guard (uslic

: Root Guard sS5.9

. cowl oow &Sl g aupi aSw 5> Root Bridge awigaw 5.8 ,1,8 ulse J,uS ghhioe a0 Root Guard (sS3ug
Yo sw wlxul Root Bridge ulgic a4 aS sxbgw @ bgiyo BID | b guwigw swloi Ugld o> o
Sy )920 Wigs AS (59,90 53 « Wysy Sy S9) 1 5Si9 ol LS UId Wygo 1> wasiyi e - Nl BT
5 9 05,5 Jlocl Root Bridge guwigw ;| 393 j9ai 5> S « 1los wOL)s i bl L BPDU ely

390 s Joe 4 S,Sgl> Root Bridge wlgic @i oly ol 03668 Jlw,)| guwdsaw Ui 0038 3 5l casrs>
Jil cululo 9 5,8 sw ,1,8 Root — inconsistent  cusog )5 ply ool 03iS ol wygy Jayli ul >

i 8,3 asles )13 cumoy ol )3 aS (s + e wdlgs iy VSl wigy el 51 VLIS S8l egi
. 59 Adlg> BPDU sld ply wdl,s a4 58

1558 osleiwl 55 Hgiws 5l Ulgi (s Root Guard (sS519 S;Lw Jled sy,

Switch ( config - if ) # Spanning —tree  guard root

il csw Jled e auigaw Sl whgs swlod Sg,y 0 Root Guard (sSiug uo,9 Ui &g @
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DS Wy ) JSw @

Fuoot Bridge ‘E
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Point —to — Point U ulu |, W) Sq, )5 Link Type b w)gs 95 (sviowd Wygo U puwilgi (s 05 Hgiws U
P> )8

Switch ( config — if )# Spanning — Tree Link-Type Point — to — Point

- Caowl 000 00y deups (ulSod e w9 il sw ali 6 L .l RSTP JSig,y > Max — age time
Jdlw)l awde a4 aS sSWly JSiio j9u8 Hbls uod @ g 5)> 59>9 RSTP aigos <, VLAN ;8 il a4
owl 0o J> VLAN ,a ,> BPDU sl asuuw

D Cowl ) wygw @ Rapid PVST+ ws,S Jled jgiws

Switch ( config — if )# Spanning — Tree Mode Rapid — PVST

: Multiple Spanning Tree ( MST ) J<ig v

sl Sl JSio J> 9 STP S atwgyy slases juslS jghhio ay IEEE 802.1S »5)laulicwl L MST JSGg,y
A . Gowl 0L (8920 9 s>l Ll o Sigdaugi 5o 3 90 8l aS Solasei a4, « BVLAN > ooLw

o 4 pladl ¢ Sow Sigdeugi slaei S U g 9 VLAN sl 5l Jhid e 1lgi (s aSuuis o iy
. lou )Lu >)90 STP Cw9g slasi Csoiws

S5 5l oslawl 4 g0 1) BVLAN I Sslasi Vg aS cowl Ol 5,5 359>9 JSig,y ool iy 5 aS sl ol
awigw a4 Access Y zuigw 5l S o 95 39>9 Jud> @« 5 JSo @ axei b . sges STP alwg
51 2lgi s STP Jgl alwg,y Joul i cul 5> 2 dqu adlgs> (s8IS STP alwg,y 95 s 39>9 ¢« (siwdVL Sl
uSey W)go W Llgi (s 30 09> STP alwgyy 9 1S aSolu |) pg> Jlail g 05,5 oslaiwl Jgl uplink JLail

- ulos Joe
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Root Root
WVLAN A VLAN B

)
e

VLAN A Topology VLAN A Topology
(Primary Root) (Secondary Root)

Access Layer
Switch

) =
VLAN B Topology VLAN B Topelogy
{Primary Root) (Secondary Root)

U 90 |) VLAN B ¢ d9| STP aLwg,y )'| oslaswl a 2940 |) VLAN A U|9.'i o 999 JS_w 0D Al D
. 3900 STP 95 aLwg,y 3l oslaiwl

: MST Region

plaS 5l 393 alued S awisw aSul 5l ¢ wl oon SauySy MST 5l eslawl Sly aS b auwgw
d=ls 5 wlizo S guigw wsls L3 L LK ol . cowls 1dlgs BT 50 1S (sw oslaiwl STP asuws
wl> ool 51 MST Region &, J3Is ;s gdlg sla o&iws . 590 sw o MST Region
MST & J>Is )y g8ly Sl auigw Sg) 55 LU Ll Hlabe aS o,y ool « aS w oslaiw! (ulbwsy

'l A, le sl ulws, Region

»SLS 32 L .l sSlas 0 MST Configuration Name *
65535 (sJI 0 L .l : MST Configuration Revision Number -
4096 L .l sSlas> @ MST Instance — to — VLAN Mapping Table *

MST &l Sgac ¢ bl ls,95 5 B9 S uol,y Sl a4 Sl Hlase 5l guigw 9> aS (i 5.0 >
Vlil A=y A= JSUw . > udlgs welaie MST Region ¢> @ (gl=io « g0 il Ju€ 5> 9 1>lg Region
25,05 59>9 gu5law ol )5 MST aigos 95 g )l H1,8 MST Region &y )> b guwigw aS Ad> (sw
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15T = Internal MSTP

RP1 ﬁ RPZ
DPz /‘ _ DP1
Switch 1
7/ \
Feqgion / \
/ \
[f MsT 0 \\
/ \
DP1 '/ DP2

Foat ininstance 1
Switch 2

Roat in instance 2
Switch 3

Ulgic ay g8lg ;> 1, )18 MST Region S5 )s aS (suld guwigw ploi auS (sw oadlio YU > aS jghilosd
5« Al s MST Region l 2,5 aS aSiui Sl cwonwd ;305 L 9 03,5 Joe S,y Silxo awigw S

¢ 3w Ll Siglougi JS > aS CST JSugy bl ol s .

JS 9 awly 48,3 )8 oslaiwl 5,90 sJSUgy €95 ax MST

Llos (o WS, a>lg CST anwgyy SO

Region J=Is ;s aSiul 51 Bl a4 ;i

5l el Sl auisw x> 4 Al aS 35S Gw Kb ) S) Silxo guisw Sy Llgic @y |, MST Region
D> (v Wi 1) Bgd oyl 5 JSii . 5)ls STP o680l 5> &S i 129 MST Region

IST = Internal MSTP
RP1 RPZ
DRz DP1
Switch 1
7/ \
Reqion / \
/f \‘\
M5T 0
f/ \\
DP1 ‘/ DP2
DP1 DF2 -
RPZ RPL |
Foat ininstance 1 Foat ininstance 2
Switch 2™ FSwitch 3
\ /
\\ /7
\ /
\ /
\ r
\ f CaT
¥
™ m Block
sts
# + ™
Switch =
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ol WVlail 9 wlixo S gwgw Joli aS 1uS sw oadliw |, MST Region &, Ju8 axeno JSLb )
MST U 802.1Q wVlail Jawgi aS 5,05 59>9 ;0 MST Region ¢l 5l 2,1 55 X awigw ouizod .+ Cowlpsl
Ulgic ay |, MST Region J>Is Sd guissw  JS 9 5,5 sw 0,80 CST 5l cululu 9 0595 pwloi 5> Region

D ey JSab ale. 3,68 s sk 5> S50 Sl guigaw S

G5

: MST instances L MST s a.wg

Sy sl osleiwl @ jeuxo |, WVLAN 5l (sdg,S Ulgi o MST JSig, 5l oslaiwl b o aisS aS ghilod
[, MST ;| (salixo Sl auwg,y Ulgi (s MST Region S, J=Is ;5 . 5905 STP a>lg instance L auwg )y
oSt S ol&iws . dgui w0 BMbl MST instance Sy b auwgyy ol 5l plaS ;& a4 aS 5,8 wy,ei

. 3,I> |, MST Region ,& J=Is ;> MST instance sac 16 1 (soluiiy sublei xSl
SWMST instance wy,si @y pladl MST Region S, U315 )5 Olgi (s @igS> aS ads (sw vl 4y JSw

:>9mulm

MST Region MSTI

MSTI 2
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aS Jiiwd >l I 55 STP 5l alizxo awgyy auw wesS| pd MST Region =3I > aS acwl auwls asgs

', be
MSTI 1 +
MSTI 2 *
IST +

: MST @, bg, o0 Sai,Sy

e pll WU ) 505 Sl audisw S S, 55 MST saw Sy sl

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Enable MST on the switch:

Switch({config)# spanning-tree mode mst

Enter the MST configuration mode:

Switch({config)# spanning-tree mst configuration

Assign a region configuration name (up to 32 characters):
Switch({config-mst)# name name

Assign a region configuration revision number (0 to 65,535):

Switch(config-mst)# revision version

Map VLANSs to an MST instance:

Switch(config-mst)# instance instance-id vlan vlan-list

Show the pending changes you have made:
Switch(config-mst)# show pending

Exit the MST configuration mode; commit the changes to the active MST re-
gion configuration:

Switch(config-mst)# exit

D Eawigaw Sy Sqy w MST JSig,y usgy Jled jue b Jled oadlio Hgiws

Switch # Show Spanning — Tree MST
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O 9 @wiguw Sg, , Priority S, Lolaizl 9 Root auwigw wlxol >> wlhgiows wwiy 4 j Joa> )
<< MST timer ,lado i 9 WHgs Su @ bgsyo Priority jlase Guse 9 wygr Sy @ bgsw Cost labo

. |°! 5 oas 9_1

MST Configurarion Commands

Task Command Syntax
Set root bridge Switch(config)# spanning-tree mst insrance-id root {primary |
(macro). secondary} [diameter diamerer|

Set bridge priority.  Switch(config)# spanning-tree mst insrance-id priority bridge-prioriry

Set port cost. Switch(config)# spanning-tree mst instance-id cost cost
Set port priority. Switch(configh# spanning-tree mst instance-id port-priority port-prioriry
Set STP timers. Switch(config)# spanning-tree mst hello-time seconds

Switch(config)# spanning-tree mst forward-time seconds

Switch(config)# spanning-tree mst max-age seconds

s Jbo

Switch ( config ) # Spanning — Tree Mode MST

Switch ( config ) # Spanning — Tree MST Configuration
Switch ( config —mst ) # Instance 1 VLAN 1-4
Switch ( config — mst) # Name CCNP

Switch ( config — mst) # Revision 4

Switch ( config ) # Spanning — Tree MST 1 Root Primary
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Multilayer Switching

VLAN 1
VLAN 2
VLAN 3

Multilayer Switch

Inter VLAN Routing

S5l b S VIAN G @ VIAN S @ bgyyo Sl Jlal sl ilSel pasbu pald ke @
b Su3u9 wVlail (au,b 5l aS 590 Wdyig) 0apcy asudby ol Jud Jlw s> . asS oslawl 3 @V olSiws
ol IS Wheo AL 3900 s ;S0 SWVLAN Coow @ VLAN SO @ bgs o S8l culad @ oladl Sjlxo

. 390 sw olgs> Inter VLAN Routing Ulgic U aswg
D 9 Ld> plxl ) Switching wldoc g 05,5 Joc 2 @V adaw )5 pd Jilgi s Multilayer sld zuigw
2 IP Gyl &5 Ulgi (s Wdyig, 3iilod . 5yl o3pe |, Routing atwg,y g 05,5 wulled 3 a4V adaw >
S9) S Syl wygy S sl W )y Gued . sy Laraxs Multilayer guigw S Sl w,g Sy,
Ulgic @ Sjlxo S Luud il £95 (il + 3> Lolais] Ol Sg, w1y 4 3,00 IP Gwysl Olgi (s 0&iiws
Olgic a0 Gwydl ool &S sl acsls sb @ . dgw sw 0auol Switched Virtual Interface ( SVI )

9,8 adlgs> 51,8 SVI L Gud il Ol @ Juaie Sd oKiws (swlos Default Gateway

ol 55 5l 3,90 wleMbl oadliwe sl . wowl Switchport jgiws @ auwly wygy S >,Sloe 9 wumog

5,8 oslaiwl 5 eiws 5l awlgs (s o,L

Switch # Show Interface type mod/num Switchport
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Switchport wsgs Jled oauds> wliw AuS eadliuw |, Enabled w,lc joiws il (s>9,3 )5 aS (sJ,9.0 )

)30 Wygs aS auwl Ul S5y Disabled w,be 39>9 bol . 1S (s Joe 2 @V adaw 55 Whgs ulplo 9 059

C S v wldled 3 @V adaw s

DS v oad e |) 295w qu n5|)>| j| wJlo M) D

Switch# show interface gigabitethernet @/1 switchport
Name: Gi@/1

Switchport: Disabled

Switch#

53 1 Ol 55 590w 5l eslaiwl b ailes (o« S (o o8 3 @V adaw 55 Eudgw wigy Sy AS (je0
Dols L% 2 AV abaw

Switch ( config ) # Interface type mod/num

Switch ( config — if ) # Switchport

53 10l 55 590w 5l eslaiwl b aslgi (o« S (o wdled 2 @V adaw 55 gudgw w)gy Sy AS (sje0
Dols b3 3 Y abhaw

Switch ( config ) # Interface type mod/num

Switch ( config — if ) # No Switchport

|, Routing Joc g pud> yolais! Ol @ IP Lu,sl S pwilgi (s wigs SS9y v B9d Heiws 0SS Ll b
PSS SaiuySy
Sg, I 05 eiwd LU Ld> swo pll |, Routing  Joe (6,9 iuw w00 a4 Multilayer sla guwigw

DL pll 1) Routing aswg s 9 1S Joc Router S Ulgic a4 U pusS |)=>1 Multilayer sl guigw
Switch ( config ) # IP Routing
: pasS Sauu,Sw | Inter VLAN Routing pwlgs (s 999 5w 5l asy

Switch ( config ) # Interface VLAN vian — id
Switch ( config —if ) # IP Address ip — address wildcard mask
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s Jbo

Switch ( config ) # IP Routing

Switch ( config ) # Interface VLAN 100

Switch ( config —if ) # IP Address 192.168.1.1 255.255.255.0
Switch ( config — if ) # No Shutdown

Switch ( config ) # Interface Vlan 200

Switch ( config —if ) # IP Address 192.168.2.2 255.255.255.0
Switch ( config — if ) # No Shutdown

Switch ( config ) # Interface Vlan 300

Switch ( config — if ) # IP Address 192.168.3.2 255.255.255.0
Switch ( config — if ) # No Shutdown

Dynamic Host Configuration Protocol ( DHCP )

: Multilayer sla zuwigaw ;5 DHCP I oslaiwl

» Default Gateway _w,sl § Swlo 9 IP (uw)sl ddo> 5l wleMbl Suilogil araxi USol DHCP JSig,y
Slubowl )3 SS9 il - wowl @l pdl)d 1) auS v lwsiy JSSgn ol 5l aS uld waiuMS g,
aS suld oBiws Wiy (u . S sw Joe Client / Server Jao o gwlwl » 9 000i way,ei RFC 2131
Olgic b 0 wleMbl ¢l oxias Gl slo o&iws 9 DHCP Client oU a4 1)ls wleMbl ol a ;Lo

. Mg (sw 030U DHCP Server
55 pul 03,5 Jaie aSui S @ | 3wl (i 395 Sg, 5 IP Lwysl £ gud Shyls aS i MS awles .00

. Llos wdly,> DHCP Server ;l 1, 595 5L 5,90 wleMbl 35U 9150 0Kiws &g oyl
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DS s JSb @

DHCP Client DHCP Server

Broadcast

Broadcast

Broadcast

Broadcast

} 390 Adlg> 5 Wygo 4 b axbo JSb )> aid)S plxil >l IS Wl 5>

o @S 5> Broadcast w)g.0 @, |, DHCP Discover oly <, DHCP Client : Jgl al> 0 +
@ boye MAC Lyl g oo Jlw,l DHCP  Slajgyw csulwlion sehio @ oly ol « 5,5 asle>
. 39 (sw ol=S Ul > 55 DHCP Client

9 05,5 bl |y ply ol « 3wl d9>90 aSui > DHCP Server S, aS (53,50 5 1 p9> al> 0 +
oussl 9 Sowlo 9 IP sl b csileMbl Jolis plu ol .+ Aiwyd s DHCP Offer oly <y of JUs s
035 =iS 9050 ply J>I5 5> 50 DHCP Server @y bgsyo IP Gw)sl . sgs adlgs 130 5,lg0 9 Default Gateway
ol shls Meé DHCP Client aSiul wde @ . 35,5 pagaiw oly 03uS Jlw)l 0w cugd U 59 (sw
.o adles Jlw,l Broadcast JB s 50 oly ol ¢« 3ol (swoo 593> Sl IP

5l oslaiwl @ Llos g 05905 @by |, soi30 ply DHCP Client aSil 5l aes @ pouw al>yo 4
9230 DHCP Client aSil ede @y . sbiw,d aslgs |, DHCP Request oly il ails Hai 5,90 wleMbl
W90 A 56 ply ol ol © cowl 05,55 Bed sl 5l eslaiwl @ gorl o) Wigo A i

. 3920 _sw o>liw,9 Broadcast
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JLw,l a4 pla8l Client ;1 DHCP Request oly «idl,s ;| a=s DHCP Server : p,lg> al>,0 +
0w SL wleMbl I oslaiwl 0 (suwo Client cowlgs>,5 L IS ul L g 05,5 DHCP ACK oL @y g3 duwl

. dgud sw odliuw,d Broadcast w)go @ 50 ply ol - S s wddlgo

-

. pasS Sslasl ol |, DHCP Server puwlgi s Multilayer sla zuwigaw Sg, khsd

: Multilayer zuwiguw Sy, ,> DHCP Server sau,,Sw

configure a DHCP server:

Switch(config)# ip dhecp excluded-address start-ip end-ip

Switch(config)# ip dhcp pool pool-name

Switch(config-dhcp)# network ip-address subnet-mask

Switch(config-dhcp)# default-router ip-address [ip-address2] [ip-address3] ...
Switch(config-dhcp)# lease {infinite | {days [hours [minutes]]}}
Switch(config-dhcp)# exit

: Jbwo

Switch ( config ) # IP DHCP Excluded — Address 192.168.1.1 192.168.1.10
Switch ( config ) # IP DHCP Pool Cisco

Switch ( config — dhcp ) # Network 192.168.1.0 255.255.255.0

Switch ( config — dhcp ) # Default — Router 192.168.1.1

Switch ( config — dhcp ) # DNS — Server 192.168.1.2

Switch ( config — dhcp ) # Lease infinite

Switch ( config — dhcp ) # Exit

Default Gateway _w,sl Ul @ 9 puiS s Jled b oig, |y L 5590 VLAN B8 wlhgivws 0s,S Ll 5l as
- pad |,

 pS sw pasiw | adn polais! Client 4 pudles (swoi aS | (uld Gwysl aSil sl Jgl Hgiws
SWIP Lw,sl 5l Range ;o sy . sl o IP Lw)ysl Range & 5l Usxo Su wussi Sl 095 Hgiws

il ansls s w)sl Sl Use So VLAN (8 U pwsS waysi Pool | Usko o b aSiuis 55 39>90

Email : Koliji_Cisco@Yahoo.com / (s« 35S (eadl /| www.commandsource.org 97



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

t3wS oslaiwl 5 9w 5l Jwilgi (s DHCP Hg,w baawgi 030 035 Larasi S Lw)sl oasliw Sy

Switch # Show IP DHCP Binding

: DHCP Relay wsau,Su

53 VLAN &, J=Is 55 DHCP [9,w aS cowl Ol DHCP Saiu)Say 5 gums Givg) « b aisS aS ghilos
a, |, Multilayer zuwsw U ;55 SWVLAN s gély slaClient ;1 (silwiin sokio @ lol . ol asls
5505 SVLAN s gélg saClient ;1 oos wdl,s Sl wowlgs)s U auS sau,Sy DHCP Relay ulgic

. 53,5 JLw,l DHCP ,9,0w Caoow @ 9 &8l guigw bawgs

bgs o Default Gateway ulgic ay SVI ¢l . ay)ls WBVLAN ;1 S o Sl SVI S SawwySw a0 bl s
. Llos Joc DHCP Relay s ;5 b 9 50 adlgs> VLAN Ulod @

F paiS (s pasiro Ul 5l asy |y DHCP 95w (8495 yw,)sl « IP Helper — Address jgiows U Guw

Switch ( config —if ) # IP Helper — Address ip — dhcp

: Jlio
Switch ( config ) # Interface VLAN 4

Switch ( config —if ) # IP Address 192.168.1.1 255.255.255.0
Switch ( config — if ) # IP Helper — Address 192.168.199.4

Switch ( config — if ) # Exit

. 10l o aSecis DHCP Server sl @ bgsyo 192.168.199.4 sl (gd Jbio s
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: Multilayer s zuwigww ;> CEF alwg)yy

9055 w493 Y abw ) 1) SBl lgs (e (alieo Sldaie » ASH L gSunw Sla awgw
ol Lol ae Sl o U Multilayer Sl awigw (sded Jows .« aS culad 393 dwoléoe @ |, Ll
5 oslaiwl Sy Il 5> $S59 ol -+ S sw oslaswl LIS ol sl Cisco Express Forwarding ( CEF )
Shy 1 Ol S a2 9o lol - woiS &l wleMbl yigjyw azyd wylas jshio 4 9 Wyig, S,

by GuyiwS 50 595 Multilayer e gudigaw Sg) 5> oslaiwl

|50 uoud 9> Slls CEF 5 (i Multilayer guwiguw S ¢ 2SS sw 0ad i ,uj JSob ) aS jghbiled

ol v )y e @

. Ad> (sw plzl Routing Jga> wuw> 0 | Routing wldoec : Layer — 3 Engin +
wldec Layer — 3 Engin ;| wleMbl wilb,> L wwouwsd ¢l @ Layer — 3 Forwarding Engin +

L ADD d\.opLzﬂ |) >9> 2olio wouw a4 wleMbl culas

Layer 3 Engine

f
it ’--:'\/..--‘--..._-———--——--_.

. 4 - . B - kY
/ Routing Table -| ARP Table -|
|I I Y "I
: Reorder entries ngﬂ:feesgﬂegc I|
according to
longest prefix match. of eiictmge;rgr.lop |
FIB Adjacency Table -| |
I I

Rewrite

- § b
! Engine |
Y "
\ .

Forwarding Engine

CEF Punt
(to L3 Engine)

] d
! A

Ingress | .7 _~ ~a_ __ " | Egress

Packet Normal CEF Packet

(to L3 Fwd Engine)

Packer Flow Through a CEF-Based Mulrilayer Swirch

39 (v odlaiwl e w ws VL Sy )y s ye s 5l Gug) ol )

Sy, ;I MelS Forwarding Information Base ( FIB ) Jga> @ bgiyo wleMbl @ Jgl al> 0 +
U 9 3,15 5,18 Ewisw Sy > S8l csw Wyge 4 FIB Jga> . sgui sw sl Routing Jga> wleMbl
Caod 5940 @aigaw l9 WS Sy ,S1 Wio 5 pmm0 VU |y Givslssg cacyw 2> (v plil 1) pols )8 S s
B ol g 3900 s Aawlio Jgas il J3Is SasygS, plei L Ulesed FIB Jga> 55 S ol Dst IP
. S sw Forward aase WO,b a4y 9 05,5 oy Uloj uyieS
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Juaio Sla oKiws MAC asS Arp table Jga> J5Is wleMbl oloi al>j0 ol 5> @ p9d al> 0 +
Adjacency Table oU @ ;55 )58l Cazw Caound S5 5 |y 000 0.3 ul > Multilayer awisaw b yig, @
Jd 51 ¢ 5,8 Iy |) Le>9,5 suuno FIB Table 31 G 5)ls (sw a5 595 Jga> )5 (sido Sl 9 1S (sw dobils
.39, YU Jluw,l cucpw U aisils a%5 osbol ainw Ol Sl 1) (v>9,5 uaso MAC ()l
b 5l dase MAC Lyl g FIB Table (a,b 5l guudyinl aS (sudg @ pouaw al> w0 +
aiww Check sum g FCS g TTL g Dst MAC g Src MAC ,uslan wg> « o s 9 1oy Adjacency Table
W8 e S aliwg @ aS g pll iy s wleMbl OIS 9 Ul 10U >)S adlss> i Hhhi 5590

3y s plxl wdg gl > WS ¢yl Packet Rewrite Engine ob ay ,S0s

P S oslaiwl 5 9w 5l awlei sw FIB Jga> whgixo sadlie Sl

Switch # Show IP CEF [ VLAN vian —id ][ type mod/num ] [ Detail ]

:ad> sw wliw FIB Joa> J=Is 5> 1) VLAN 101 @ bgyy,o wleMbl 5,5 Jlo

Displaying FIB Table Enrries for a Specified VLAN

Switch# show ip cef wvlan 101

Prefix Next Hop Interface
10.1.1.0/24 attached Vlanioi
10.1.1.2/32 10.1.1.2 Vlani@1
10.1.1.3/32 10.1.1.3 Vlanio1
Switch#

DS oslaiwl 5 Heiws 5l awle (s Adjacency Jga> wlgixo oiadline Sl

Switch # Show Adjacency [ VLAN vilan —id ][ type mod/num ][ Summary | Detail ]

: Ad> sw vl |, Adjacency Joa> 55 Jlio

Displaying the Toral Number of Known Adjacencies

Switch# show adjacency summary
Adjacency Table has 106 adjacencies
Table epoch: @ (106 entries at this epoch)
Interface Adjacency Count
V1ang9 21
Vlianio1 3
Vlianie2 1
vVlanio3 47
Vlanio4 7
Vlani05 27
Switch#
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D pasS Csw oslasswl 5y 9iws 5l CEF Glean s,)lgo oaaliwe Sl

Switch # Show IP CEF Adjacency Glean

: Jlwo

Displaying Adjacencies in rthe CEF Glean Srare

Switch# show ip cef adjacency glean

Prefix Next Hop Interface
10.1.1.2/32 attached vianied
127.0.0.0/8 attached EOBCO/@

[output omitted]
switch# show ip arp 10.1.1.2
Switch# show ip cef 10.1.1.2 255.255.255.255 detail
10.1.1.2/32, version 688, epoch @, attached, connected
@ packets, @ bytes

via Vlani1@1, @ dependencies

valid glean adjacency

Switch#

. AugS sw Glean | oociw o il MAC Lol 59id aS (sulds,gS,

: Cowl 05,8 Drop |, sl CEF aS (suld aiuw 038 lie Hg5ws

Switch # Show CEF Drop

: Jbwo
Switch# show cef drop
CEF Drop Statistics
Slot Encap fail Unresolved Unsupported Mo route Mo _adj ChkSum Err
EP 8700327 1 ARB2T 5QB0BET az @

Switch#
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W asuww wasiw Forward JJs ¢ slases oaslaw Hgiws

Switch # Show CEF Not — CEF — Switched

s Jbo

Switch# show cef not-cef-switched

GEF Packets passed on to next switching layer

Slot No_adj MNo_encap Unsupp'ted Redirect Receive Options Access Frag
RP 3579706 @ 0 @ 41258564 @ @ @
Switch#

: CEF sbaio glgl

: Acceleraterd CEF ( aCEF ) +

Aéy 9 590 wsw dolils BCEF ;5 15,8 (sw L9 osleiwl 3,90 sy aS uldRoute kad wlls ol s
0,+>5 Routing Table (si=s )38 0y cowwd 55 15,.S (s 18 osleiwl 590 S aS )55 slaRoute
o&iws waix 5l « 35,0 Forwarding Engine oKiws o 5l oslaiwl S @b wlls ol 5> . Jgui s

. 390 _sw osleswl Forwarding Engine

: Distributed CEF ( dCEF ) +

.S s Uwsld,y 9 390 sw debils CEF ,> Routing Table J>Is aS saRoute aos wll> ¢l 5>
ol&iw> w5l ¢ 3S,eie Forwarding Engine oiws & 5l eslawl Sl a 30 s gl

. 390 _sw oslaiwl Forwarding Engine

i 590 pad il oy » 05 sews U L LB oul L 5,8 Jled e |, CEF Olgi (o W guisw 5l (vasy 5>
D padd s ol

eSS (s oslaiwl Heiws ol 5l gudsw 5l s s
Switch ( config —if ) # No IP CEF
S (s oslaiwl jeiws Gl 5l auigw I s 5

Switch ( config —if ) # No IP Route — Cashe CEF
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Enterprise Compus Network Design

;S >lhb

WY auigw 4 d)grw andl . 15, o Silw osly 9 bbb s IS Wy @ ) W A awiS s
onle Sl Sid 5l Sy s o 4 ST s asles asgie JSii ol 0adlie b sy . 259s Juaio Core
o 9 1w adlgs ghd sg>g0 aSiw 95 w bli)l sgi gled Core guigw 9 Distribution @bV sla guigw

- ol S 1 o lb 5l el

Core

sz
II\

Distribution Distribution
———————— ST mm s - m—-——— - ——————
1
Uy N1/ U s/
|
|
1

! | 1 ! 1 ! 1
! | I ! I ! 1
: | I : I ! 1
- - - - - B = =
N /1 Ny N /1> B N /1> I
1 1 |
I Access : Access : i Access : | Access :
\ J Vo el b \ o ; [ ’
oty | T Tt TR | T Tt | [ |
1 1 X I . 1 1 . ! .
1 X I . 1 . | .
- e : ﬁ < | ﬁ |
| 1 1 1
I I i |
I Access : I Access : i Access : | Access :
\ J \ ; \ J \ ;

9> ;1 Core ayV ;5 aS pud> plxil S)eb | b aSw solb as wowl up b JSiiw CL19§.u| &9, Sl
. paiS 51,8, Full Mesh w90 a |, Distribution @,V Se guisw 9 Ll Gw bli,l 9 i oslaiwl guigw
S axgi ) JSaw @

Core

Distribution

- ﬁ ﬁ
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Sl guisw bli)l s S [ Sid S1 oS w oadliw Ju8 axanw JSLw )y aS jghiled
3900 wsw osleiiwl L0y S KUl dgud swi ghd e U aSius walio Sla @V

@ bgsyo 3Sly wlly> ¢ ulpul 0LpS 51 il albld 9 aSiis S pungrw SS9 Ve ywluwl 5
s w05 2 @ aS sl 518 oo 09,5 aw 5> Ulgi sw |y W aSiu

Shls LU VLAN &5 > ug> 390 sw Jau 9 >, Access eV > Sudlyi gg5 ol @ Traffic Local *
. Jowd Subnet <

a, Access aV 5l (sums 1S s wS,> VLAN > w5y S8l e ol 1 Traffic Remote *
53,5 Lswu 9 @9, Distribution a,V

aV a, Access @V ;| (sues LS o WS> aSd JS )y aS sSWdlyi ¢ Traffic Enterprice -

. bb)i,,.o).g 9 a4, Core auV @ l.xT 5l 9 9 ai9, Distribution

: Access 1V sSld zguigw

5 Ul 8 bls,l Access a0V S guigaw .« 3l 5153 sulpsil UL, U pussiown gwled )> Voo @iV il
Sd guigw . 1d> o plzl MAC Guw,sl gwlwl 5 |y Forwarding (siss s5Lw (s pdl,d |y 2 a4V adaw
Fiad ) S sS5u9 lyls Access a,V

sby w)gs slases usgs Lls

092 »B Sl pS ;e

( Uplink Fast ) »VUL slad @V @y (sowiows Sl weywy Sla w g Gaals Hlasl s
S8y wgawlidad 9 QOS ¢ BVLAN I Cso by wulld

Redundancy (sSi.9 wsls ;Lasl ;s sl Uplink Jlail guass 51 S5uS 0,80 (sublgs

-+ & & &

: Distribution @) sl guwgw

@V . 5> oapce  Campus aSuw S, |, Core eV g Access @V o bls)l 1,8, aadbg oV ¢l
I, LVLAN Hwule wleMbl Jil asS 5g; (s Hlowi a0 3 a0V adaw > aSuui Su o Ulgice @) Vgoso Hgu50

D iud ) S sS3u9 lyls Distribution @V Sl guigw -« 35Lw (s iy UKl

Access @V guigaw i 5l Sl wsl,s (sublgs
3a) adow ) b ply &w wulis wulild
aSacis aiol 9 S8l Ugawlidid 9 QOS ¢ VLAN I (ol wuly®

Core g Access Sla a3V cuouw U e yw,y wVlail 51 S8 0,80 sublgs

- + & ¥
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: Core @V S zuigw

onlbo bli,)l ;8,0 aadbyg aV . 59 (s 040l aSue Backbone b g wly8d wgiw Ulgic @ @y il
w0Vl 5 S8l colad b Y ol sla o&iiws . 51> oapc,y |, Distribution @,V sl zuigw
S 5l wwdac px> Jil el @V il 5 gdly sla oiws aSil Juds @+ aal acsls |, (Sow
S wew JudlS el ugy puS Jlocl Security ¢ Policy b awgw il Sg, 1l dei 5w

D diwud ) S sSig Shls Core Y Sld guigaw . d9ub s

3 aV abw ;s b ply &rw sl s bl =
QOS @b iy 5509 5l ol woblB

: Switch Block

awgw 95 U Sy ) )l 538 ashio S, > as Distribution @V ¢ Access @bV Sla guigw ;1 Sl acgoxo @
39l o aisS (Y a5

Core

Distribution
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: Core Block

. 3940 Lswo asS s ,1,8 acgezo K s aS Core oV awigw 95 L S @

Corz Block

Digdribution

: Collapsed Core

Olojlw > siiiw s> @gSiul aS sgui (swi 0slaiwl Core @V S auwigw 51 s>bb 5l 95 ol >
5 Solsyem Juds @ b acwlu | Jeiwoe Core @V skl and L aS se v Silw osly suld
aV S awgw 30 |, Core N wlby syl Gz 55 - W)l Ul plel @ Sl oS slaUser

. d> (sw plxl Distribution

il o aohb ggr il 5l Slaslu Seyyliw oxiss wliu 45 JSow

Layer 3

TN

Distribution

Access

VLANA  VLANB

Switch Block 1 Switch Block 2

Collapsed Core Design

3 @,V g9 ;| Distribution @V S zuwigw Gwle wlbli)l 1uS sw oxdlie B8 JSw H> aS Hghilosd

. dg0 Ldlgs> 2 auV ggs 5l Access auV g Distribution ) Sl guigaw bl Wlbls)l 9 590 Jidlg>
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: Switch Block > ;ls>Lw glgl

P AS a>gi )y JSob @k Jgl el

To Core Layer

Layer 2 Link

Distribution

Access

& @

VLAMAR VLANE YLANA&VLAMB
___________________

Switch Block

9> 5,5 1yls )18 VLAN & > aS (uldPC o U ool 2 @V ggi 5l 2L Distribution a4V auwigaw 95 uwlo

S axgi 0y JSb @t eey >

To Core Layer

Distribution

Access

VLAN A VLAN B

Switch Block
Sad 9 5,5 oslaiwl RPVST JSigyw 5l ub wlls ol 55 auS (s oadline Bgd Sgu)liow > aS ghilosd
SS9 3l pwilgi o wdls cul 5y Loawab 3 @V gg 51 L Distribution @V guisaw 9> wlo
ool v ol Sla g, i 5l s> g9 ol - pusS 03laiwl Inter VLAN Routing

Root i 5 |, @V oul ;505 awisw 9 Root Bridge Giwss > |, Distribution a0V sla guisw 31 Sy
. pad> 5w ,l,8 Secondary
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: Dual Core Design

L b ooy pwbe bli)l s)lhdy asdy aS wowl oo s>lb Dual Core w,50 @ Core M &
olan )y JSoi . ad> w b b ,lasl 5> 50 ) Redundancy sSiug 9 asls oapce 5 |, Switch Block
Jgjlo Ulgic ay Core auV aS aulo,d (sw sadline . 1wl o s>bb g9 (il 5l SsLw Sgu,liow suds

: cewl oo WSwitch Block ¢ulo bli)l os,)l8,0 ccl sl 8l

| 1 I I
I 1 I I
o ' 1 ! I
Distribution | I I |
| I | |
| I | |
| I I 1
| I I |
| I I 1
I Layer 2 I ! I
' Links ! ! '
| | I I
| I I I
Access | I 1 I
| I I 1
| I I 1
| I I 1
' VLANA  VLANB 1 ! I
' ) ' J

Switch Block 1 Switch Block 2

Dual Core Design

55 .dgab s oslaiwl Redundancy uowls HLasl s sy ulwS) zuwisww 9> ;51 Dual Core slags,low >
o JLlail 95 ;| oslaiwl L Switch Block ;& ay bbgs o Distribution Sa guigaw 5l olaS o (sdoul i Gui
Jlail & 5l oslaiwl b 50 Core aV Slo guigw ouizxod . 15,50 Juain Core Sla auigw 51 SU o @

. dg0 dlgs bla,l ) )50 L3 Y
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Layer 3 High Availability

: Router Redundancy

wMS blo)l )8, wel 9 05,5 Joc Default Gateway ulgic @ sl s Multilayer sSla zuwigw
Lado 4 595 SHS D wiMS wyso wil 53 L dgin 2l buxe U VLAN S L aSius Sy ) 88lg sla
sohio @y L sliwyd s> guisw Sey 55 3 Y wyes b9 SVI @ bgyso IP sl cow @ | 2,15 Jasxo
el Default Gateway S, 8 ;s Salul 590 U sy )8 @ | (sabg, 1L aSioi > Availability aulsdl
S 5 JSen aw 5l Bas Gl W VI, Sl L 3555 )l bumo L VLAN | aSiis & byl (selad

P pasS sw oslesiwl g (sw 0.0l First — Hop Redundancy Protocol ( FHRP )

: Hot Standby Router Protocol ( HSRP ) *

&S - Multilayer S guwisw 9 W)ig) Sg) p aS Ll sw 9Scww &S i swolais| 69, <, HSRP
ol 55 0 w8,S g 518 Silxo 09,5 Sy ) Lig,y Salawi JSUgn wul 5> L deub s suliin $Sww
Active Router a; aS 1w aslgs> bl Jled yig) Ulgic @y 5)ls VL Priority aS g, 51 sSu <>
9w adlgs> wlxil Active Router oluuiy Ulgic @y ;305 jig) &Sy 09,5 ol U5 55 . il s WBgy=0

. codls aslgs )48 Standby cussg s i, ol

Jl,l b o wygw a0 Wdyig, ol 9 2)ls 1,9 Listen HSRP wusog ;5 HSRP 09,5 J5Is sla,igy ylw
w8 aslgs b e | Active Router wled wusog HSRP Hello sla oly

ol aS >90 udlgs> ;o MAC Address ¢ IP Address S, oslyls HSRP Group <, J=Is sla,ig, alds
09,5 B . b wdlgs aid,3 Ll ;> Subnet & Sle,iguolS adS sl Default Gateway Ulgic @y Gw,)sl
S)lisl wygo 4 aS 255 U 0 g ol Sxac o)locws ol aS aui aslgs (swlbwlow o)locy S L HSRP

C b Adlgs aasi

. b adlgs e Active Router vlgic @y sl assals | Priority ¢u6VU aS S,i9, HSRP 09,5 S5 >
9Sw WS i S yig) Sg) 4 Hlase ul UB,9 i Wigo @ aS dgu adlgs> 255 U 0 ¢ S>ac Priority
Syig) bl Sgluuwo Priority oslyls HSRP 09,3 S, J5Is sSlaig) aS (sijgw 5> .+ cawl 000i uaei 100

. b adles s 09,5 Ul s Active Router wlgic @ 30l (sw IP Address VU slyls as
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P bl w0 e U alieo Sla curog Slhls HSRP JSSg,s 55 W yig,

. Cowl ouiu jlel Router <Sgy 0 HSRP alwg s jeid wll> ol 5> ¢ Initial +

ol ol Hhiio 9 coals adlgs (saBT Virtual IP Address ;| Router «Jl> ¢l 5> @ Learn *
. >9s Adlgs> Active Router ;| wleMbl

I Virtual Router @y bgs o MAC Address g IP Address ;I Router «Jl> ¢l 5> & Listen *
. Ll swu Standby Router S, L Active Router < jig) ol 9 wils aslgs>

awgy S 9 5,5 adlgs> HSRP Hello sla oly JLw,l a4 oladl Router «J> .l )> : Speak *
. 5,S adlgs S i Active Router ol

@ pla8l 9 2w adlg> wlxwl Standby Router & ulgic a4 g, s> ¢l 5> @ Standby *
Juds 9y ol seui JSuawe s Active Router aS (sijy5.0 > 9 5,5 aalgs> Active Router us,S giilo
. wd)S aalgs> oapce,y |, Active Router

Ll o Syig) Lo yig, ol 9 i adlgs Active Router au oo yig, wldls> ¢l 5> @ Active *

ol s wleMbl ws,S Forward @, ;58 HSRP 09,5 J>Is aS

P aaSs

o 5l o s sw el 1) Routing aswg u 9 1uds> (sw pll 1) yig, S 50 Multilayer Sl guigaw g
. Lol vy Multilayer Sla guisw jokio (slol Sla,ig, 5l jue @ ai oslaiwl yig) aolS I S| Az @
. ppo CRY]

. 3wl VLAN & gac | Subnet & 55 3L HSRP 09,3 J>Is sla g, auds

P aass

ol &S 3iwd 395 Sy MAC Gw)sl S sbls g, Ethernet sl wygs 5l p1aS 1 auls (sw aS jghilosd
Shls 50 HSRP Sjlxo 19y wwiyi Guod 4 . i8S adlgs 51,8 Gund il O IP Gu)sl b ,blse MAC Gw,)sl
3 lous XX Sld coMe Sl @ . 3¢y sl 0000.0c07.acXX Can,d 5 aS ol 393 Sy MAC Gw)sl SO
HSRP Group 1 @ bgiye MAC Luw,sl diges Sl . 3940 (sw 0315 51,8 16 Sliuo ,5 HSRP 09,5 @ bgs o

. 59 Jlg> 0000.0c07.ac10 L ,l,0 HSRP Group 16 @, bgs,o MAC w,sl g 0000.0c07.ac01 U il
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: HSRP Timer

yg, wadnd> 53 LS sw Jlw,l Standby g, woww @ |) Hello sl oly Active )9, HSRP JSig,y 5>
JSgy 55+ 5, adlgs Heiilo |, Active yig, wadled Hello sla oly ol o385 b )> w=i L Standby
JLw,| Standby ,ig, wouw as Active g, ;1 ,LSu aul 3 ,a Hello s oy ,o,9 Juw W)go @ HSRP
g (s Jlw,l wewl 224.0.0.2 Ll aS Multicast xaso o caoww @ Hello sla oly . oo aalgs

Uit )00 4 Uloj ¢l aS 8,8 aslgs 1,8 oslaiwl 5,90 Hold time oU ay HSRP JSig,y 5 5,505 wloj
«db,> Active g, 5l 1) Hello ply aul 10 ulo; waw Standby g, aS (sij)ge > . wowl aul 10 5,9

. b algs Active ,ig, v Juaws Standby g, 9 ai adlgs ainliS Active g, wssl LIS 5l 4 U9 1SS

: HSRP s Sy wlygiows

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Standby group Priority priority

P Sl IP Wy Hgiw

Switch ( config —if ) # Standby group IP virtual —1IP

: HSRP o Uloj uusi jgiaws

Switch ( config — if ) # Standby group Timers [ msec ] Hello [ msec ]
Holdtime

. 303 pll HSRP 09,3 S, sac Sl g, plo Sgy » b LS ol

D osuowd WHgo A Active Lig, wlxil Hgiws

Switch ( config — if ) # Standby group Preempt [ Delay [ Minimum

seconds ] [ Reload seconds ] ]
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: HSRP <395, > Authentication giw>
b Jol Ui,
Switch ( config — if ) # Standby group Authentication string

L R9> UMY

Switch ( config — if ) # Standby group Authentication MD5 Key — String
[0] 7] string

s Jbo

g 05,5 Multilayer zawigw 95 5l oslaiwl @ plxdl O ;5 aS Lol o Siglosgi Su daid> Vliw 4y JSob
- oul 03,5 sl LT gy 55 192.168.1.1 U by IP sl 9 1 U by oylois b HSRP 05,3 Sy cpmizeod
ARP slbd wwlgs)s au (ulplu 9 o3¢y Active iwss 5> VU Priority cuoals Hlasl 5> Juds a0 A auwdgw
@ ol o awls ;L3 Standby cusog 55 B awisw ou ol s - sl slgs> dwl b cuMS 5l oxuw,
wpiio WVlail 9 A guigaw g o) ol 5l . sy adlezs guwl 192.168.1.1 dase a4y oauw Jlw,)l S ply

d,S udlgs 1,8 oslaiwl 390 aSui S8l Jleul sl ol @

VLAM 50 VLAMN 50
192.168.1.10 192.168.1.11
MAC: 0000.aaaa.aaaa MAC: 0000.bbbb.bbbb

HSRP 1:
102.168.1.1
MAC: 0000.0c07.ac01

Catalyst A Catalyst B

All Traffic "
Through
192.188.1.1

VLAN 50

Gateway: 192.168.1.1
Gateway ARP: 0000.0c07.ac
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Jasl A gwisw 82,k 51 VLAN 50 S yigaunolS Sudlhi olod auS (s oadlie Bgd S )> aS ghilesd
o 0305 ,18 Silzxo IP Luwysl U uly ByigolS aos Default Gateway auS «ds 31 . 59 (s o3l
. <owl HSRP 095 O)LQ.JJ L )4|)._J ol 01 aS «owl 0000.0c07.ac01 L )4|)4 ARP L5|).g MAC u.u)bi 9 ol

P S s 0adline |) A guigw 18 @ by e SaiuSu 5 03

Configuring an HSRP Group on a Swirch

CatalystA(config)# interface vlan 5@

CatalystA(config-if)# ip address 192.168.1.10 255.255.255.0
CatalystA(config-if)# standby 1 priority 200
CatalystA{config-if)# standby 1 preempt
CatalystA(config-if)# standby 1 ip 192.168.1.1

039s VLlwSy A guigww b e8> 50 B auigw @ byuye SainySuy . uib sw A gudsw @ bguye YU wlygiws
Ulod as 100[)).)').) B auwgw Sy, ;5 9 039y ZOOlJ)JbJACLJQ_w > Priority s jgiws aS ugLo.J U.J| L

s owl U559 Giuw Hlase

: HSRP JSig,, 5> Load Balancing el

5 Salyul 59,0 Oloj U Ul wVLail 9,505 wisw 9 sliow,d Jdlgs Active guigw Caoow @ 1) 395 Lol
. 9,S adless 1,8 oslaiwl 5,90 Active guigw IS

Sy 5l eslaswl U Distribution auV s g3lg ol8iws 95 48 woww a4 S8l JLw,l 9 Load Balancing elxil
» |y awew o9 puS =i HSRP 09,3 95 b 58l el by gy« ol S e HSRP 09,3
9 pad> ,1,8 Standby auwigw iuss ;5 HSRP 2 09,5 ;5 9 pud> |9 Active zuigw i 55 HSRP 1 09,3
g Jiudi 5> HSRP 2 09,5 ;5 9 pud> L9 Standby auisww Jiwdi ,5 HSRP 1 09,8 55 1) ;30 auigw
Ulgic @y wylaio IP Lwysl 95 azuii ,5 9 HSRP Silxo ,ig) 95 wdls cul > . puds 8 Active

coaaly pudlgs Lasl > Default Gateway

09,5 3,90 , Active Ulgic b A auigw Jlio ¢l 55 . cowl 03l Giwlos | g)liw uod e axén JSoi
B awiow ow ol 3. caowl 00ui Guasi (1192.168.1.2 ) 095 09,5 3,90 5> Standby ¢ ( 192.168.1.1 ) Jgl

. 5,S adlgs Joc Jgl 09,8 5,90 5> Standby g 09> 09,3 5,90 ;> Active Ulgic a,

|, ,Su5 wsow ¢ Default Gateway olgic @ Jsl 09,5 5l oslaiwl Sl |, o casMS 5 cswows U 1S aolsl s

. 3,5 Saw,Swy Default Gateway ulgic @) o9 09,3 51 5,8 0,00 Sl
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VILAM 50 VLAM 50
192.168.1.10 192 168.1.11
MAC: 0000, F :
Catalyrs.t A EEECREEE] MAC: 0000.bbbb. bbbb

HSRP 1: (active, 200) 192.168.1.1
MAC: 0000.0c07.ac04
HSAP 2: [standby, 100) 192.168.1.2
MAC: 0000.0c07.ac02

Catalyst B
HSAP 1: (standby, 100) 192.168.1.1
MAC: 0000.0:07_ac01
HSRP 2: (active, 200) 182.168.1.2
‘ MAC: 0000.0c07_ach2

ARF Replies . .+  ARF Reglies
for s ; fior
192 168.1.1 * I 192.168.1.2
. ¥
4 4
'h-\ ¢
Half of Traffic . * Half of Traffic
Through b Throughi

0216811 % N 1216812

Geteway: 192 168.1.1 Gateway: 192.168.12
Gatewsy ARP: 0000 0c07 2c | Gafeway ARP: 0000.0c07 acl?2
1

VLAN 50

S o oadlino | gudgw 95 @ bgyyo S Sy 0 0

Configuring Load Balancing Berween HSRP Groups

CatalystA(config)# interface vlan 50

CatalystA(config-if)# ip address 192.168.1.10 255.255.255.0
CatalystA(config-if)# standby 1 priority 200
CatalystA(config-if)# standby
CatalystA(config-if)# standby
CatalystA(config-if)# standby

1 preempt

1 ip 192.168.1.1

1 authentication MyKey
CatalystA(config-if)# standby 2 priority 100
CatalystA(config-if)# standby 2 ip 192.168.1.2
CatalystA(config-if)# standby 2 authentication MyKey
CatalystB(config-if)# ip address 192.168.1.11 255.255.255.0
CatalystB(config-if)# standby 1 priority 100
CatalystB(config-if)# standby ip 192.168.1.1
CatalystB(config-if)# standby authentication MyKey
CatalystB(config-if)# standby priority 200
CatalystB(config-if)# standby
CatalystB(config-if)# standby

CatalystB(config-if)# standby

preempt
ip 192.168.1.2
authentication MyKey

[ T % T N TR Y, R Sy
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 pasS csw oslaiwl 5 Hgiws 5l albgsyo S Gund il 9 HSRP Sl 09,8 @y bgs o cuusog oadlice

Switch # Show Standby [ Brife ][ VLAN vian —id ] [ type mod/num ]

ESI)J

Pl adlesy 5o 1) 505 Az LS Sepsliw ) A @uisw Sg) 53 seiws ol Skl

Displaying rhe HSRP Rourer Role of a Swirch: CaralysrA

Catalysta# show standby vlan 5@ brief
P indicates configured to preempt.

Interface Grp Prio P State Active addr Standby addr Group addr
V1s@ 1 200 P Active local 192.168.1.11 192.168.1.1
V1s@ 2 100 Standby 192.168.1.11 local 192.168.1.2
Catalysta#

Catalysta# show standby vlan 50
Wlans@ - Group 1

Local state is Active, priority 20@, may preempt

Hellotime 3 sec, holdtime 1@ sec

Mext hello sent in 2.248

Virtual IP address is 192.168.1.1 configured

Active router is local

Standby router is 192.168.1.11 expires in 9.B860

Virtual mac address is @@@@.0c@7.ac®

authentication text "MyKey"

2 state changes, last state change @@:11:58

IP redundancy name is "hsrp-v1s@-1" (default)
Vlans@ - Group 2

Local state is Standby, priority 100

Hellotime 3 sec, holdtime 1@ sec

Mext hello sent in 1.302

Virtual IP address is 192.168.1.2 configured

Active router is 192.16B.1.11, priority 20@ expires in 7.812

Standby router is local

Authentication text "MyKey"

4 state changes, last state change @2:10:04

IP redundancy name is "hsrp-v1s@-2* (default)
Catalysta#

Email : Koliji_Cisco@Yahoo.com / s« 3alS (eadl /| www.commandsource.org

s



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

D ad> sw Vi B guigaw Sg) s ) Bgd 9w s>l 55 Jlo

Displaying the HSRP Rourter Role of a Swirch: Caral ystB

CatalystB# show standby vlan 5@ brief
P indicates configured to preempt.

Interface Grp Prio P State Active addr Standby addr Group addr
V150 1 100 Standby 192.168.1.10 local 182.168.1.1
V150 2 208 P Active local 192.168.1.10 192.168.1.2
CatalystB#

CatalystB# show standby vlan 58
V1lans@ - Group 1

Local state is Standby, priority 100

Hellotime 3 sec, holdtime 1@ sec

Next hello sent in @.98@

Virtual IP address is 192.168.1.1 configured

Active router is 192.168.1.10, priority 200 expires in 8.128

Standby router is local

Authentication text “"MyKey"

1 state changes, last state change @0:@1:12

IP redundancy name is "hsrp-V1s58-1" (default)
Vlans@ - Group 2

Local state is Active, priority 28@, may preempt

Hellotime 3 sec, holdtime 1@ sec

Next hello sent in 2.888

Virtual IP address is 192.16B.1.2 configured

Active router is local

Standby router is 192.168.1.1@ expires in B.500

Virtual mac address is Q@00.@cd7.ac@2

Authentication text “MyKey"

1 state changes, last state change @@:01:186

CatalystB#

09)§ )9 D)lb )I)S Standby LAJL>‘ > 1 09)§ PR} B a.ajg_u.} .LA.AS SO OmLM.LD PLYEVIA @D‘SP PR) C{S JSbJLQ@
. Cewl Jled Active Giuss 5> 2
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: Virtual Router Redundancy Protocol ( VRRP ) *

@ 9 wd)S wdlg> 51,8 VRRP 09,8 @) 9,20 Sjlzn 09,5 Sy 55 5i9) (i s JSTgs ol 5> ¢ ol oai
USG9, 55+ o aslgs osls Lolais| MAC Address S g IP L)yl & 09,8 ol 5y as8,8 1,8 Sle g, audsS

239 s 5> Wyig, nlw o Master yig, b Lol yig, yiusi ,> »ig, Su VRRP Sjlxo 09,5 J>Is ;5 VRRP
Ladso 4 Sl JLw,l ay ;58 Master yig, Lo JSUgyu ol 5> .+ wuwls audles 51,8 Backup b by

BRYY) .L&|9.'>

dlgs kil Master g, L wsdol yig, Ulgice a, sl awls ) Priority . ,0VL aS Syig, JSgy ol o
MAC Lyl . 5,8 wlzol 50 1) 254 (J1 0 o Sdac Ulgi (sw bol caowl 100 Ol Lo,8 Giuw Hlaso aS i
VRRP 09,3 0 Lo @ o,Lal XX jus50 aS 2wl sw 0000.5€00.01XX 0,9 ;5 VRRP Sjlxo yig, @ bogs o

3515 16 Sluw )

244.0.0.18 iy « Multicast Gw,sl o dado @ Advertisement ob 0 suld oly JLw,l L Master g,
w,90 4 Advertisement sla oly . 5, adlgs oMl |, 595 curog VRRP 09,3 J5I> sSla,ig, adS a
s adles Jluw)l HLSy auli 1,8 yoy9 Yiuw

L puS 5w oslaswl ) Ql)g.'i_wb )'l VRRP a8 LSl)._J

Switch ( config —if ) # VRRP group Priority level

Switch ( config —if ) # VRRP group IP virtual —1IP

Switch(config — if )# VRRP group Timers Advertisement [ msec ] interval
Switch ( config —if ) # No VRRP group Preempt

Switch ( config —if ) # VRRP group Preempt [ Delay seconds ]

Switch ( config — if ) # VRRP group Authentication string

: Master oKiws ;I Advertisement Timer laso wowS @ jig) US,S g0 Hgiaw>

Switch ( config —if ) # VRRP group Timers Learn
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Saiu,Swy W Gul 5> L pusS s ko VRRP 5,90 55 |, HSRP (SS9, 5> Load Balancing sgs,low U ol

Dy AdlgS 5wy U B g A Sl auigw @ bgise

Configuring Load Balancing with VRRP

CatalystA(config)# interface vlan 50

CatalystA(config-if)# ip address 192.168.1.1@0 255.255.255.0
CatalystA(config-if)# vrrp 1 priority 200
CatalystA(config-if)# vrrp 1 ip 192.168.1.1

CatalystA(config-if)# vrrp 2 priority 100
CatalystA(config-if)# no vrrp 2 preempt
CatalystA(config-if)}# vrrp 2 ip 192.168.1.2
CatalystB(config)# interface vlan 5@

CatalystB(config-if)# ip address 192.168.1.11 255.255.255.0
CatalystB(config-if)# vrrp 1 priority 100
CatalystB(config-if)# no vrrp 1 preempt
CatalystB(config-if)}# vrrp 1 ip 192.168.1.1
CatalystB(config-if)# vrrp 2 priority 200
CatalystB(config-if)}# vrrp 2 ip 192.168.1.2

D pasS s oslasiiwl 5 Heiws 5l puwd il i L S5 Sg) )3 VRRP @y by o wausog sadlie Sl

Switch # Show VRRP [ Brife ]

P Ad> s Ui B 9 A S guigw Sy 55 1) Be9 Heiws Shhxl 5l Sl aiges 5 Jlio

Displaying Swirch Roles for VRRP Load Balancing

Catalysta# show wvrrp brief

Interface Grp Pri Time Own Pre State Master addr Group addr
VWlans@ 1 200 3218 ¥ Master 192.168.1.10 192.1668.1.1
VWlans@ 2 180 3609 Backup 192.168.1.11 182.168.1.2
Catalysta#

CatalystB# show vrrp brief

Interface Grp Pri Time Own Pre State Master addr Group addr
VWlans@ 1 120 3609 Backup 192.168.1.1@ 192.168.1 .1
Vlans@ 2 200 3218 ¥ Master 19%2.168.1.11 192.168.1.2
CatalystB#
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: Gateway Load Balancing Protocol ( GLBP ) *

OUlSol Uax> Joxi y ogMe JSign ol + il o sSoww wS)ri olaisl JSigy Sy GLBP JSig
09,S Sy »> 9y iz GLBP JSigy 55 . S (sw pdly8 |) GLBP 09,5 S 55 yig) i o 5L JIslss
soleMbl o @iy Jiwy] Geo 55 » der didles dabo romw @ Sudly Olosed Jlw,l @ 58 GLBP
Ulojod Wy @ 09,5 J3I> Slayig, adS « GLBP 09,5 Sjlxo IP Address caow @ W )iguwolS lawgs
6500 S,w 9 4500 S),w Sbd guwigw Sy u GLBP JSigy . 5,5 aidles Jlw)l dado @ |) @ aiuw
09,5 U > dgu il 3B Luwd sl sac 1024 U ,iSlas JSigm ol 5> s aidles (sulsiny 9Suww

. 6,8 1,3 GLBP

9 Default Gateway _w,sl S5 5l b wuMS 5l o aSil @ S5k« Jud SS9 95 B 5 GLBP JSig
ol Sl L Ll s8od 9 il s9>9 3iuS oslaiwl L3> Default Gateway (w,sl S5 5l 5305 (s
Sly 1) 595> ARP Sla cwles)s 1 wauMS Whg0 ol 5> . 3 dlgs s, 95 wlws, Default Gateway
Ol Sl GLBP 09,3 )5 g8lg S o&iws ;5 U @ bgiye MAC Lw)sl g 05,5 Jlw)l Sjlxo g, ol
Default Gateway lgic @y IP Lu)sl S5 5l b wiyMS (swloi aS gy adlgs Ol azuis + 398 (s 05Liw,d

5,5 uslgs o3laiwl IP 0lod @ (s yiws Shy (salizeo SWMAC 51 Lol 05, o3laiwl

: Active Virtual Gateway ( AVG )

ol > Al aslgs 0138 AVG Ulgic @y yig, Sy GLBP 09,8 Sy o> 5> 88ly Slayig, (swolod s
AVG ,ig, . 394 (o 03> ;13 4hai a0 438,50 TP« Ol Usgy VLS, W)go )5 b 9 VU Priority lado wlzl
5l plasS & Sg, 4 AVG g, . cowl B wiMS ARP sla cwlgs)s (swolod JWS s duwl Jlw)l Jgiws
sac 4 ,Slas G ol 53 L 58 adlgs Sjlze MAC L)l S paraxi 4 oladl GLBP 09,3 gac la,ig,

.ol acols 51,8 GLBP 09,3 &y J=Is 5y wlgi (s S0 MAC Lyl

: Active Virtual Forwarder ( AVF )

aS g i AVF ol8iiws lgic @y AVG olSsiws Jawgi ailgi (sw GLBP 09,5 & gac Sl g, (swolod
ay MAC L)l ol canyd . o adlgs osls olais! sl Sgy 5 5w Silse MAC Lwysl S g ol )
L by auss ww 10 9 ;00 U ol XXXX cocwd (sulawl e 6 aS auiol s 0007.b4XXXXYY )90

. Cowl AVF Ligy au bgsyo 0 locs 035uS Olu 50 VY Guizxod . dg) ddlgs GLBP 09,3 o,louis

S LS 5 Solul 590 KD 53 U S0 b ;1) ,S0aS Cumiog LU GLBP 09,5 ) giac Slyig) (swlod
Hello wslize St oly Lyl @ pla8l AVG g, 515 ol sl Sl + 55,5 O GusSuls S0 Sis, Ll 5l
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Vg @590 4 . ilo s lpl Sew 51wl @il Hhaiie 9 03,5 09,5 gac Slayig, 15 lei Sl
L Ll aS Holdtime 0lo; wao JUs 55 aS (sdye0 55 Sgsb o Jlul LSy asli 3,8 b oly ol Ubyd
algs aid,S L 5> Lo Wi W Ly 3590 oWy 35,5 @l AVG Sew 3l sewly wowl auli 10
oslaiwl 3 woaeo AVF S g, (sulwliow sl Hello sla poly 51 AVG g, o9 Giuw wigw @ . b

.S sw

: GLBP i ,Swy

Switch ( config —if ) # GLBP group Priority level

: GLBP JSGg)y Sjl=o IP u.u)bi @R HgiawDd

Switch ( config —if ) # GLBP group IP virtual —1IP

: GLBP JSigy Sla Uloj Hlase juusi jeiaws

Switch ( config —if ) # GLBP group Timers [ msec ] Hello [ msec ]
Holdtime

awigw (920 5l =i 0)bgs 9 9. Ol LuSul> S50 @wisaw 9 S9b Jled e AVG auwgw s> 1o @ S|
Hlase Sl sa> dei el AVG guigw i 5> 0,b9> 080 Uiuw Wigw @ Lilgi (swi e Jled AVG
ol AVG guwisw Ui 5> lgi (sw 0,095 audgaw 5 Hgiws WSS 3)lg b . aswl 56YL 5w ol Priority

HRY V)

Switch ( config —if ) # GLBP group Preempt [ Minimum Delay

seconds ]

Sy Ngi ol udi il 5> 20lgi (s AVF gudgaw sac 4 hiad GLBP 09,5 S, )5 24l s aS jghilos
plod 53 0,9 Ui Wso U A puS sw oslaiwl Weight U @ Syl 5l awsw Hlp= il ol
S,VL Weight zuigaw o I )58 15 254 (JI 1 w Sdace Ulgi (s 9 il o0 100 Ll W uigw

.39 swo oy WS i AVF ool > auolb aawls
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e pll 1) 505 ad>yo aw WL LB ol ol sl

sohio @ . 55,8 Jled Lpil Sg) ,> Tracking sSiug LU aS puyls (uld w)gr US)S Laseiw 4 5L bl )
29230 09,5 @ bgsyo pU . puiS sll Of S5 55 W gund il ul 0sIs 1,8 Sl 09,8 S WL LS Gl Pl
. > adlgs 500 (sJl 1w Sxac Ul Llabo aS puaugi (sw ) Hgiows > abject — number jueie S @
IP Routing ¢ Line — protocol s ,uol)l ;51 sSu lowgi Ulgi s 30 |, Tracking auwg,y @ bgsyo g9

o,Lwl 5w IP Routing ¢ asuwls 2 a4V wusog @ o,Lwl Line — protocol jgiows aS iy (udy « 3,5 Guas

5l ey Ol gy s oo Jled Routing JSigyw 9 3 @V Cusog @

Switch ( config ) # Track abject — number Interface type mod/num { Line — protocol | IP
Routing }
|, oo Track sla wyg) Sy, 55 Syl 5o, pEid ;5 Weight ol yudlS Hlase uL ae al>j0 )

Ol 5,5,8 g 03ls &, Sy Track Hgiws 5> 00 LaRuite Wyg) Caxrdg )d AS (N)go 5 + 5,5 Laskiiuw
JuslS Decrement jgiws 5l % 00 Guasi dac U uly o&icws @ bgiye Weight laso « deui Jiko

G| PRV [
Switch ( config — if ) # GLBP group Weighting Track abject — number [ Decrement value ]

)|J.§.o Ql>)o U.J| PR LL U oD . 3)5 A |) GLBP >y v JogJ_).o Weight )|_L§.o LU PG a.l>).o »
@, Weight laso aS ()90 5> b aisS aS ghiled . 3900 pakie Weight sl |, s,iSlas 9 Jsls
Db adlgs aid)S oKiiws 3l AVF Liudi « dowyw 00ui G J8lo> 505

Switch ( config —if ) # GLBP group Weighting Maximum [ Lower value ][ Upper value ]

ol pd AVG zuigaw « il sw 4l 600 Ul aS Redirect Ulboy wao U sgui glad BAVF 1 (S, 3|

wao U = 4> sw  plxil |) Forwarding gl Sls @y pd 9 2615,5 (swop |y 0 ghd auisw ol MAC

51 SS1 . dswyd cswi |y 9l MAC Gwysl 9 185 sw plxil ol s> @, |y Forwarding has asli 14400

Sl @ | S8 z2ud g 1S o ghd |, blo,l AVG awisw « 39-i0 Joos 3 AVF awisw auli 14400 woiiS
LA v plxl ol

Redirect 600 s

Time — out 14400 s

Time < 600 s m——gp Send MAC + Forwarding

600 s < Time < 14400 s el FOrwarding

Time > 14400 s Faild
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: Time — out g Redirect laso jus jgiw>

Switch ( config — if ) # GLBP group Timers Redirect redirect timeout

: GLBP J<Sig,, > Load Balancing o

SS9, 3 9 05,5 Llkil GLBP 09,5 Su J3I> 55 | AVF Lig) sac 4 U ,iSlas> AVG g, il sw aS ohilod
@ B aS cowl Sy, L AVG g, Grized . add o olais] Sjlee MAC Gupsl S il 5l & 50
ol . cowlesl @ AVF sla g, 5l Sy @ bgsye MAC Jluw,l 9 1 wiyMS 51 ARP e vewlgs)s @l
oldoce Llgi o B CLMS @ oo osbiw,d MAC sl gupl JyiS L AVG oKiws wygo

. S J,iS |, Load Balancing

25l aw,le aS s)ls s9>9 GLBP <SG, 5> Load Balancing el Sl 5 Givgy 3 IS s s

@ ((iad>,> ) wwiy a4 AVF Slayig, @ bbgise Sl MAC Sla w)sl : Round Robin +
3)00 30 U9 Ui WHgo U o9 il - dgud (s osliow,9 ARP wiwlgs)s 0aiuS Jlw)l sld wuiuMS
c 35S G Llh8 esleiwl

2135 18 cuonw W 00 Jluyl Sudly x> aS wowl  Weight laso sio ol 5> : Weighted
o]« il i AVF Jig, o @ bgiye  Weight lase aS (sijso 55 » S s o |, VAF
s oiws Ul 5l i Ul ululu g 00ui 0sliw,8 S i S CwMS @ Ul @ bgs o Sjlze MAC
. S ssw oslaiwl Default Gateway ulgic

Cowlgs,y S Jlw)l a4 pladl aS uld wiuMS 5l plas e o ol ,> ¢ Host Dependent *
s AVF Jig, Ulod 5l (sSiimod Wygo 4 g 05,5 b,y AVG 5l Sjleo MAC Gyl S5 ¢ a6l 05,5 ARP
. LS sw oslaiwl Default Gateway ulgic

S oslaiwl AVG Jig) SS9 ) seiws 5l awlgi (s Load Balancing suo ouusi Sy

Switch ( config —if ) # GLBP group Load Balancing [ Round — Robin
| Weighted | Host — Dependent ]

518 GLBP 09,5 Sy J=Is 5> Multilayer guigw 3 Of 55 aS cowl (sJlo oxids vliv ity axéew JSow
L sl 30 GLBP S5lo 5i9, wwysl 9 00 wlzil AVG g, Ulgic @y A s our ol 5>+ il aid)S
by i B wuMS @ bgiyo ARP Sl poly swlod wygo ol 5>+ cowl ooud uess 192.168.1.1

. AS (s Joc AVF oliws 9> Ulgic @ 50 C 9 B Sl guigw « 2w adlgs Siusls,y 9 wdl)s A guisw
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AVG Standby AVG
AVF vMAC 0007 .b400.011 AVF vMAC 0007 4000402 AVF wMAC 0007 bd00.04 03
WLAMN 5D WLAM 50 WLAN 50
192 168110 1224988111 1z 168.1.12
D000 anns nann (D000 bibbb bbb D000 coon ooos

Coafioweny” 102 162011
Cafowny ARF. 0007 ba00uH

Caoloway- 102 168.1.1 A.
Coaloway ARF: 0007 E400.0102  Caloway ARF-000T.0S00.0003  Caloway ARP- 0007 b&00 0401

Catalyst C

Catowmy: 192.182.1.1 18218211

WVLAN S0

L uly Jlo ol ) oauw oslaiwl 5,90 Load Balancing e auS (sw oddliue YU JSoi )> aS jghilosd
ol B G MS ARP Sla cowlgs s @ guwly Jlw)l o&id )5 A zuwigw (ululu 9 039, Round Robin
. 1l=S aslgs> ARP Reply sl oly J=Is 55 wwiyi @ |) AVF Sla audgw @ bgy o Sjlxo MAC

- Cowl (sd=d AVG olSiiws Uanh Lgaso pKid ;> GLBP sla g, Jowdl jusSce oaids vlin uy JSw

_———" Active AVG
NG — AVF wMAC 0007 bd00.0102
AVF vMAC 0007. 63000404 AVF vMAC 0007.b400.0404 AVF wMAC 0007 bd00.0103
GLEF Group 1 Priority 200 GLBP Group 1 Priority 150 GLBP Group 1 Priority 100
WLAN 50 WLAMN 50 WLAN 50
182 16B.1.10 192.168.1.11 192.168.1.12
0000.a335 aaaa 0000 bbbb.bbbb 0000, coco.coos

Ciatalyst A

L =H

_—

A ARF Fopics & (48

teziggia ¥

Catalyst G

jm

e

Gateway: 192.168.1.1
Gatewsay ARP- 0007 b400.0404

Gateway: 102.168.1.1

Gatewsy ARP: 0007 b400.0102

VLAN 50 \
Gateway: 192.168.1.1
Gateway: 192.168.1.1

Gatewsay ARP: 0007 b400.04 01
Gateway ARP: 0007 £400.0402
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51 a2y (g 05,5 Joc AVG Liwss > Priority 51 VU lasoe usgs Lls Juds au A 59, « shul 59,0 51 Ju8
ol 53 e o wlkil Giuss Guod 4 B audgw « Priority jlaso Gwlwl g 0w ol Vah wgaeo
MAC s guw,sl 5l Sy Jluwyl 9 ARP Sl cowlssys wdl)s Jgiwwo AVG Ulgic a4 B guisow byl
vl w5l 8 aS uld wiuMS swlos ¢ )8 ul Az ) L dg ddlex B LLMS Couw U Sl
@ 0,Lg> |5 3595 S8l algs (s jwi Vs ¢ 03,5 sw oslaiwl Default Gateway ulgic @ ol 51 A oiws

. 35S JLu,l ( 0007.b400.0102 (susy ) MAC 0low ¢ ( 192.168.1.1 (susy ) IP 0losd o

:dgs Wdlg> 5 wwiyi u Co9BgA s auwigw by SaiuyS glicw (il @ axgi b

Configuring GLBP Load Balancing

CatalystA(config)# interface vlan 5@

CatalystA(config-if)# ip address 192.168.1.1@ 255.255.255.0@
CatalystA(config-if)# glbp 1 priority 200
CatalystA(config-if)# glbp 1 preempt

CatalystA(config-if)# glbp 1 ip 192.168.1.1
CatalystB(config)# interface wvlan 5@

CatalystB(config-if)# ip address 192.168.1.11 255.255.255.0@
CatalystB(config-if)# glbp 1 priority 15@

CatalystB(config-if)# glbp 1 preempt

CatalystB(config-if)# glbp 1 ip 192.168.1.1
CatalystC({config)# interface wvlan 5@

CatalystC(config-if)# ip address 192.168.1.12 255.255.255.0@
CatalystC(config-if)# glbp 1 priority 108
CatalystC({config-if)# glbp 1 ip 192.4168.1.1

. S oslawl Show GLBP [ Brief ] jgiws ;I awlgi s GLBP >,Sloc (sow,y Sl

P> sw Ulbin C9 B g A S guwigw Sg)y w |y Heiaws ol Sh=l 51 Sl aiges 5 Jbo

CatalystA# show glbp brief

Interface Grp FPwd Pri State Address Active router Standby router
v15@a 1 - 208 Active 192.168.1.1 local 192.168.1.11
V1isa 1 1 7 Active 29a7.p480.81017 local

V1isa 1 2 7 Listen 2907 .p480.01082 102.168.1.11

V1sa 1 3 7 Listen 2987 .D400.8183 182.16B8.1.12

Catalysta#
CatalystB# show glbp brief

Interface Grp FPwd Pri State Address ctive router Standby router
V1sa 1 158 Standby 192.168.1.1 182.168.1.1@ local

V1sa 1 1 7 Listen 2987 .p4080.8181 192.16B8.1.1@

visa 1 2 7 Active 2997 .p480.8102 local

v1sa 1 3 7 Listen 2907 .D480.0103 102.16B8.1.12

CatalystB#
CatalystC# show glbp brief

Interface Grp FPwd Pri State Address ACtive router Standby router
V1sa 1 0@ Listen 182.168.1.1 182.168.1.1@ 192.168.1.11
v15@ 1 1 7 Listen @2a7.0400.0101 192.168.1.1@

vis@ 1 2 7 Listen 2297 .0480.07102 192.168.1.11

V1isa 1 3 7 Active 2987 .p480.8102 local

CatalystC#
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: Redundant Switch Supervisors

wawlbio J=Is 5> Supervisors sac 95 Sgl> aiilgi (5o 6500 S,uw 9 4500R Sld Jaw aisle (suld guigaw
a:3,S 1,8 (Active ) Jled Siudi 5> d9ui Wey iy aS SUPENVISOrs gl bl cul 5 2 aial 395 sSla
51 a2 alolBMy Jled Supervisors . i aslgs wlziul ol ( Backup ) o550 vlgie @ ;)55 Supervisors o
W,H90 Supervisors ¢l lawgi Switching wldoc (swloi wdas> )5 . 5,5 adlgs IS @ gg,00 0w Wy
9 02 Wy Lold> al>ye S U L sl L8 Standby cussg 5> aS )5, Supervisors bol . w9, aslgs

. Ul (sw 8L Jled Supervisors il weaso Hhiio

5,5 osleiwl salixo slaMode ;1 wlgi (s Supervisors 9> 5,90 ;> Redundancy (sS3u9 Saiu,Swy Sl
Ll wle wleMbl Jsli g Supervisors gs bla,)l )18, 092 IS cul plzl Sl oslaiwl 5,90 Mode g5

. 5)S bl s |

CowdUlS S guisaw Sy, 5> Redundancy  (sS59 Saiu,Say 0 bessw slaMode glgl (oIS el s
F ol M) OHgo D SS-MM-W

0adl W,e0 a4 aygl Supervisors wJ> ¢ul ;> : Route Processor Redundancy ( RPR ) *

35 0w S Jdgjle ;505 (swlod pg> SUPErVISOrs « 53,5 wgaeo Jled Supervisors ,3l g oai wey

Uuigy Ul wae el cul 5y . w8)S adles oape |y Jled iuds Guww 9 03,5 ) | @uigaw So,
C Al w asds 2 5l ,ieS Uas wsls

9 wes agi Supervisors wJl> 4l ,> : Route Processor Redundancy Plus ( RPR + ) *

O Cowlyy Adlgzs 950 Supervisors bl . 5,8 s L8 5lae 55 9 0auw swlwlics 30 ul Route Engine

3> S3lul 90 Wi 5 Az > . s WS, Switching 9 Routing S aswgyy ) Jled w90

505 5 SHla8,60 Wy 9 03,5 JolS |) 593 wes alwg,y Llgi (s p9> Supervisors « Jled Supervisors
il sw b 30 51 508 Uas wsly gy Ulos waw wlls ol 55 . S 5lel 1) s cdled b Jgjlo

9 00 Wy JolS wygwo a4 a0 Supervisors wJl> ¢l > : Stateful Switchover ( SSO ) +*
LB Olgizo G ol 5> i+ 358 w Hbd Hlae s 9 wsulwliow i ul Switch Engine ¢ Route Engine
ol&iws 38,5 )8 9 0w alslo Supervisors ¢ ¢wlo 3. Startup — config ¢ running — config sla

Sl ow pll aulb 15l 5eS )y Hlaw 5y i
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51 plaS 58 5 aS auwd oo S0l cowl oouw o3l Vliw i Ky whgo U aS sd>lwo 5 JSb s
SSO o > aS dwlos swo oadliio . de0 s b Standby Supervisors lwgi lwRedundancy Mode
51 i alold Gyl RPR )90 )5 ol aswls alold JolS we U oS J>l0 Standby Supervisors <,

- cowl 50 slaae
A1/

Standby
Initializes
Supervisor Bootstrap Supervisor Bootstrap Supervisor Bootstrap
Image Loaded Image Loaded Image Loaded
I0S Image Loaded I0S Image Loaded 105 Image Loaded
Sync Startup-Config Sync Startup-Config Sync Startup-Config
Supervisor Diagnostics Supervisor Diagnostics Supervisor Diagnostics
> Wi
ey | All Switch Modules |
. - ! Reloaded I
Active Fails I |
: Route Engine I Route Engine Route Engine
: Initialized I Initialized Initialized
: Layer 2 Protocols : | Layer 2 Protocols : Layer 2 Protocols
: Initialized 4 : Initialized 4 Initialized
| i | i FIB Table
I I I I Synchronized
: Layer 3 Protocols : : Layer 3 Protocols : I Layer 3 Protocols I
! Initialized l ! Initialized l ! Initialized I NSF
— N s — N s — e 4 { (Optional
| Routing Protocols | | Routing Protocols | | Routing Protocols I Optimization)
I Converge : I Converge : I Converge !
[ | I om Tt oo | T T T T T T |
I FIB Table Flushed I I FIB Table Flushed I I |
: and Re-Created Jl : and Re-Created Jl : FIB Table Updated Jl

Standby Supervisor Readiness as a Funcrion of Redundancy Mode

S oslaiwl 5 eiws 5l awlgi (s Redundancy oslaiwl 5,90 Sldsso uasi Sy

Switch ( config ) # Redundancy
Switch ( config — Red ) # Mode { RPR | RPR — Plus | SSO }
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5135l 518 svamog ax 5> 9 05,5 oslaiwl Sxio ax 5l L 590 gwigw aS A sw Ulin aS S)giws
:;NQS S\o 6>UiLuﬂ_Hj)9L*u>

Switch ( config ) # Show Redundancy States

e @ 0SS o U uizod .« S sw oslaiwl RPR + o 5l auigw aS ads sw wlin 5 Jlie
5 (owl oonw osls wliw 2 L by Unit ID L aS ) Supervisors ,uo9> aS wdl,> ulgi (s0o my State
g aS sueo o . Sl 518 HOT ¢ Standby wusog 5> Sasy Supervisors bl . s)ls 51,8 Active wusog
Do dlgs JuoSi awgyy ool Ulel 39>9 La=o 4 g 059 Redundancy Mode a asuwlg ol

Verifying Supervisor Module Redundancy Mode and Srate

Router# show redundancy states
my state = 13 -ACTIVE

peer state = 8 -STANDBY HOT
Mode = Duplex
Secondary

unit

Il
3+]

Unit ID

Route Processor Redundancy Plus

Redundancy Mode (Operational)
Redundancy Mode (Configured) = Route Processor Redundancy Plus

Split Mode = Disabled
Manual Swact = Enabled

Communications = Up

client count = 11

client notification TMR = 30000 milliseconds
9000 milliseconds

keep_alive TMR
keep alive count 1
keep alive threshold = 18
RF debug mask = @x0

Router#
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Securing Switch Access

: Port Security

w9l wulbld aS 2SS sw ol Port security oL @ |) Sl aid iy Saiwily 9Sauw wliap=s

) S gwigw Sy, logae ol Gauul38l Gul aS sls adlgs lowi 4 guwigaw Slpije So) | sl
3l Syt Cuod| , Jiowbue Jaie Ol @ Oly,lS Sl yigauelS asS Access

awigw 4 aS suld oBiws Sy, (JolS JyiS sl ,38 aS s sw | ulshl ¢l e a0 Port security

2l acils sed o Jaio

o;>1 9 1S Jled zuigw FastEthernet 0/1 w,g) o, |, Port security Saiwilgi 2wilgi (s Lot Mo
990 b blosl 58,0 558 W,igmelS ulw 9 auil wjer oul L bli)l 508, a4 ;5B PC 1 hsd sy
229 PC 1 5l e )5 Device 8 b yiguolS aS (sijgo 5> . abl awly |, FastEthernet 0/1
5 ool wyer ol U bls)l )80 a0 s, ol acwls |, FastEthernet 0/1  w,g 5l oslaiwl
<ye U bla,l a8 PC 15l e sdliws aS (sdje0 55 duS s Algi (sw Port security  sauu,Swy

. 590 Jled ue g Shutdown w,90 ol 2wl aswls |, FastEthernet 0/1

51 oslaiwl Sy yigaolS Ul Uy 3lxo e U sy jlxo i 9 W ,igolS sulwlioe sl Port security
. A4S Lsw oslaiwl Device U ,igaolS ©l MAC Addresss I w9,

.ol Access b w)gy aS oS L850 il pwilei s suld wHgy Sg,

: Port security saiu,Sy

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Switchport Mode Access
Switch ( config — if ) # Switchport  Port — Security

Switch ( config — if ) # Switchport Port — Security Maximum number
Switch ( config — if ) # Switchport Port — Security MAC — Address mac-address

Switch ( config — if ) # Switchport Port — Security Violation Mode
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: 0/1 w,g) Sy Jlo

Switch ( config ) # interface fastethernet 0/1

Switch ( config — if ) # Switchport Mode Access

Switch ( config — if ) # Switchport  Port — Security

Switch ( config — if ) # Switchport Port — Security Maximum 1

Switch ( config — if ) # Switchport  Port — Security MAC — Address
aaaa.l111.abab

Switch ( config — if ) # Switchport Port — Security Violation Shutdown
: 5l 1y 5y s aww Violation woowd 5> mode

€ b Gugols gy d9u plil wyg Sy, j aSuw 5> wlxi SI el ¢l 5> ¢ Shutdown +
3,8 sw ,ly8 errdisable wJl> > g sg.0 (s Jl=d

5 sl sla wSL bl Bbe o 8L Jled wueng Ulod ;> wye > ¢l 5> @ Restrict +
»E MAC S Gyl 5l oslwyl Sl S slasi Gwr oal 53+ S sw aSgly | 5l yue MAC Sla Gyl
. 390 (sw 05liw 9 9 sl 50 Log Message S uizxod 9 SNMP Trap &5 9 00ui v, loois o

5l sl s wSL bl Bl sw (8L JUled wusog Ulod ;> w,ygy wdl> ¢l > : Protect +
Jimlo 30 csulls oly 9 0ain e (sileMbl gud Gus oal 5>+ 35S sw aSely | jlxo yue MAC Sla Gl

. 390 (swou odl>

Sly. ad> swo |, Error — Disable poley 9 59-0 (s Shutdown w,q) 9.0 sl walxs aSici 5> sulo;
d=s 9 puiS o Juog ) (lol PC sy oS glad 1) 058 walss as PC blo)l b Jol ply ool 03,5 )b,
: 2y Whgiws b oS (o ombig) 1) w)es 0,L9>

Switch ( config )# Interface type mod/num
Switch ( config )# shutdown
Switch ( config )# No shutdown

9 1wl oai Juog HUb Ulod @ PC S5 9 2Ll Juog auigw o a0 HUb Sy aSui Sy )y (sudg 1 auss
puS i 2 |, Maximum  slaes eaus Juog guisw @ Hub aS (si,9; Ules Port — security  wlowais
0,035 auwisww MAC — Address — Table s sl 5> ol MAC s Juog Hub @y aS PC sl

.)NM&SQMB)"MAC w|>94w&&9)9db90l>@¢59quwbjbgbgﬁk5\o
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4 a>g U suss S s Learn | w9 Saolud wye0 @ guwisw 93 Port security > 55 ulo,9 U
g s Jog Wy U 5L udgl Sl aS ) uldyiguolS MAC  pul 05, i aS Maximum  laso

P S (5w 0u>d

Switch ( config — if ) # Switchport Port — Security MAC — Address sticky

D Ugd s Sy seiws b pul 03,5 Learn , Dynamic w,g.0 @ asS |, (swMAC — Address

Switch # Clear  Port — security Dynamic

L gk (w0 S s ssiwd b pul 03,5 Learn |, Static w90 @ aS |, (syloMAC - Address
Switch # Clear  Port — security  Static

: Port — security <slaShow
Switch # Show Port — security
Switch # Show Port — Security — Address

Switch # Show Port — security interface type mod/num

Switch # Show Port — security Status err — disable

D Cowl Y99 Hgiwd Shhxl 51 Sl aiges 505 Jlio

Displaying Summary Informarion for Porrs in rbe Errdisable Srare

Switch# show interfaces status err-disabled

Paort MName Status Reason

Gi@/ 11 Test port err-disabled psecure-violation
Switch#

TIP

When a port is moved to the errdisable state, you must either manually cycle it
or configure the switch to automatically re-enable ports after a prescribed delay.
To manually cycle a port and return it to service, use the following commands:

Switch(config)# interface type mod/num
switch{config-if)# shutdown
Switch(config-if)# no shutdown
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: wowl Show Port — Security giow> S| 5l Sl aigos 55 Jlio

Displaying Porr Securiry Starus Summary Information

Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count)

Gi@/ 11 5 1 1] Restrict

Gie/12 1 (1] 1] Shutdown
Total Addresses in System (excluding one mac per port) "

Max Addresses limit in System (excluding one mac per port) : 6176
Switch#

: Port — Based Authentication

aS siwd Port — Based Authentication (sS35u9 51 osuluwiniy a4 5,30 gSimw cewdblS sla zugw
51 a=y . sl s IEEE 802.1x 5,)lauliwl 5 (suisiuo 9 0390 AAA Authentication g Port Security ;1 (ousS )5
aud « cowl 48,5 L9 2wl 5,90 wleMbl oS Jlw)l i MS cugd aS (siloj U (sS5u9 ol Lo Jled
Sxle wygo U Llgi (o L MS ¢ Cugd Al W0 5 bl L o adlgse osls JLil whgy b 5l Sl
wblei b 95 5 CiuMS 9 awisw « B8 5Siug 5l SxS 0y sehio @ S eslaiwl Ewsw wigs
awls |, Extensible Authentication Protocol Over LANs ( EAPOL ) JSSg9y 9 802.1x ;I (solusiiw
|, caoMS S5 599 auwiew Wisr aS siloj » ulos (s Joc 2 @Y ataw s IEEE 802.1x JSig, . diisl
CauMS U blbo aslgs (58U aSely uled L Unauthenticated w,g.0 @ 1ol > cusog « S s csulbwliow
IEEE 802.1x guisww L bli)l )18, @ 5518 (y9.0 5> g woMS .« wlwy audgw eMbl ) 1) 395 cugd
15 awow Wy S bl s . auwb IEEE 802.1% 5 (silsciy bl U s,138l o, Shls aS ol
»B 5S35 zus IEEE 802.1x JSig,y @ bgsyo S8l 5> @ ¢ cwl ai8,3 41,8 Unauthenticated wusog

LS9 ABlg2s Heu50 Wyer Sl e @

: IEEE 802.1x JSGg, Saiu,Sw

. 5)S oslaiwl RADIUS ._5\.>;)L'> 29w i L \SJ)I U|9J oo B S CUedD Sy &5|).g

D pasS (5w b |) §Y)) J.>|).o IEEE 802.1x JSJQ).__q Su,Sw lSl)._J

Bwigaw Sg, ) AAA Us,S Jled @ Jgl al> 0 +

Switch ( config ) # AAA New — Model
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>, 5> RADIUS Sl g, uasi 2 p9d al> 0 +
Switch ( config ) # Radius — Server Host { hostname | ip — address } [ Key string ]
puS s Lazwinw |, Authentication > oslaiwl 5,90 o @ pgaw >0 *

Switch ( config ) # AAA Authentication Dot 1x Default Group Radius

awigaw Sg, 802.1x w>,S Jled 1 p,lpg> al> 0 +
Switch ( config ) # Dot 1x  System — Auth — Control

Sain,Sw AsS oslaiwl ($Siu9 ol 5l wowl H18 as 1) uld w,gs 5l KIS a1 piy al> e +
Switch ( config ) # Interface type mod/num

Switch ( config — if ) # Dot 1x Port — Control { Force — Authorized | Force — Unauthorized |
Auto }

ol Jaio Sl CouMS wugd 3,90 )3 (saw, £95 Eud Houi0 Wyg s ol )y 1 Force — Authorized
cAGS oslasiwl whgy 5l Algi (s d i MS (swolod g 03l

9 aid,5 1,8 ol s,90 Jaie S M 5l plaS zud cugd wlls ol 5 1 Force — Unauthorized
. lo adlgs (58l aSely Ly 5> SSLiad W)Hso A H9i50 Wigr ol i

Card99.0 )90 )3 9 530S s 58 ey 5,90 802.1X JSigy bwsi W wipMS wugd wigo ol 5> 1 Auto

. LU w s authenticated @ @ )g) Cusog « IS Usgs juol

W w9y 5l plaS L Gub sl CMS s Jlail UlSel § puiaais b0 %

Switch ( config —if ) # Dot 1x  Host —Mode Multi — Host

¢ Cowl 000 Sawu,Sw 10.1.1.2 9 10.1.1.1 Se yw,sl @ Radius j9,uw 95 55 Jlio 5>

Configuring 802.1x Porr-Based Aurhenricarion

Switch(config)# aaa new-model

Switch(config)# radius-server host 10.1.1.1 key BigSecret
switch(config)# radius-server host 10.1.1.2 Key AnotherBigSecret
Switch(config)# aaa authentication dotix default group radius
Switch(config)# dotix system-auth-control

switch(config)# interface range FastEthernet@/1 - 40
Switch(config-if)# switchport access vlan 10

Switch(config-if)# switchport mode access

switch(config-if)# doti1x port-control auto
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: Spoofing sl alo> WVi> 9 (sulbwlow

: DHCP Snooping

9 IP Lyl aile « U8 5L 5,90 wleMbl 5l (s> 2lgi (o DHCP 9w U 3wy (s aS jghilos
A )8 B S Ll s 1) 50 s,lge 9 Domain oL g Defalut gateway g DNS e )9,w w)ysl
W90 ol 5> - Gl 03,5 aS 55 e ue DHCP jg,0m SO Wsls ,1)8 @ pla8l S8 5,8 S aS 2SS 9.0
iy e . gy Adlgs ol )y LB 50 9w ol lwgi @ wiuMS 5l sJLw,l DHCP Request sla ol
0l @l ©y90 55 wiMS 9 i adles Jluw)l wiMS Sl jlxosee DHCP 595w ol baawgi oly dowly
. e>low aslgs Defalut gateway wlgic @y |, DHCP )9, Jawgi 0auis oMel Gu)ysl

cow 4 Jlwyl S a4 b WS 51 lw,l S ply aS 5¢ dlgs O (sdaylysis i 5900 A
9 L, 5l a=y Wlgi s 5,8 ¢l . 2L Adlg> 05low,9 )SB 5,9 YiguolS woew A (sl Defalut gateway
wwloi 4 Ul ol 55 Lol aiw,as Lol Defalut gateway coww @ |y Ll b oly lgizo sowy
owl 0555 oy Cawyiows aSiuin wleMbl

> ol w38l wp> DHCP Snooping el a4 Sauwilys 5l 395 cuudUlS S guigaw > gSuww &S b
DHCP Server Spoofing alo> @y ablio Sy aS 1S (sw sulusiiy DHCP Server Spoofing alo> il

P 08,8 sidls> )9 5 2o A Cumiog 93 5> B S gy

: Trusted +
aslgs> ACK DHCP . DHCP Offer ssla oly «dl,s as ;58 s)ls 1,8 Trusted wueng )> aS auwisw w)gs

. >y

: Untrusted *
Adlg> DHCP Request . DHCP Discover s oly wdl,> a ;58 Untrusted wusog 5> guwigaw )9y
Adlg=; ACK DHCP . DHCP Offer ssla poly wdlb,s ay )58 5,ls 1,8 Untrusted wusog > aS ()90 - Sy

. 3w Adlgs Shutdown w,g  ely ol wbl,)> wigo )5 9 3y

P Sy
DHCP Server a, aS auwigw wygs . 1, 51,8 Untrusted cusog )5 (6,9 Juw Wigw U B Luwd iul dod
. 39,5 ,1,8 Untrusted cusog 55 1 wygs wlw g Trusted cusog 5> LU il o Juain
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: DHCP Snooping Siu,,Sw

Switch ( config ) # IP DHCP Snooping

Switch ( config ) # IP DHCP Snooping VLAN vian —id [ vian —id ]
Switch ( config ) # Interface type mod/num

Switch ( config —if ) # IP DHCP Snooping Trust

15955 cuesl I Untrusted sla w)gs wgi 00 @dl,> DHCP S ply sl (o9 Jiuw wjgo @
oslesuwl M) %iwd )'| ¢ S wols sace @ 3910 |) sl UJ| J.@|9> oo S (N0 ) Lol 05940

Switch ( config ) # Interface type mod/num
Switch ( config —if ) # IP DHCP Snooping Limit Rate rate

2 SL w0 o ool Guyloo a>lg Guizeod . aGS oslaiiwl 2048 (Jl 1 gu) 5l awlei (o juzio S @

ewgw Wygo o2l 5y L 5,8 Saw,Sw ;o DHCP Option — 82 5l eslawl Sly Ulg sw 1) @ zuwigw
@ bgiyo ID g MAC Gw)sl 9 05,5 (sew,pw |, Untrusted sla w,g; 51 sudl,> DHCP Request sl oly
Couw A 9050 DHCP Request ¢ Sauu,Sy ol aseis 5y . ads w158 Option — 82 ol JsIs s 1) wyey

2w adlgs> Jlw,l 550 DHCP 9,0

Switch ( config ) # [ No ] IP DHCP Snooping Information Option

D pasS s odlaiwl 55 9w 5l abbgs e wleMbl ¢ DHCP Snooping wusog oasliw Sy

Switch # Show IP DHCP Snooping [ Binding ]

|, 2l s VLAN 104 | cSgaac as fast 0/36 o fast 0/35 w90 95 pudles (s aS 1S (5,9 Jlie oSy
5 pads 513 3L ply | Ll 5l (s, DHCP Sla by slasi ,iS1as g 03,5 s Untrusted olgic
Olgic 4 Wb wygr ol « 1wl o giga 0/1 wyer 4 Juaio Lo jlxo DHCP jo,w aSiT Juds @ g o

. 33,5 s Trusted
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P ey (s Vi |) guigaw Saiu,Sw 0% 5 Jlio

DHCP Snooping Configurarion

Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 104
Switch(config)# interface range fastethernet /35 - 36
switch(config-if)# ip dhcp snooping limit rate 3
Switch(config-if)# interface gigabitethernet @/1
Switch(config-if)# ip dhecp snooping trust

S a>gi Jbo il )> Show IP DHCP Snooping )gicws (s>9,%> @

DHCP Snooping Srarus Display

Switch# show ip dhep snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANS:
104

Insertion of option 82 is enabled

Interface Trusted Rate limit (pps)
FastEthernet@/35 no 3
FastEthernet@/36 no 3
GigabitEthernet@/1 yes unlimited
Switch#
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: IP Source Guard

5 Source IP ulgic @ |y 395 IP Lw)sl « wleMbl Jlw,l pKid ;5 b,iguolS 5l olsS ;o Ssle s s
5505 iguolS SO IP Gwysl 5l g a6S (séxo |y 393 IP Guwysl 1S 5,8 SO 81 s . auds w8 oly J5Is
a>gi ) JSow a4 Jlo Sy - S by csulaows oo Jaugs, wleMbl (swlod @ Llgi (s 1S oslaiwl
(IP 2 iy ) 2 yiguuolS IP Lw)sl 5l oslasiwl U g 05, (o (IP X ) |, 3¢5 IP Guysl ,So pased « asS
Cwlg>)> @y DHCP Server Lléo ;> 9 1S o wleMbl wowlgs)> 9 diw,9 o ply DHCP Server «
wleMbl ol 51 oslasiwl b 1lgi (s ,SB pasai 9 5,138 (sw Ol )Ll )5 1) wleMbl g 485 (s dowly 9250

LS SHL3 aSuw s 2 iguelS TP Lw)sl g

IPx
=5 [:] P2
—
Laptop Hacker
PC 2
=1

A fa 0/1
PC 1 \:g -ﬂ

-________———-—-__-_ —
IF 3 D"
) .
— Multilayer Switch DHCP Server
PC 3

wiMo> (sulwlics sl IP Source Guard oU @ (sS319 S 5l aiilgi (s 9Smw cowdblS sl guigw
@ bgiyo MAC S )l 2 a4V S guisw by sw aS jghilod . 1S oslaiwl B899 5)00 U A
IP Source Guard sS39 . ailwymo wui a0 CAM Jga> 31> 55 | 593 Sl wygy 4 Juaio Sla ol&iws
MAC o Gyl 5l ey ¢y 9 05,5 oslaiwl DHCP Snooping (sSiu9 loawsi 0aui )9l o> wleMbl
IP g MAC la Guw,sl DHCP Snooping sSiu9 1y ) s wsw o8T o s MS IP sla ywysl U ,blio
S bwgi ool @il Sla WS Wi Gl 5 - (Bl v w4 Jeax J3Is 5 | Ll b sble

35S w8 w3590 ) WHgo U WHgy

DHCP Snooping sS 9 bwgi 030 wowsS IP Guwysl U uly U oly @ by yo Source IP L)l *
il Cowl LS s Lsviwd Whgo W aS saw)sl b g
dgyg Ja_wg.: o wwwS MAC L}U))T L ).;|).g LU pl.u D .]og.g).o Source MAC u.u)bi +*

. 3wl DHCP Snooping
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: IP Source Guard i Sy

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # IP Verify Source [ Port — Security ]

pal 0305 1) 0,0e 9 IP Lusysl Lol a4 Csvws Whgo @ g 23S (swu 03liwl DHCP 5l aS (suld igasolS 5,90 55
: pad> 51,8 DHCP Snooping Binding Joa> J=>Is )5 |, wleMbl ¢l 505 j9iws L 2L

Switch ( config ) # IP Source Binding mac — address VLAN vlan —id

Ip — address Interface type mod/num

: pasS s osleiwl 5 seiws 51 IP Source Guard (sS3u9 @ bgyyo asrog 01dliwe Hehio @

Switch # Show IP Verify Source [ Interface type mod/num ]

,1,8 DHCP Snooping Binding Jga> J=Is )5 Saolius U (sibwd wjgo @ aS (suligizo oadliw jghio

D puS s osleswl M) 99w )'| Xl w)g

Switch # Show IP Source Binding [ mac — address ] [ DHCP — Snooping |
Static ] [ VLAN vian —id ][ ip — address ] [ Interface type mod/num ]
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: Dynamic ARP Inspection ( DAI )

MAC Lyl 5l il gMbl @hg0 55 395 dolio caoow 4 wleMbl Jlw,l oKid ;5 b oKiws Ygoso
oaw JLw,l ARP Request  oly wigo ol )3 .« 2S (sw oslaiwl ARP JSig,y 51 « Next — Hop olSiws
ol dwy w i @ ARP Jga> J=Is 55 ARP Reply sla poly J=Is 55 oaui oxluS MAC Lw)sl g
SD 5,8 Sy aS asS o9 bol L aw; dle> Az W g 0o plxl Lo Sl Sole byll 5> awg
|, ARP Reply guwly g wdl,s |, d wuyMS ARP Request sla oly 9 05,5 Juain aSui @y | 395 olKiws

. 35S Jlul LT o @

IF : 192.168.0.2 IF : 192.168.0.1
MAC (AAAAAAAA AAAA Switch MAC : CCCC.CCCC.CCCC
- %
- o r———

Client
pPC Router
GARP ) GARP
" 102.168.0.1 192.168.0.2

corresponds to

corresponds to
BEBB.BBEB.BBEB "

BBBB.BBEB.BBEB "

=

Attacker PC
IP:192.168.0.3
MAC : BBEB.BEBE.BBEB

U by ol Default Gateway _w,sl 9 192.168.0.2 L yuly PC Luwysl aS 3uS (sw oadliwo YU pgai 53
MAC Address ;| (sl sl PC yigaolS ARP Giuw,yy @ duwly 5> Hacker Jls> . 1wl (s 192.168.0.1
. 5,S aslgs Jlw,)l PC wow a4 59> MAC Address L (sJe> ARP ¢guwl, <, Default Gateway @ bg,o
adlgs> Jlw,)l PC wouw @ Default Gateway  Ulgic au | 595 yiguuolS MAC Address ,Sa wdl> ¢l )
ol 55 . Ad> w ,l,8 Default Gateway lgic a |, (sde> Lw)sl ¢l 393> ARP Cache Jga> ;s PC g 5,8
S8 yigaolS Cow a4 Mg Jlw,l (slol Default Gateway woow a0 LU aS suld aiww adS w50
9 03,5 oy by il awy ol cows a4y 39,18 aS uld Ay wdl)s 5l azy S 9 i s> Jlw)l
Jlw,| 3¢5 zuzo lado Coow U 1) B Aiww Culps )5 S 3,9 . 59l ddles cow ) Hbi 3,00 wleMbl

oS Sld zuwigw . Vg sw ool ARP Spoofing L ARP Poisoning oL a4 wMo> g95 ol
ol U s (Mo 9,0 5l ailgi s Dynamic ARP Inspection ( DAL ) (sS5u9 5l oslaiwl U oSuuw
g0 U |y awgw S wygs 3w DAI (sSig « DHCP Snooping @ awui . 1,9l Joc @ cusiloo
ARP sld oly swloi U gy adlgs> ju=o guiguw wwiyy udy - LS (sw Saw asnb Untrusted ¢ Trusted

ply Untrusted w,q) S aS (silo; . ad> 51,8 (sowjpw dy90 |, Untrusted sl w90 a,b 5l 0ai ol
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c S v uwlio 00l Cow puxo leMbl U |, ol @ bgsye IP g MAC u)sl « 35S sw widl,s |, ARP
5)le0 U b 9 05g) gz wleMbl b yleo ARP Reply sla oly J5I5 55 0ani 0ailS wleMbl aS (sijgo >

» b adlgs osls wliw Log ply Sy g aid;) w5l Heuie WSL c aul aswls J31ao sg>90

: Dynamic ARP Inspection ( DAI ) i ,Swy

Switch ( config ) # IP ARP Inspection VLAN vian —range
Switch ( config ) # Interface type mod/num
Switch ( config —if ) # IP ARP Inspection Trust

oslaiwl 5 whgiws Sy 5l awles s il awly Swlcwl sl ou_sT L suldiguolS as (3,50 5>
VLY

Switch ( config ) # ARP Access — List acl — name

Switch ( config — nacl) # Permit IP Host sender —ip MAC Host

sender —mac [ Log ]

Switch ( config — nacl) # Exit
Switch ( config ) # IP ARP Inspection Filter arp — acl — name VLAN

vlan — range [ static ]

ol o3 03ls L3 O Usls 55 aS Cswysl Sow 5l edls ARP Reply ply Ul aSil 51 oluolsl Jgas sl

2 5)S Ll 1) 505 seiws Olgs (s« a0 b oo JLw,l

Switch ( config ) # IP ARP Inspection Validate { [ src— mac ]
[dst—mac][ip]}
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Securing With VLANS

: Vlan Access — List ( VACL )

L ulgi oo | g cswou 03Liw,9 ;35 SWVLAN Gouw @ 9 oile VLAN S5 U3y )5 aS uld s
Jlw,l 5305 (he) U awisw Whgs S sl wleMbl cul Ly v osysls S wx Sale SWACL 5 oslaiwl
S Olgi i ulmlis 9 39, i 50> VLAN @y VLAN 5 5l 9 5505 518 VLAN S U3y (sisy digais (swoi
5,90 OSwl Guod oinls Hlisl s Sy Olg (o Iy WVACL (o ol 5s. 5,5 Jlael il g,y 4 |, ACL
L Lol « 2oil sw csJgoso SWACL ulos U WRACL 5l welsio WVACL aSiul U . sls L3 oslewl

el palyd | LT Jlsl olSel b g 65,5 aSely | 4k 5,00 Sudls 0lgs s 3w ol 51 oslaiwl

508 eslaiwl >)90 VLAN aiuss wuye Sly )y obgiows o oS e |, VLAN 5l acass Sy b

DS e
Switch ( config ) # VLAN Access — Map map — name [ sequence —

number ]

Switch ( config — access — map ) # Match IP — Address { Acl — name |

Acl — number }

Switch ( config — access — map ) # Action { Forward | Drop | Redirect

type mod/num }

ol sud il Sl aS |y 959 Sl auigw pwS oslaiwl g9 H9iws ,> Redirect  ioly)ly 51 )3
. >)|.'\§ L;\opl.u SU 9 S 5w Jl_w)| p.)_| 05,5 s Redirect H9iwd > as M).A.ul =V |) ool

Switch ( config ) # VLAN  Filter map —name VLAN — List vlan — list
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P ey s 1) lgiws j JSab @ axgi b 1 Jle

192.168.1.0

WV0LAN 2
PC1
192.168.1.1
D 192.168.1.2 192.168.1.3

= ] ]

.‘d’.‘ .‘d}‘.ﬂ PCZ

PC1 192.168.1.4
PC2 PC3
o
PC1

PC4

switch

PC 3\/

: paays s | Access — List Jol

Switch ( config ) # Access — List 100 Permit IP Host 192.168.1.1 Host 192.168.1.2
Switch ( config ) # Access — List 101 Permit IP Host 192.168.1.1 Host 192.168.1.4

Switch ( config ) # Access — List 102 Permit IP Host 192.168.1.2 Host 192.168.1.3

 pasS puawyi | VLAN atinss U puaangs s |, Access — Map

Switch ( config ) # VLAN Access — Map Cisco 10

Switch ( config — access — map ) # Match IP — Address 100
Switch ( config — access — map ) # Action Forward

Switch ( config — access — map ) # Exit

Switch ( config ) # VLAN Access — Map Cisco 20

Switch ( config — access — map ) # Match IP — Address 101
Switch ( config — access — map ) # Action Drop

Switch ( config — access — map ) # Exit

Email : Koliji_Cisco@Yahoo.com / (s« 23S eadl /| www.commandsource.org

i



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

Switch ( config ) # VLAN Access — Map Cisco 30

Switch ( config — access — map ) # Match IP — Address 102
Switch ( config — access — map ) # Action Forward

Switch ( config — access — map ) # Exit

Switch ( config ) # VLAN Access — Map Cisco 40

Switch ( config — access — map ) # Action Drop

Switch ( config — access — map ) # Exit

D paS 5w Jlocl| VLAN 2 Sg) |)VACL Ji>

Switch ( config ) # VLAN Filter Cisco VLAN —List 2

: VACL saslino jgiw>

Switch # Show VLAN Access — Map

: Trunk WYlail U ,S ol

5S03Ss b Trunk wVlail Slogil slxul @y oladl DTP JSGg,u 5l oslawl b aiilgs (s 95w Sl zuigw
sow US| Lol ¢ ads GualS 1) aSieds aupo LU gy (o JSion ol 51 SxS 0ppr aSiul b . sl
S9y 5> JSay ol Cumbg LB Ui wigo . ilw G pdld sl ) Ol LS S0 eslewl
595wl )y S0 Caxadgw HS| byl s ol 5> aS . cwl oonw osls )18 Auto Ul guisaw Sl w gy
W90 U Wygs 95 Ul pwlo trunk Jlail « sulos Jlw,l je50 wyes Sl 1) Trunk Jlail sll 5 Csuso

Ao adlgs 518 Slegsl

Jaio yiguolS o @ w,ls )18 Access wusog )> aS auwigw S wig 5l plaS e Sole bl >
S, 1591 0,0 5l eslaiwl b g 1wl asls )18 d,gumolS 51 oSy vy 5> L0 5,8 81, aal sw

Gowlgs>)s 9 1S oslaiwl sgw guwigw Sl Whgr LYY Liuw wueog 9 DTP JSGgy 5l Mlgi (sw ¢ ol
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g%l Ulgi (s csdaul s i 5>+ diw,8 guwigw @ygy Sk | Trunk Jlail Sulegil slaul o (suno 39>
cowl 0l 518 awisw S S @ 1) 3935 j9u50 yiguolS asS 5,8 Uly

Catalyst B

Trunk WLAN 20
VLANs 10.20.30
switchport mode dynamic auto phsaned < | NI >

switchport trunk allowed vlan all - -

\ i g

I
i
I

Catalyst A /

Default Switch Port Configuration:

Megotiated Trunk ‘u"l VLAN 10 /
VLANs 1-4004 ° "

Via VLAN 20
a7

An Example of Swirch Spoofing ro Gain Accessro a Trunk

4 jlxo aS uldVLAN adsS a, by wleMbl (swloi Llgi (s ,Sa 5,9 « trunk Jlail s,l,8, ;1 as
Aod Coww U | 393 1 5,90 S8l Wlgi o Guied . WS WBL)s | siiws trunk Jlail ;1 eslaiwl
A sw vbiw | go)liew ol J8 axsn S0 . S JLw,)l VLAN

) 39 o0 Juaio d)igasolS @ aS guigw S Wy Vlgi (o WMo 5l g9 Gl €989 5l SHS Ui Sl
Jeaio USol U puwiS Jled e |, ausgw sl Sld whgs cswolod 9 puds 1,8 Access clls s (siwsd Wygo
ool Aol sg>9 Ll 4 eaKiiws gud wiuw

: Access wlb @ guigw Sld wHgs Saiu,Sw

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Switchport Access VLAN vlan — id

Switch ( config — if ) # Switchport Mode Access

P9y Canoy Gilod Hgiws

Switch # Show Interface type mod/num Switchport
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: VLAN Hopping

03528 VLAN o,locis wwiyi w9 03900 @802.1q tag s, Sicws @y pladl ;S 5,8 oMo 5l g95 ol >

035uS b, awigaw « HS il Az 5> L ules (s pAsgei 3935 L 390 o)loci U L) W 0,9 J3Is 5y ealw
Oui> s> 5y aS cowl oaui JLw,l ;50 VLAN S5 5l ol ol @S cnwliS aslgs ol u 1) uo,8 oly

b owl osls vl |) ados> ol pll powwsSo 5oy JSow

Catalyst A Catalyst B
d VLAN 10 802.1Q Trunk VLAN 20
- =) .
Native VLAN 10 ﬁ E
,'\ afive

V%N VlégN Payload [=—— 2 { V;E\N Payload ———-3» ( Payload [~ — — == Payload
VLAN VLAN
10 20
1. Attacker Sends a 2. When Catalyst A 3. The Packet |s Received by 4. The Packet Criginally
Double-Tagged |s Ready to Forward the Packet Catalyst B; as the Second Tag Is from VLAN 10 Is Now
Packet onto His Local onto the Trunk. the First Tag Is Stripped, it Appears to |dentify Sent into VLAN 20!
Access VLAN Stripped Because it |s the Same the Source VLAN as VLAN 20

as the Trunk's Native VLAN

VLAN Hopping Arrack Process

wldoc (su=s ) Double Tagged w g0 a0 suld ply 9 awls 51,8 VLAN 10 J=Is )5 ;S 5,8 Jlo ol )
W SD 5,9 ol wis> > L S v Jlw)l g skl ((cowl oo plil puyd Se; 4 5L 9> 802.1q tagging
Sy Shls aS 1S (s dgnily SHeb auigaw Wsly wuyd jehhie @ lol wowl oain Jaie trunk Jlail S

c il v gwgw L trunk Jlail

a4 bgsyo 0)louis Sgl> Tag uogs ol cwl dado aS auil sw VLAN 20 o,)loei Tag ol wdls ol )
¢ 5S® Sgw 5l puyd ol w8, 5l a A auigaw s oul 5 L s,ls L8 Ol s S 5,9 aS eewl VLAN 10
Tag ool 5> &8lg VLAN 10 o,lonis aSil Juds @y bol . 5,8 aslgs trunk wes (ausb 5l Of culad ay pladl
ol trunk JLail s puy9 colas 51 J8 A auwgw oplply wowl trunk Jlail a4 bgs o Native VLAN Ll

ceaaly aslgs 4 puyd Sy, 5l 1 tag

5L 0 s puyd aS > 55 o tag Shls 1205 j9150 purd aS WS (w0 9.5 HIS ol el b A gudew
ol tag csawnr b 9 03,5 w8l ) oly ol B @wisw 5305 Sow 53+ il s slsse550 550 tag & 5l pd
tag ol aS als sw bol . 39 wwlad 393 daso @ VLAN 20 (guyb 5l 0L oy ol aS 3900 (w0 a>gio
5,9 ,hi 3,90 aS Saaso U B ply Cwgy ol Az )5 - cowl 0w 08 o8 SIS )5 S 5,9 bawgi

L sl osliw,d sy S
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Sl . wowl tag vea, sla Native VLAN 5l oslaiwl wMo> g9 opl 390 Judd> a5 ol auolg MolS
: 23S Jloel trunk wVLail 5590 53 15 525 Uwgy 95 51 Sy 2L WMo 5l e95 ol 595 51 SySel>

ol - uds 51,8 5, sl oslaiwl sye0 aS sliT SWVLAN 5l (sSo U wly |, Native VLAN o,lons
g pll a0yl WS w trunk Jlail )18, 55 aS olBiws 95 8 Sgy 1L LS

. <owl Native VLAN @ bgyyo S puyd Us)S s tag @ guisw Us)S Heumo 505 Lvg, +

trunk wVlail (swloi g, ;> Native VLAN a, bgs o Sld o098 Us)S Is tag @ auwigaw ubw j9uxo Sl
D pasS (s oslaiiwl 5 Hgiws 5l

Switch ( config ) # VLAN dot 1g Tag Native

: Private VLAN ( PVLAN )

Su J>1s 5> 8lg sla olBiiws awlgi (sw g, 5l esleiwl @ 5L w9y ¢ Private VLAN (sS359 5l osleiwl U
23S puniy (salizeo gyl a>lgs @ |, VLAN

Sod aS owl 03y 51,8 VLAN S U315 55 1) 3¢5 Syiiian (i ISP &S aS auS o9 Jlio Ulgic
Cowl cspu bol . w88 sisdlgs 0,00 3,15 L3 ISP aSeis J5Is 5y aS ulus, Default Gateway Sl Lesl
rizod g ot Jla,l 305 Syiine coew 4 Wl B Syite il 5l plaS 18 W bgiye (sl Sl as

+ 90 03Lw9 545 ISP &S 5 5> 889 serw Sy wls Sy ol

Jooo SWVLAN ;l plaS 18 wes> 5> . asS Brby |) OMSiw (ol Ulgi 5w WPrivate VLAN SwoS L
ol 5l plaS 58 @y aS wgi Jypaws (Sub = VLAN ) ,301S) 5l gl aub iz 4 Silxo wigo ay Ailsi (swo
S d3 s gdlyg Sl oKiws swlod iy e . deub o aisS Secondary VLAN  s>lgs
Lol 039s ( g, wygs dilo ) Primary VLAN 5 g8lg sSla w,gs U bls,l 1,8, a, ;58 Secondary VLAN
a, Secondary VLAN &, wlixo glgil . 5,10 ;5> slaSecondary VLAN U akuly )5 1) 8 ¢l sublss

GOV VI RUWIY

¢ Lol as,S 1,8 Isolated VIAN & U3y 5y awigw 5l wsbjer S sujge > : Isolated *
)ip L )9 UJ| U.uLo d\bl.ld)l Lol o>gs Primary VLAN > &9|9 Sl Oy U Swwyiowd )b@
. 5,S adlgss 1,8, W VLAN Secondary
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»B ool asS L% Community VLAN S JsIs 55 aS uld wygs swled : Community +
)8, WSecondary VLAN ;S5 U wjhgs ol owlo bbbyl Lol e3¢5 Primary VLAN ¢ ;30185 U bli)l a

NS .L&|9'zi

5,90 PVLAN Sgy)licw 53 @S uld @y 5505 L ol byl 10U sSu5d O 0 g9 US)S s 5l a
@y 505 Eloil 51 Sy 55 b 1 wysr xa IS Wl 5 L asle paxin |y WS asles 18 eslaiwl
HESLY

29250 9 + 394k s Juaio Jlgnld b g 39, Sy 4 Vgoo guigaw wyes ol ¢ Promiscuous 4
. owb awls 1) Primary VLAN =1y Sl w90 swlod 51 2 a4V S el wdl)s 9 JLw,)l (sublgi 3l

D aS Agui o Juaio 15 host gg5 18 b igaolS oliws S s Veomo wygs ol @ HoOst *
ool acwls sg>9 Community L Isolated glgil 51 (sSu @ 2lgi (50 HOSt w90

o dliwo . ad> sw wliw |, PVLAN Sgylow )3 W whgs gleil ule bls)l 51 sl eslw Jbo 5y JSow
SU U igaolS SO G ol ) 9 0L Juaio Community VLAN @ a)iguolS 5l (o0 aS awlo,d s
. ewl 000w Jog Isolated VLAN

Secondary VLAN 10
D 111 (Community)

Secondary VLAN 30 91
D 13 (Isolated) =~~~  mmemsspessss F-}'}:'i

L ]

E Primary VLAN
H (Promiscuous)
[ ]

L ]

1/4
------------ :

1/5
Secondary VLAN 20

_—__ (Community)

——

Privare VLAN Funcrionaliry Wirhin a Swirch

L

Host Ports
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: Private VLAN ( PVLAN ) i,

1 5)S pudles 3L 5,90 Secondary VLAN iz U S5 sl @y pladl ol s

Switch ( config ) # VLAN vlan —id
Switch ( config — vlan ) # Private — VLAN { Isolated | Community }

Ll o sdol VLAN ulod g38lg > Primary VLAN . puwlos sl |, Primary VLAN & 3uU 09> al> )0 5>
25 whgiws . 30 puansi lio (Sub — VLAN ) (s>lgi @ PVLAN (58509 5l oslaswl U cowl )8 aS

: 358 w8 oslaiwl 5,90 Primary VLAN & way,=i Slyy

Switch ( config ) # VLAN vlan —id
Switch ( config — vlan ) # Private — VLAN Primary

Switch ( config — vlan ) # Private — VLAN Association { Secondary — VLAN — list
| Add Secondary — VLAN —list | Remove Secondary — VLAN — list }

L PVLAN 5 gt 20 ksl (s

s dwlos pasiw |) PVLAN S5 )5 Whgy »8 s o) Hgiows 5l oslaicwl b lawl s

Switch ( config ) # Interface type mod/num

Switch ( config — if ) # Switchport Mode Private — VLAN { Host | Promiscuous }

Secondary — VLAN U ,blio U | cowl oous Ll Lol Sy 55 (999 e5ws aS Host Sl @y 5l plas 1o
. .LuS S\O oslawl M) )9awd _',| )lS UJ| &5|).g DD )|)9 Cl.]og.g).o sL&Primary VLAN 9

Switch ( config — if ) # Switchport Private — VLAN  Host — Association Primary
— VLAN —id  Secondary — VLAN - id
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a pladl LU cowl oy >l Wl g, 5 L8 axés giws aS Promiscuous S wygs 3,90 5 Lol

P AS swo oslaiiwl o Heiws LIS el Sl . awwles Mapping sau S

Switch ( config — if ) # Switchport Private — VLAN Mapping Primary — VLAN — id Secondary —
VLAN —id | { Add Secondary — VLAN — list } | { Remove Secondary — VLAN — list }

Ol |, g S9) 5> PVLAN Sy 305 Jlio 53+ awloyd asgi Jud axso 95 JSii Olad @ 1 Jlko
1 ol o3l

Configuring Ports wirh Privare VLANs

Switch(config)# vlan 10

Switch(config-vlan)# private-vlan community

Switch(config)# vlan 2@

Switch(config-vlan)# private-vlan community

Switch(config)# vlan 3@

Switch(config-vlan)# private-vlan isolated

Switch(config)# vlan 100

Switch(config-vlan)# private-vlan primary

Switch(config-vlan)# private-vlan association 10,20,30
Switch(config-vlan)# exit

Switch(config)# interface range fastethernet 1/1 - 1/2
Switchconfig# switchport private-vlan host

Switch(config-if)# switchport private-vlan host-association 100 10
Switch(config)# interface range fastethernet 1/4 - 1/5
Switchconfig# switchport private-vlan host

Switch(config-if)# switchport private-vlan host-association 100 20
Switch(config)# interface fastethernet 1/3

Switchconfig# switchport private-vlan host

Switch(config-if)# switchport private-vlan host-association 100 30

Switch(config)# interface fastethernet 2/1
Switch(config-if)# switchport mode private-vlan promiscuous
Switch(config-if)# switchport private-vlan mapping 100 10,20,30

. CiQ)SEPLOJSi*Ub

Switch # Show VLAN Private — VLAN
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: Primary — VLAN L WSecondary — VLAN wsls 1,8 ,bluo

el 30 S50 oo plzl @y 5Ls il Sg) 5 SVI e @)y 9 3 AV Sa audsaw I oslaiwl pEis )
ol mizod . pul 03,5 200 o,locis L Primary — VLAN & sl @y o108l guigaw S Sy, > aS asS (o,9
routing wldoc ;> aS o3g; VLAN 200 J5Is 5 5¢3 @0 Logaxo IP w)sl U SVI W, g S Sy auigw
|, Ll 9 05,5 community VLAN 50 g isolated VLAN 40 slxl @ o8l 535 Jlio 55 . ulos (s @S i

: pal 051> 51,8 Primary — VLAN 200 L ,bluo

Associating Secondary VLANs to a Primary VLAN SVI

Switch(config)# vlan 40

Switch(config-vlan)# private-vlan isolated
Switch(config-vlan)# vlan 50

Switch(config-vlan)# private-vlan community
Switch(config-vlan)# vlan 200

Switch(config-vlan)# private-vlan primary
Switch(config-vlan)# private-vlan association 40,50

Switch(config-vlan)# exit
Switch(config)# interface vlan 200
Switch(config-if)# ip address 192.168.199.1 255.255.255.0

g osls Jwl 3 @V abaw > |, Sy wlg sw Primary — VLAN 200 lul,w ool )
Jwl 2 a4V adaw 5y Lo | oleMbl 6,ls 51,8 Primary — VLAN ol J=Is 5> aS sulaSecondary — VLAN
LU WSecondary — VLAN 5,50 ;5 3 @V adaw (> wleMbl Jlasl us,S iy el Sl bl . sl uslgs

Sy jw SVI w,g) Sg; 55 Mapping Sau Sy 4 pladl

Switch ( config — if ) # Private — VLAN Mapping { Secondary — VLAN —id | Add
Secondary — VLAN — list | Remove Secondary — VLAN — list }

Dol pudles (999 Jlio 5,90 5
Switch ( config ) # Interface VLAN vlan - id
Switch ( config — if ) # Private — VLAN Mapping 40, 50

-

. paS 1>l Ol sg, |, Private — VLAN (sS3u9 pwilgi U ool assals Hl,8 Transparent Mode > auigw U
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