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In file /etc/login.defs (change value)
PASS MAX_DAYS 60
PASS MIN_DAYS 0
PASS MIN_LEN 12

PASS WARN_AGE 8
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Odisable file sharing service

#service smb stop
Shutting down SMB services: [ OK ]
Shutting down NMB services: oL

uninstall smb service
#rpm -e samba-client
#rpm -e system-config-samba
#rpm -e samba-swat
#rpm -e samba
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# ps —a S 0 o Dyl Jlomgs s Gl b3 ciyles o

# netstat —a S 0 patntaly 5l sl g b3 oyl ol

# chkconfig —list 383 0 Uty b gy 2le3 b cumiog ciylus ool
# service stop nfs 0555 g0 1395003 ol mtayes (Ser! gl sglate 4y
# netstat —tulp S a o |y izl Jlomys 6t sl caygy poled ciylis ol

o5 g0 agiess Gl el Jlomys Sl e Sl Bl 5l
# Ibin/mv /etc/rc.d/rc5.d/S25netfs /etc/rc.d/rc5.d/K25netfs

O 5- rename S25netfs
O #mv Jetc/rc.d/rc5.d/S25netfs /etc/rc.d/rc5.d/.S25netfs
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O # mkdir /usr/local/tmppartition
O # cd /usr/local/tmppartition
Sl opp>3 g Liad cobKa VL s L O
O # dd if=/dev/zero of=tmpMntbs=1024 count=100000
s Bl o (9905 cuad -
O # Isbin/mke2fs /usr/local/tmppartition/tmpMnt
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cp —R /tmp /tmp_backup

tMpP & 46 oeee MOUNTt -0
#mount -o loop,noexec,nosuid,rw /usr/local/tmppartition/tmpMnt /tmp

rm -rf /temp_backup O

e o o 41y JalS sajeee ChMOA pgristy-#
# chmod 0777 tmp
oS 8 5y 0b 4ol plaity -V
cp —R /tmp_backup/* tmp/
i o B |y Lty -A
rm —rftmp_backup
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create temp partition
# mkdir /temp
# cd /temp/
# dd if=/dev/zero of=tempmnt bs=1024 count=100000
output :
100000+0 records in
100000+0 records out
# /sbin/mke2fs /temp/tempmnt
# mkdir /temp_backup
#cp /tmp /tmp_backup
# mount -o loop,noexec,nosuid,rw /temp/tempmnt /tmp

# chmod 0777 /tmp
#cp -R /temp_backup/* /tmp

#rm -rf /temp_backup

ONONONONONONONONONONONONONG.
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# SMTP daemon options
O DaemonPortOptions=Port=smtp,Addr=127.0.0.1, Name=MTA

In file /etc/mail/sendmail.cf edit line

#SMTP daemon options
O DaemonPortOptions=Port=smtp,Addr=127.0.0.1, Name=MTA
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#netstat -anp --tcp --udp | grep LISTEN
#netstat —anp

#nmap -sT -p0-65535 <server IP>
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permission 777 1, b Lt «s .Jfind / -type f -perm 777>> world_writable.txt ..
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check permission files

#find / -type f -perm 777 > /u01/permission.txt
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ssb o /Usr/local/apache/logs ,us ,s apache b sy wi
weeklly checking files :
/var/log/messages
/var/log/secure
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644 (rw-r----)
108l (FOOT) 11,5 55 5l S e 5 555 sy
/etc/passwd, /etc/shadow & /etc/group
1asly 25 ege 4 /E1C/PASSWA& /EIC/Group sl Julbsme 5 555 sy
rw-r--r-- (644)
1ably 5 ego 4 /EIC/SNAAOW o Jiljame 5 55,5 sy

check opermission :
[etc/fstab 644 (rw-r--r--)
[etc/passwd 644
/etc/ashadow 400
[etc/group 644
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# cd /etc/
# rm -f cron.deny at.deny
# echo root > cron.allow
# echo root> at.allow
# chown root:root cron.allow at.allow

# chmod 400 cron.allow at.allow
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Protocol 2
PermitRootLogin yes
PermitEmptyPasswords no

Banner /etc/issue
Authentication ,s ShOStS; TNOSES st 5l ssliea! pas

IgnoreRhosts yes
SSH 1y TNOSESwb s colis cugn gyl sslin! pas
RhostsAuthentication no
RhostsRSAAuthentication no
HostbasedAuthentication no
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AllowUsers admin,...
DenyUsers
MaxStartups 1

edit file /etc/ssh/sshd.config
Protocol 2
LoginGraceTime 1m
PermitRootLogin yes
SyslogFacility AUTH
PermitEmptyPasswords no
IgnoreRhosts yes
RhostsRSAAuthentication no
HostbasedAuthentication no
RhostsAuthentication no
AllowUsers root oracle
MaxStartups 1

ol bl ghadil a8 )5 same 5959 e 59y 5Ua ey s
LoginGraceTime 1m (or less — default is 2 minutes)
SyslogFacility AUTH (provides logging under syslog AUTH)

L2l o 3lm LT sty oS Sl nd
b o lme oS S8
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Auth.info /var/log/auth.log

ks ,/Varf/log/auth.log i SLs «

check file /etc/syslog.conf (log file path)

22



—a xS PACITIP W& oa1s 21 LA

ks eslio oyl Gl DZIP2 5 ZIP AN [0 olsyl
o3t gl o Jlis &5 stz tATDAN sl 51,1, ANl 1z TAr ACRIVE el & agisils 51 o 51 BACKUP ws sobass &

dles ooliul §ZIP sl ¢ of o0
tar -cvf archive_name.tar dirl dir2 dir3....

gzip -9 archive-name.tar

backup sterategy : exp/imp Rman standby
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[etc/limits.conf (limit user access)
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Jes & Named .., SYSIEM SEIVICES i j5 455 ol tErminal s 1, SEIUP jsrs oy o ssbata o

Sge0

diable DNS service (named)

#service named stop
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options {version " "};

OPLIONS ons 45 5 05505 30 1, /€TC 45 w31y NAMeEd.CONF L6 jslais o
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options {
recursion no;

fetch-glue no;
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Safe_mode = on

In file /etc/php.ini
safe_mode = on

29



Py 5298 caladhie o LIVERSION Li-ga

' I - 4

Sl & A A
- e Jlas! 1y 5 el Nttpd.conf e s

ServerSignature Off
ServerTokens prod

In file /etc/httpd/conf/httpd.conf

ServerSignature Off
ServerTokens prod
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In file /etc/ssh/sshd.conf

IgnoreRhosts yes
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awk —F:’{print “username:” $1}’ /etc/passwd
check users and groups

users: #awk -F: '{ print "username: " $2 }' /etc/passwd

groups: #awk -F: '{ print "groupname:" $1 " Gid:" $3 " member_list:" $4 }'
/etc/group
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awk —=F:’{print “GroupName:” $1 “GID:” $3 “MemberList:” $4}’ /etc/group
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Find / -type f —perm -02000 —Is
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Find / -type f —perm -2 —Is

chmod a-w install.log

chmod g-x install.log
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service xinetd stop

chkconfigxinetd off

[t A

ol |
() A %@

- -Iv

\ -
@Q/;\f%\,\/.\

scp —r /u0l1 root@10.33.1.x :/u01

POV | I A"

o LT a1

D g 035 Jlab et 090

SCp )‘1 saleiw! 052.3

41



i  ® 2 4 A& 2 2y oa. s 2laale 473 I\

- - I - - —

el e b O Bip (sle o et 58 (59 30 39790 SleMbl & a5 b &S aisl o Ly o 5

42



@\“(\AAAD &N (\f%/\ <>/\ A A K;\?\) Q?AAA - A_5 'wrrbwa A n Q%/_\ I] ﬂﬁ [-;:’/\

b ol Jlade Jslas ¢ il o Cloas! cde by museo ylade syl ptus pse

590313 OtNEr sQrOUP & uilgs pusyiuss Joloo 5 sty + - YY

43



@ SN, . - 2 a it alt 1o o~ By 4T aa

295 2 &5 ol ol Kooy 3ol 8 0,53 [ELC/PASSW 16 35 o polslis oylets ol &5 sl pabuslis oyl shls Sing 4 52,05 o

o (59 «GID» 09,5 359 6343 « UID » gx)lsggbbwﬁdggblé

S5 (0 hago UID=0 gl 339 398 Iy uSaid (slajgzea plas ..\3‘33?» 35 oyl 8331 9 6399 pe 4 Glate «  » @Loh.& 35 4S5 aubl dtsls dorgl

Db pasela Jilud i ¢LAM .6.,;51.: &, q’v‘ﬁ)ts rw 0'93,#» Oyt yaiud yauuo b

awk -F: {if ($3==0)print $0} ‘ /etc/passwd
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