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Device Options

This device uses sip technology.

secret d882uelestzal
dtmfmode rfc2833
canreinvite no

context from-internal
host dynamic

type friend

nat Y5

port 5060

qualify yes

callgroup

pickupgroup

disallow

allow

dial SIP/201
accountcode

mailbox 201@device
deny 0.0.0.0/0.0.0.0
permit 172.22.22.0/255.255.255.0

MBp owlad)sbl alibls uwytws 172.22.22.0/24 2)b ) ip olad ay oxibs asls djlal )5 a3 JSib oo )
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Elastix default accounts

Main username and password in linux: e

Username: root
Password: palosanto

Main username and password in web interface: o

Username: admin
Password: palosanto

Sugar CRM: o«

Username: admin
Password: password

A2bill: o

Username: admin
Password: mypassword

or

Username: root
Password: myroot

Operator Flash Panel (from 0.6 version): e
Password: elLaStIx.2007
Freepbx: o

Username: admin
Password: admin

vtigerCRM: o

Username: admin
Password: admin

MySQl: o

Username: root
Password: eLaStIx.2007




Advanced Security Measures

23108 @unled Jud g3l )

Perimeter Firewall / Router e
Elastix Firewall e

Fail2ban e

SSH e

VPN e

Monitoring e
Jlgplé ¢ Sip Jolas e
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(335 a@s \yo gdy 03) )b
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Sasew! 58 ool
Ailay (Bl 08)s Uiy )b W 304 (SLs )3 PGIE 3 B3l )3Ty 3)ls 3089 Joss 3l )l )3 Rule 3 .3
:Rule 3 o)

003 olas 1) 33)5) « a3ib 2)la elastix jl a5 5381)3 s (0 d)lsl a5 Cuwl (,3gils : Rule20 -
Gsl)3 Awl ) 35 Cuwledys 1678 Cyg Gab il 1) ) guagyw Elastix )5 JBs (sl (¢l
salga 1) elastix ay 39)g djla) abL ip gv)sl ples § Oy Oras A Wloa 5 (,3)0 )s (ANSY
Qs

o3l @ G sid match Rule au b (53815 )51 031 pls.cawl (o Rule pla3 slp deny :Rule21 -
o (0 Reject swy Rule

.31 oadd Forward a5 ¢ale 538l)5 sl Lel Gl o Rule pls3 sl Deny 3 g3 o) :Rule22 -

Laub Rule . elastix lLac g 3135 (.2 )1)3 Rule22 gasly )5 x3i5 ayyel sagsa Rule Lai )31 a5 ) )3l a3ss

{23 0936 3 31 1300 )suiS Culsa Josa UG @ )y Rule Lad a5 ¢3le) G S (3 Ga )y

galwa 1y 1y asls google ys Rule20 ay s 5 iy asleib) (sly

Ip Tables Connection Tracking
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Firewall ¢ jbw 29334

)l 39388 1y olip ow)ys § 3aiS iy’ SSH (sl Rule sanlgay Lasb sl

1330 Rulel0 @

N ¥ " . 0.0/ - Source Port: ANY C o~
1caa (ﬂ s IN:ANY  0.0.0.0/0 0.0.0,0/0 cP e R T ¥ P
:3ai5 ()5 EDIT
‘t Edit Rule
| Save Cancel
Traffic: INPUT =
Interface IN: ANY ihd
Source Address: 0.0.0.0 /10
Destination Address: (0.0.0.0 /10
Protocol: TCP |
Source Port: ANY =l
Destination Port: 55H |
larget: ACCEPT |=

o) A3dS (s o)) (,2)0)s a5 s (0 Source port/Destination port Lad Cramd ()3) )s
()5 )y Elastix ay 5381)3 39)9 (5 d)lal a5 (,3)93 )sn3ye )))8 Destination port )s Inbound Rule

ow)s! 30)9 ¢s d)lal (gi3 Caysgans ) ellel (s § 3315 s9aas 1) 34 SSH port s303 Lash 3)laiBw) Oygwo
Subnet mask .@l asls )18 1) 24.11.22.23/32 ip gwys) JBs 3) )s.a3)ls source address js |y gola ip
Cunlgd)s 33193 (0 24.11.22.23 b guy @) 23)3 )ohis host gi3 plgic @ ip g3l QLI Jus a3 1) 32
0 (24.11.22.0/24 s35ls ) 335 2)s 1y 308 a5uibd i (5| )0 3331g3as 3)lad host ip 5y Ladb )51 iS5 SSH

335 Save guyw
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el

Y Edit Rule

Save | | cancel |

Traffic: INPUT EJ
Interface IN: ANY EI

Source Address:

Destination Address:

Protocol:

Source Port:

Destination Port:

24.11.22.33|/(32

Target:

0.0.0.0 /0
TP [+
ANY [+
SSH [+
ACCEPT [/

A5y Lol 3333 SSH Laud )op @y aSud o) 3 33193 0 ip I (,83) J2 ip Gy bES Cilyaas gl Jlacl

3033y 1) New Rule.@iS chnes glesgd aSub (sl 533 Rule 330 Syghs olesea lan

| t, New Rule
Save | | Cancel
Traffic:

Interface IN:
Source Address:

Destination Address:

Protocol:

Source Port:

Destination Port:

Target:

INPUT E]
172.22.22.1!/ 24
0.0.0.0 /124
TCP E]

ANY B
SSH B
ACCEPTE]

@ . wlis olas @ )y rule ¢ sais Save.(172.22.22.1/24) o) lan aSub ples Source address
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oSy )3 Cadol ‘Q

ol m W meANY 000,070 0.0.0.0/0 uoe i ¥ W

1090 w W MANY 2841223332 0.0.0.000 TCP e i ¥

E 110 w Er IN:ANY 17222220024 0.0.0.0/0 TCP R N ¥
1200 ,"j ie If: ANY 0.0.0.0/0 0.0.0.0/0 TCP ii;,rijf:a::‘ SMTE '\,3‘ '@

1326 ,’v - IN:ANY  0.0.0.0/0 0.0.0.0/0 TCP P A A ¢ ¥

1400 ,’v s IN: ANY 0.0.0.0/0 0.0.0.0/0 TCP AT g O 9 &

Sy 095 § external sle aSub slp ol @) A3a Lw ssh sy rule gy 335 (0 d3alis a5 jgbiles
Sighd i mSeiy) ip table Lol cuwl )5 ol y5as sla firewall ys )5 o3) a5 31305 U internal

Sy

ov)sl A3 @ )y sip )51 a5 535 angd 35 ol @ Lelsass ks )y sip rule Labd ssaey 3)a3 )y -
330 glabs guy aubl aiibls 1) 305 sl gulal elad psib cancel ¢ Ssles) 1iS sgaas external
(3300 gy )y Jlg) oses o RTP sl )ssl alals @a internal rule Sy a5
:ip table ¢ okl (AG
L0503 cuad Ladd jopw (5o a8 )l Ip table .1
ip table s restart ay b ) sylsd table os)S flush G save sl command line a )by .2
(G
3wy G 0 )y o o) @o CLi )5 33193 (0 335)3 Jlach )y 308 (sla rule « GUI ys aSiyl jl sy .3
P )
Iptable —L
S)aiip table «start a s)bs 4

s 9 Jlgm
SeiS a8 @bl atibls Lwyiws Elastix GUI ay @ilgT o3 Uls g @3)5 Sl |y HTTPS (80531 )b ay @

:aa3)y 1) 12) )o3ws linux prompt s g sagib Jog elastix @y s33)y sa3lg3 .o SSH join )51 o
/etc/init.d/iptables stop
S .35 save ol )l a2y g a5 Ja )y Jails g aid) firewall Cramd @y a0 Juwog GUI ay M

335 reboot )by (53 @iSys sleiiby Lol Cunyg (5H33s )5 @
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P Juat

elastix ¢t (il s feature J5%20
23108 easled Jud gl )

Fail2Ban cuay e
apfcuny e
bfd cuos e

Csf slainly g a3 ©

39




‘,&ngUocﬁgd“Et'

Fail2Ban «<
fail2ban-0.8.4.tar.bz2 L6

http://sourceforge.net/projects/elifetech.u/files/security/fail2ban-0.8.4.tar.bz2/download
2 00d agai-1

tar -jxf fail2ban-0.8.4.tar.bz2

cd fail2ban-0.8.4

python setup.py install
/usr/src/fail2ban-0.8.4/files/redhat-initd /etc/init.d/fail2ban cp
chmod 755 /etc/init.d/fail2ban

cd /etc/fail2ban/filter.d

touch asterisk.conf

asterisk.conf lglas -2

asterisk.confcisoys
http://sourceforge.net/projects/elifetech.u/files/security/asterisk.conf/download
2315 a3 s a3l ) p&is g )

maxretry =5

bantime = 600

-3
/etc/fail2ban/jail.conf file a 1y asterisk-iptables
35 adbsl

# /etc/fail2ban/jail.conf

[asterisk-iptables]

enabled = true

filter = asterisk

action = iptables-allports[name=ASTERISK, protocol=all]
sendmail-whois[name=ASTERISK,
dest=youremailaddress@somewhere.com,
sender=fail2ban@somewhere.com]

logpath = /var/log/asterisk/full

maxretry = 5
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[general]
dateformat=%F %T

Sasew! 58 ool ‘Q

-4

/etc/fail2ban/jail.conf yuus ) )s ¢

335 (d)zs ool ASib plgic ay 1)3gh ip aSub
ignoreip = 127.0.0.1 192.168.1.0/24
(3233 )3 Cuwlga b 3)90 9) lo ASuid (1) (i)

-5

35 adLs) /etc/asterisk/logger.conf Jse @ )y [general]

asterisk -rx "module reload logger"

chkconfig fail2ban on
/etc/init.d/fail2ban start

iptables -L —v

41
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apf e
:Advanced Policy Firewall(APF)

) 1) O3 03)5 A 9 )0 9 Yo )s iptable Jyuis assbg
2iS0s )18 bL3) reactive address block(RAB) bwg3 BFD 4

:Brute force Detection(BFD)

fail2ban Jis ..ip 03)5 Seb g fail login Jy3is slp

)y T Laids ops Ca)Tl @ a5 ¢3)0 )s
$Sh e @s Ly
http://sourceforge.net/projects/najafi/files/voip/apf_bfd/install_apf_bfd.sh/download

:L000 004) ¢

chmod 755 install_apf_bfd.sh
Jinstall_apf_bfd.sh

:manual o)go @ ol
o Jols CdL)s

http://sourceforge.net/projects/najafi/files/voip/apf_bfd/apf-current.tar.gz/download

http://sourceforge.net/projects/najafi/files/voip/apf_bfd/bfd-current.tar.gz/download

tar -xvf apf-current.tar.gz

cd apf-9.7-2
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chmod 755 install.sh
.Jinstall.sh

tar -xvf bfd-current.tar.gz
cd bfd-1.5

chmod 755 install_apf_bfd.sh
.Jinstall_apf_bfd.sh

APF

b ys etc/apf yuwes )s pl config Jald g..5)ls 3w Slaslhi3
.cwlconfig.apf L6 ! awl!

2331 03)55 il Y181 @) ) Joie Lad (Lils s pIBISS Ci)g0 )

(3235 (0 dit Huld ) biEd Lab 3ai5 asgd ).eais eabid 1y conf.apf b Jls

sy IFACE_outy IFACE_IN 0 Laiasgisys astaiwl network interface sia j) 3! Lais
S5 L’ gyl
L a5 drust abyes sslalwl internal as guyd)iisl § siTuwas UNTFUSE s3)ls )iy 3T @ a5 guad)iis)

s el elwaw @ jeiws ¢l IFACE_TRUSTED

05 (0 gnlpg @ gopb Winscp b ¢ nano /etc/apf/conf.apf & -1
ox58 goalis 1y Lo untrusted Jald o) ys
Bidn (sly a5.5)itrust j4as ps hydeny rule jhis joiws ;! U @gylisis v ) SET_TRIM

I Crawms cul w sjli glsj gram

) oo o @Ay sl QOS W)l (061g3 Apf -2

a0 1) 1) tos ylsdes conf.apf ys IAX g SIp slp
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3335 )55 330 1ad ol o Jald 31 )s.a3) asls yaes SSh gy )51 -3

TOS_8="21,20,80,4569,5060,10000_20000"

HELPER_SSH_PORT="2222"
)0 9) Lo C3)6) aSub 9oy )1 33lgd (a3 § 393)S sstalwl (Jals jopu g GBI sy TAX )51 -4

HNAT]

IG_TCP_CPORTS="2222,69,80,5060,6600,10000_20000"
IG_UDP_CPORTS="69,5060,10000_20000"

:Egress filtering -5

.15 yils 1y outbound eailgd (0
"EGF="0

.aaisys Disable

A elad apf olsabis -6
sy i ol Ty @ apf G sasls eladl (alad )51 saibls PH3s ..exiSe (s)Isil ) @ gopb Jlb
Qs ys " DEVEL_MODE="1).50ib ¢,» 8)la process jl Sy5lag3) yob @ agyds 5 i
(3235 &a conf.apf
sais save Qi -7
h flag ase o9y apf joiws -8
;oua .35 syl o Qs @

apf -s

Gal o)y apf -9

A spamhaus.org ¢ dshield.org cubw i) calias rule sailgs ¢ -10

apf aids 5 ) sy 3a3)y SSh suTui gl ¢Jals aSub j) a5l..sa3)y SSh yeuw ay Jlo -11
S0 (6 gbgeld
Mjdl @) b).aes) develop Led @ G 335 DEVEL_MODE="0" s3sj SSh ,3aly @ )51 Le)

(323} SSH 1313 (0 pUTTYy
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Al ¢ags Olelo) (sola .15 angs Lads allow_hosts.rules g deny_hosts.rules sle Jits @

APT s 8)l)s (315

- 033w AX j) a5 (603 )opw Lils)sibly alibls ¢us)iws Jopw Sla O)gy elsl @ ip Gy easlodys )5)-
0500 a5laTw] 1) )ews ) (iS5

apf-a 192.168.1.216
b0 3313 (0 1p o a5
AU5)HE5 1) )5 paes Jol g 1p s as)S sl apf es @9 Yoy )51 gny
thost b9 subnet &y 3)5 S $slp-

apf -d 202.86.128.0/24

apf-d 202.86.128.200
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bfd <vai
Gl Hopw a3 albubl l0gin )5 Ga sy ! a3a5 LS a5 jyhilss Brute Force Detection

(conf.bfd ).s)ls ks infusrllocallbfd yws ys plconfig Jald -

@L5 (0 03(Tw] pj Jals jl @ui5 SIb Iy P @dslgdy a5l psises -
/usr/local/bfd/ignore.hosts

LT jO Jiulg slw conf.bfd (-1

i Ju8 iyl failed attempts iy jlos Olasds slsal @35 (2 8)s O) 5ols a5 5)lsBe.syis s ) TRIG

A5 )3 @5 ) ) Laibsgd Cawlns @y Ay Lel.Cuwl uwlis 15 08y (i )labs.oa ban

Jlw)yl Laid @ Jaas) 18)5 )is alas 3)4.6 (389 (i..s)ls eo 1y Laid Jass) a alert Jlwyl plas) bfd-2

235 (0

b Jl@é Goaussy 1 jhsds ) EMAIL_ALERTS

LIS 23 1y 398 Jaagl gwys] EMAIL_ADRESS s

AUT L35 ) P 9 )05 3dg) saileT g0 BFD joiws § .30 (-0 ol adads 3 o 9 letc/cron.d js bfd-3
0 (0 o3y giulad Laids 51y 1p ) lmy) o je3ws ol b bfd -a

-39) -0 )5 w bfd )05 w goub (slp bfd -s
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Csf slair)) g quad
Config Server Security & Firewall

Ol ;805 elwaw Slw sl (sl Lol Gy Csf (s 0)bys Jol5 (slaialy Ay o)
0 0 ol Jouis o) buwgd Csf 1y «ag)ls Webmin cuad @y jid 1ss) )s

315 Quad g Cdlys webmin )y gwist i)

wget http://prdownloads.sourceforge.net/webadmin/webmin-1.580-1.noarch.rpm
rpm -U webmin-1.580-1.noarch.rpm

sasaw) csf cauad @y cugl Jls

wget http://www.configserver.com/free/csf.tgz
tar zxf csf.tgz

cd csf

sh install.sh

:320i 3)lg webmin ay guyw
https://your server ip:10000/

00 Jowis 3)lg a3l 83)5 el elastix (sl a5 root password g root G

2l QAT Jab siils 1y Webmin
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Login: root
& webmin

Backup Configuration Files

Change Language and
Theme
Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webrmin Users

System

O Servers

O Others

@ Networking

O Hardware

O Cluster

B Un-used Modules

Search:

A View Module's Logs
% System Information
S Refresh Modules
(0] Logout

48

Login: root
@

Webmin

Backup Configuration Files
Change Language and
Theme

Webmin Actions Log
Webmin Configuration
Webmin Servers Index
Webmin Users

@
@

Networking
Hardware
Cluster

Un-

d Modules

Search:

£ view Module's Logs
& system Information

L o
-

Refresh Modules

© Logout

Module Config

IP Access Control

User Interface

Index Page Options

A

Edit Categories

Anonymous Module Access

©

oS! 50 Sl ‘Q’

:3) 1) webmin configuration guaw g

Webmin Configuration

Webrnin 1.580

Ports and Addresses Logging

A

Webmin Modules

&

Upgrade Webmin

-

Module Titles

File Locking Mobile Device Options

- L

) hw

G 1P

Operating System and Environment

<

Authentication

ER)

Webrnin Themes

A

Proxy Servers and Downloads

=

Language

&

Reassign Modules

i®

Trusted Referrers

&

Blocked Hosts and Users

4

ebmin module guyw




Module Index Webmin Modules

oSl 53 Capil Q”
Install Clone  Delete  Export

Webmin modules can be added after installation by using the form to the right. Modules are typically distributed in . whn files, each of which can contain one or more
modules. Modules can also be installed from RPM files if supported by your operating systern.
ingtalliigmm ® From local file [ |E]
O From uploaded file [ |(Browse..]
O From ftp or http URL |

O Standard module from www.webmin.com [:] E]

O Third party module from [ ]E]

lgnore dependencies? O yes ® No
Grant access to

@® Grant access only to users and groups : |'001
O Grant access to all Webmin users

Install Module

4 Retumn to Webmin configuration

2335 SuS browse (sg p From local file aigys

Module Index Webmin Modules

Install  Clone  Delete  Export

Webmin modules can be added after installation by using the form to the right. Modules are typically distributed in . whbmn files, each of which can contain one or more
modules. Modules can also be installed from RPM files if supported by your operating system.

Install Module
lnstalliirom ® From local file [ ‘ ’
O From uploaded file [ |(Browse..]
O From ftp or http URL |
O Standard module from www.webmin.com [:] E]
O Third party module from { ‘ E]
Ignore dependencies? O yes @& No
Grant access to

@® Grant access only to users and groups : 1'00t
O Grant access to all Webmin users

Install Module

4 Retumn to Webmin configuration

3300 1) ol @ g

/etc/csf/csfwebmin.tgz
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- LsLnygnure JLa UYLIES Llijurny culd LUia L ~
B csfionore 507 bytes 21/Jan/2012 20:21

B  csflogfiles B57 bytes 30/Mar/2012 21:31

. csf logignore 138 kB 07/Mar/2012 00:01

B csfmignore 408 bytes 21/Jan/2012 20:21

B  csfrignore 1.35 kB 21/Jan/2012 20:21

. csf.pl 127 .41 kB 31/Mar/2012 20:33

B  csfredirect 1.12 kB 21/Jan/2012 20:21

B  csfrignore 168 kB 21/Jan/2012 20:21

B  csfsionore 413 bytes 21/Jan/2012 20:21

B csfsies 510 bytes 21/Jan/2012 20:21 ke
B  csfsuignore 368 bytes 21/Jan/2012 20:21

. csftest.pl 5.69 kB z1/Jdan/2012 20:21

. csfui.pl 210.88 kB 02/Jul/2012 12:37

B  csfiebmintgz 13.40 kB 28/Jul/2012 09:37

B exploitalert.txt 129 bytes 31/Mar/2008 20:15

B filealertint 151 bytes 31/Mar/ 2008 20:15

B  installtxt 264 kB 20/ May/2012 21:37

B  interityalert.txt 374 bytes 19/ Jun/2009 19:53

B idpl 24573 kB 03/Jul/2012 02:18 v
,,ﬁetcfcsf{ |

Install Module

Install from ® From local file [fetcfcsffcsﬁﬂebmin.tgz ‘Q
O From uploaded file ! | Browse..
O From ftp or http URL [ ]
O Standard module from www.webmin.com | J E]
O Third party module from | ‘ E]

Ignore dependencies? () yes & No

Grant access to

® Grant access only to users and groups : ‘fOOt
O Grant access to all Webmin users

aiahd o) Jaas3 )l guy .85 Loy default Cygo @ ) 3)lgs ase ¢ 305 GylS install module sop Jls

b alod asdba) config server security & firewall b @y s338 CrLawmd 5y system acgasns 1) @
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Module Index
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Login: root

Webmin

System
Bootup and Shutdown
Change Passwords

ConfigSerer Security &
Firewall

Disk Quotas

Disk and Network
Filesystems
Filesystem Backup
Initial System Bootup
Log File Rotation
MIME Type Programs

215 QY5 ol s9R

ConfigServer Security & Firewall

Configserver

m Security & ConfigServer Security & Firewall - ¢sf v5.59

Firewall

Firewall Status: Enabled but in Test Mode - Don't forget to disable TESTING in the Firewall Configuration

Server Security Information

[ Check Server Security ] Perform a basic security, stability and settings check on the server

[ Firewall Information ] View the csf+ifd readme.tut file

[ View iptables Rules ] Display the active iptables rules

View Ifd Log View the last |30 lines of the Login Failure Daemon {lfd) log file and [J auto-refresh the log view
View iptables Log View the last 100 iptables log lines

Upgrade

Unable to connect to http:/Awww. configserver.com, retry in 300 seconds. An Upgrade button will appear here if new version is detected

[ Remove APF/BFD I Remove APF/BFD from the server. You must not run both APF or BFD with csf on the same server

csf - ConfigServer Firewall

[ Firewall Security Level ] Pre-configured settings for Low, Medium or High firewall security

[ Firewall Configuration ] Edit the configuration file for the csf firewall and Ifd

l) ol firewall @ boyrs Clayhis easlgs (0 Cramsd 3 )s iS5 bayw )y Firewall configuration Crems
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Unable to connect to http:Awww. configserver.com, retry in 204 seconds. An Upgrade button will appear here if new version is detected

Remaove APF/BFD ] Remove APF/BFD from the server. You must not run both APF or BFD with csf on the same server

csf - ConfigServer Firewall

—

Firewall Security Level ] Pre-configured settings for Low, Medium or High firewall security

Firewall Configuration ] Edit the configuration file for the csf firewall and Ifd

i | [x] 192.168.1.90
Quictelloy Allow [P address| 23 through the firewall and add ta the allow file (csf allow)

Quick Deny Block IP address in the firewall and add to the deny file (csf deny)

i 192.168.1.90
Quickionbie Ignore P address = in Ifd, add to the ignore file (csfignore) and restart Ifd

Firewall Allow IPs Edit csf allow, the IP address allow file

Firewall Deny IPs Edit csf.deny, the IP address deny file (Currently: O permanent IP bans)
Firewall Enable Enables csf and Ifd if previously Disabled

Firewall Disable Completely disables csf and Ifd

Firewall Restart Restart the csf iptables firewall

TR

Firewall Quick Restart ] Have Ifd restart the csf iptables firewall

Quick Unblock Remove IP address | | fram the firewall (temp and perm blocks)
O el Alls @ test Cla j) firewall G s@2)135 (-0 }aw0 plp |y testing Cramsd

ip a5 (Ale) B eais gis ewaw @y 3g)9 ) ssle Qs )s 1y oI5 s ass G 03)5 S 1) TCP-in g UDP-in

DL albls 1) L Jgid s)g.0
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"
# Ifd will not start while this is enabled
TESTING = |0

# The interval for the crontab in minutes. Since this uses the system clock the
# CRON job will run at the interval past the hour and not from when you issue
#the start command. Therefare an interval of 5 minutes means the firewall
#will be cleared in 0-5 minutes from the firewall start

TESTING_INTERVAL = 5 | Default: 5 [1-50]

# Enabling auto updates creates a cron job called fetc/cron. d/csf_update which
#runs once per day to see if there is an update to csf+lfd and upgrades if
# available and restarts csf and Ifd

#
# You should check for new version announcements at http://blog. configserver.com
AUTO_UPDATES = 1 J Default: 1 [0-1]

# SECTION:Port Settings

# Lists of ports in the following comma separated lists can be added using a
# colon (e.g. 30000:35000).

# Allow incoming TCP ports
TCP_IN =

# Allow outgoing TCP ports
TCP_OUT = 2320,21,22,25,53,80,1 10,113,443

# Allow incoming UDP ports
UDP_IN =

d)lal Laub a5 (ils) B aaibli 033 aiyl (@ais 0 adLal 1) 10000:65000 (sl )93 UDP-out Croawms )s
A3l Ay (& S)g (3 333

WU dHUwW UULyuiny rdueruule duu 224.04.230L0 LU LS 1151

UDP_OUT = .53,113,123,1000:65000|

300 (s9) 1) Dyndns gisiy saiS (0 oslalwl Sxslisls ip b Remote extension (sly dynDNS jl )5\

oib G firewall bangs gu)s) Shes G sqib 0 Ecl yol 03 3335 eabi3

53




Sasew! 58 ool ‘Q

B b 305 eladl DNS (sop (8051 OlealdiS sanlgd (a3 )51 eaaas )8 DynDNS-IGNORE=1 pyises

3aw) 0 o) @ Juay o3l ) 1 osls

Show Al | Global Lists/DYNDNS/Blacklists ~ v|

:3a0) directory watching integrity gy @

[ Show All || Prev | i-Diremory Watching & Integrity v [Next

a3Bwyd email Laid @ alert yo 1)) @ G (32)135) yiwo ) 535 disable 1y ghdy o) sle option elad

(300 (o Jwy) Loty @y (s)Ladiny (Slo Jog) (039 Jlezd 3010 ) )3gibss
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el

LF_DIRWATCH = :U ‘ Default: 300 [0 or 30-86400]

#To remove any suspicious files found during directory watching, enable the
# following. These files will be appended to a tarball in
# fetc/cst/suspicious.tar

LF_DIRWATCH_DISABLE = |0 | Defautt: 0 [0-1]

# This option allows you to have Ifd watch a particular file or directory for

# changes and should they change and email alert using watchalert.txt is sent
#

# To enable this feature set the following to the checking interval in seconds

# (a value of B0 would seem sensible) and add your entries to csf dirwatch

#

# Set to disable set to "0"

LF_DIRWATCH_FILE = 0 Default: 0 [0 or 30-86400]

# System Integrity Checking. This enables Ifd to compare mdSsums of the
# servers OS binary application files from the time when Ifd starts. If the

# md5sum of a monitored file changes an alert is sent. This option is intended
#as an IDS (Intrusion Detection System) and is the last line of detection for
# a possible root compromise.

#

# There will be constant false-positives as the servers OS is updated or

# monitored application binaries are updated. However, unexpected changes
# should be carefully inspected.

#

# Modified files will only be reported via email once.

#

#To enable this feature set the following to the checking interval in seconds
# (a value of 3600 would seem sensible). This option may increase server /O
#load onto the server as it checks system binaries.

#

# To disable set to "0"

=

:39)135) yduo 1y PT-limit ¢ process tracking cyoms )




Edit ConfigServer Firewall

Show All :Process Tracking
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# SECTION: Process Tracking

# Process Tracking. This opt

# and examines them for suspicious executables or open network ports. Its
# purpose is to identify potential exploit processes that are running on the

# server, even if they are obfuscated to appear as system services. If a

# suspicious process is found an alert email is sent with relevant information.
#It is then the responsibility of the recipient to investigate the process

# further as the script takes no further action

#

# The following is the number of seconds a process has to be active before it
#is inspected. If you set this time too low, then you will likely trigger

# false-positives with CGl or PHP scripts.

# Set the value to O to disable this feature

PT_LIMIT =0 | Default: B0 [0-3600]

sl restart csf+ifd guaw g

LOCALINPUT all opt -- in !'lo out * 0.0.
...Done.

Restarting Ifd...

Stopping l£d: [FAILED]

[ 0K ]

Starting lfd:[ 0K ]

...Done.

enables tracking of user and nobody processes

s )lid asdw o1 )s )y change )al )

0.0/0 -> 0.0.0.0/0

0aib @hd Laib jou b Glbl)l eled Jl

tbl3)) NS slp

(1 gog)
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bi2:2:i2:2:2 222 212 2 2122 212 2 218 2 220 2210 220 3212212 821218 2128 218:2: 2120312322322 22:3:222:22:2: 28238232383
Copyright 2886-2812, Way to the Web Limited
URL: http://www.conf igserver.com
Email: salesPwaytotheweb.com
1202121213 21232212 212 %0 2R 2 022 201202222 R iR 2020 2020002 R 202020200020 202803021828 %:08:02:83
The following IP addresses will be allowed through iptables.
One IP address per line.
CIDR addressing allowed with a quaded IP (e.g. 192.168.254.8,/24).
Only list IP addresses, not domain names (they will be ignored)

Advanced port+ip filtering allowed with the following format
tcpsudpiinsoutissd=portissd=ip
See readme.txt for more information

Note: IP addressess listed in this file will NOT be ignored by 1fd, so they
can still be blocked. If you do not want 1fd to block an IP address you mus
add it to csf.ignore

92.168.1.8/24

MY Get Help {fi] WriteOut @3 Read File @84 Prev Page i Cut Text @8 Cur Pos
il Justify 1Y) Where Is ¥ Next Page @l UnCut Textjgy To Spell

3355 Ga 1y ip 031 G sy Y1)3 o))y ) 304 aSub g aid) csf.ignore ay guaw g

URIRIIRRi2i2 2 2122 2122 212 2 3 20 21210 2212 2 21 2 2122220 221321213 3218 22122202 2222323828213 23 8228383
Copyright 2886-2812, Way to the Web Limited
URL: http://www.configserver.com
Email: sales@Puwaytotheweb.com

The following IP addresses will be ignored by all 1fd checks
One IP address per line
CIDR addressing allowed with a quaded IP (e.g. 192.168.254.8,/24)

Only list IP addresses, not domain names (they will be ignored)

127.8.8.1
192.168.1.8/24

(2 ung)

aSu § 35 lay )y Allow ip address guay config server security & Firewall js alays 3ol glas )

303 )8 Ol )3 1) 398

ob oass a3 ignore ip address (i )sg
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csf - ConfigServer Firewall

[ Firewall Security Level ] Pre-configured settings for Low, Medium or High firewall security

[ Firewall Configuration ] Edit the configuration file for the csf firewall and Ifd

: | [x] 192162.1.90
glickpliow, Allow IP address | El [192.168.1.0/24 thraugh the firewall and add ta the allow file (cf. allow)
Quick Deny Block IP address in the firewall and add to the deny file (csf.deny)

- |[x] 192168130
Suickignore _] Ignore IP address E| 192.168.1.0/24 in Ifd, add to the ignore file {csfignore) and restart Ifd

L PR TS R | S SO | O I

)13 0l @ )13 5| AlEs )s a5 3)ls 3989 csf )y e Y535 Slaakis
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Alda
2)1831 @ Cuwl OO yob siilas sl 1355 gbgslsd 1) alas o) alnss Lsl .Cuwl aSub Gy @) Ciisl
3Gl )l Jod JB3 ) g (0 UL @ )1 333333 1y Jasd 3] 13 @586 )51« 5giD o3)Hd 330 Laid Cuis )

((olalis pawa
285 axiuny gg) Ao @y gny « 0303 (LB (g) H)HST sib TS AlEs B3 )s A5 Il Gug) ) 5yl

Ou303 (0 S (381 § )3 Jol5 )ob @ CSF g VPN (5 0)b)s (5| B ¢ 53 (Spac )5
A3 )18 Lo asg3 3)0.6 ATiNg 3] Cuwl susl
300 90 9 G800
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Najafi.L.Amin@gmail.com
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