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S 1> Redhat ;e la 2545 ;0 IPSEC-T00IS (o9 oas cwyp Sy 1y 1) 55w

rom -gqa | grep ipsec-tools

Saiwo |y ) 2, b adl cual a3
ipsec-tools-0.6.5-13.el5 3.1
(23 IS8 50 (29,5) S 12l ) pgimss Kigd (oo cnal iy (I L &5 (ol e Getzmen 9 1380 05 cnl 5 o DM (6]

rom -qgi ipsec-tools

[root@localhost ~]# rpm -gi ipsec-tools
Name : ipsec-tools Relocations: (not relocatable)
Version 1 08.6.5 Vendor: Cent05
Release : 13.e15 3.1 Build Date: Tue 19 May 2009 86:54:35
AM PDT
Install Date: 5Sun 07 Oct 2012 03:28:20 AM PDT Build Host: builderl6.centos.
org
Group : System Environment/Base Source RPM: ipsec-tools-0.6.5-13.e15
_3.1l.src.rpm
Size : 883169 License: BSD
Signature : DSA/SHALl, Tue 19 May 2009 08:04:16 AM PDT, Key ID a8ad447dce8562897
URL : http://ipsec-tools.sourceforge.net/
summary : Tools for configuring and using IPSEC
Description :
This is the IPsec-Tools package. You need this package in order to
really use the IPsec functionality in the linux-2.5+ kernels. This
package builds:
- setkey, a program to directly manipulate policies and S5As
- racoon, an IKEvl keying daemon

0ols ool 90 0gd o eolaiwl LuSed S 9,0 IPSEC el slo o oS Cojae 9,5 )5 cews sl Setkey ai

Ly Ll sla 589,945 03,10 0929 5,5, (SPD) Security Policy Database 4 (SAD) Security Association Database

25 s5ews b setkey jgius slesal, amias )0 i Sledlbl aigh o J S FACCOON lawgs § Jigd oo 59, 9 03938l S€tkey oo

man 8 setkey

&l IPseC Jlasl G olow) jo aigds o oolaxul IPSEC slo Jlasl o, Security Association plazsl l, 45 raccoon i
9, FACCOON iy Wl 048 plol o953 & sy aSST sl g o plxl 5055 Ojga pb 9 (Swd Djsar pp Al so oS slxl
¢ 5 Omds authentication wie b g4 asile Jlelass a5 o ks /etc/raccoon ... ,s raccoon.conf s 4 s < raccoon
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man 5 raccoon.conf
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.2 saléiul Administration Tool

IPSec Host to Host .. L5

Ol a5 ol () e A5 g 09 e eolitul Ll bLs 1 8,8 el sl LAN G 950 eiile 90 ol Jlasl g9 0]
sl gwd 5 (SIS £55 51 S, Wb D50 ,o 40 aib Lss Wb host g a5 IPSec sla Jlasl sy oo solin!
ol b a5t S 5 A cile g, 45 Conl cpl p i ms bl aile g3 e sg, wb L bl

3,10 54>9192.168.149.133 0l s aSliis o,l5 6 B iile (g9, 9 192.168.149.132

feold 5 9)lse 44 L5 IPSec Host to Host Jlasl oSG sleg! (g1, (S 5k

el ) cpeile T L el Jlasl sl a5 508 cuile P oyol @
raccoon Il L ,oss b ciws Ojga K50, ae S Sl @

Orile 93 58 (e S ie oS S Ll @

JLail po slp 02 4 pammie b Sy Sl @
Network Administrator Tools 5l L 81,5 eulass
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system-config-network



o Network Configuration =N
File Profile Help

B &£ B 7 ¢ x

New Edit Copy Delete Activate Deactivate

Devices | Hardﬂarei IPsec i:us l Hosts l

O You may co e network devices associated with
0| Physical hardware here. Multiple logical devices can be

associated with a single piece of hardware.

Profile Status Device Nickname Type

Active - eth0 eth0 Ethernet

Active profile: Common

oS SIS Forward (sg, e 9 958 5L IPSec Setting o5 b oS SIS New (g4, 0,5 50

& Network Configuration E]@E]

File Profile Help

4 x®

Activate Deactivate

New Delete

Devices lHardﬂare | IPsec |Du§ ngsts l

-

Yo

ho IPsec Settings

Profill Typ

You will now be guided through the setup
of the IPsec connection.

Active profilg

[ ¥ Cancel l | & Bac | ® Forward |

I, Active Connection when computer Start 5 a.uS Gl Jlasl gl 9,8 4 yamie ob 5 IPsec — Nickname o> o

oS Jld 1) Lt ACtiVE (55, SIS b s & gy Sloglass plail 51 s olsi s anl ot Ll ailys oo



IPsec Settings

IPsec - Nickname

Please enter a nickname for the connection:

Nickname: [ipsec0| ]

Activate connection when computer starts

[ ¥ Cancel l l @ Back l || ﬂEorwardI

28" bl 1, Host to Host Encryption ¢4 IPSec — Connection Type o>, ;o

IPsec Settings

IPsec - Connection Type

Please select the type of connection:
I @ Host to Host encryption:
() Network to Network encryption (VPN)

¥ Cancel l l 4@ Back ] H ﬁ»EorwardI

48 ol |, Automatic encryption mode selecting via IKA (raccoon) 4w ;5 IPSec — Encryption Mode o >0 ;o



IPsec Settings

IPsec - Encryption Mode

Please select the type of encryption:

() Manual encryption with a fixed key

[3) Automatic encryption mode selection via IKA (racoon)

¥ cancel l l 4A Back l “ ﬂEurwardI

ASl 00l al g (59, FACCOON I3l 0uL oS Sog5 sloul (gl s aiS aF jghailen

S Ol 1, 192.168.149.133  Jliw ek oS Sl 1) B sl IP w01 0L IPSec — Remote Network o i, o

IPsec Settings

IPsec - Remote Network
Please enter your remote network settings:
Remote IP address: |192.168.149.133 ]
¥ Cancel ] [ 4@ Back l H & Forward I

5 5 192.168.149.133 Luyol L B eils 5 192.168.149.132 ool LA cuile oy abybs 55 e s oyl bLs,) mo
Sy deilgt o il eile 59 o Syt b el 5 et olS sl S el 1) oIS IPSeck — Keys oz o .os amly>
sk il slasl 5 Gy 5l oS 5 S 0 e S s 1 olgls WSS eolinul Generate 5 el a5y |, alS s

OS5 )ls 1, SseCORe L



[ IPsec Settings 5 1=1|E3!

IPsec - Keys &N

Please specify your keys or generate them.
The keys are symmetric, so your remote partner need to have the same.
Authentication key: $seCORe ] [generatel
¥ Cancel 4@ Back & Forward

5l g S ipsec.EncryptionMode=auto ulé oS ssalie suly o |, Sledas aods IPSec — Summary o, o
50 amd o olas! raccoon by bwgs Jlail 4 (5,38 i Oyea |y 5,550, oi,s5! 5 @uthentication gg asle cladas

DS S APPlY 55, 25 0,

IPsec Settings

IPsec - Summary

You have selected the following information:

IPsec IPsecld=ipsecD

|Psec .EncryptionMode=auto
IPsec.ConnectionType=Host2Host
IPsec.OnBoot=true

IPsec IKEKey=%seCORe
IPsec.RemotelPAddress=192.168.149.133

l xgancell l 4 Back ] H +f Apply I

DS Lzl 1) 55 55iad s 3 43S SIS Save ¢, File 4 51 Network Configuration o =, |

/etc/init.d/network restart



AsS Ss Activate g, ciws g ST Shgar ol 50,5 Jbd sl sl sas adlsl IPSec Tab jo b G oy (o0 45 jghilen

& Network Configuration (=lE][x]
Eile Profile Help

& ] &
New Edit Delete Activate PDeactivate

Devices l Hardﬂare| IPsec | DNS l Hgstsl

‘1-’,:(,: You may configure IPsec tunnels and host to
Q/ host connections here.

Profil Type Destination Nickname

HostZHost 192.168.149.13 ipsecO

Active profile: Common (modified)

g (oo aBle (pdle j0 5 sle L ile g9, Jlall SG ol 5l e

e /etc/sysconfig/network-scripts/ifcfg-<nickname>
e /etc/sysconfig/network-scripts/keys-<nickname>
e /etc/racoon/<remote-ip>.conf

e /etc/racoon/psk.txt

o aalgs asLe s raccoon.conf L wsl |Ssss g4 5l Encryption g4 514

IPSec Host to Host Jlasl s pulass

099y O 59l gd 9 e o0 db! B yile (g9, 1ACCOON aliwgs 5 ,IS045 & s |, IPSeC Host to Host Jlast sy ol o
Automatic Jolee 45 oS 0 oolatl raccoon |l5l 5l as coul cpl 05ii yogel,d b a5 (60,150 Lis 0,5 092 tws § SIS
oS oo o0liinl S yxie 05 olgin (5SECORE) puisl A (roiils 45 a5 sulS 5l crizes ¢ <ol Encryption

GysSpls o |, ifcfg-ipsecl o6 4 LB Wl op aslys ipsecl o5 o bl B ool Jlasl gl oS b
oS 0y T o 1y (s polie § oS slwl /etc/sysconfig/network-scripts

vi /etc/sysconfig/network-scripts/ifcfg-ipsecl



iffg-name_connection_ipsec ;1 slx!: Jol pl8
558 1B b ;) oledol T 19,8 5 el ifcfg-<name _connection_ipsec> L o6 IS JSi

DST=X.X.X.X
TYPE=IPSEC
ONBOOT=no/yes
IKE_METHOD=PSK

PN PR

ool LA ile b el 55,0 a8 B cpile Jlie ol 50 00,0 15T b (el L3 )| auad a8 o)ls (souaio puile w0l 4 o Ll Jol 43S
098 X XXX 005 A fpislo ol asl es 20,10 1,192.168.149.132

Sgds oo cyni IPSEC x| CONnection L Jlasl g4 pgo 458

Active Connection When st asb yes 51 Jg 358 oo ACtIVE o S 5l e JLasl ol w3l N0 31 pgus a5
WS Ax g5 g S s YES 55 1y A S ol Jade ol walgs b iSO cpl al Oy s 5 sl COMpUter Start

el o 5 PSK. by, 45 W3S o oy |y STyl oS ooyl s, oolez 4is3S
Jﬁ.&a@fébc}_‘:'ajbf@

Bb g el keys-ipsecO ob s A pile jo LB cpl sl cpile 90 oo S yiie a5 Cawl (g0ulS 0S5 keys-ipsecl s
3,00 18 el Jlasl (o a8 wdle 8 50 1) e 40 g 25 Sygar BB ol (IS ISS asS S keys-ipsec] L o 15T slyioe
S50 59>

less /etc/sysconfig/network-scripts/keys-<name_connection_ipsec>
DS S B sl o keys-ipsecl L o 15T ab oS ol ) &g A ile o keys-ipsecO L slgime
IKE_PSK="$seCORe”
Sl 5 Oyga o BB cpl glgioe S S
IKE_PSK="SHARED_KEY”

5 oxsb axsls read-only jsme s Wb a8 coulysl 5 keys-name_connection_ipsec L L b, ,o a5 coge sl 4355

a2 S ) ek b 600 4 1 LT jemme ol p3Y o Kigis oilys FOOT )5 Langs Lyis

chmod 600 /etc/sysconfig/network-scripts/keys-ipsecl



490 1y opmdle Uo)bi Sy Jlail Sleadass yunss 1 pgus ‘aL?

»192.168.149.133.conf oL 4 Ll s 0,5 Forward jl e o ools B iile uyol 0555 canlgs 0 A ile (59, (89
FA il 10 B s sl sdmlie LB 5 JSKG 09 el Slewas ol a5 ol aBle ) e

less /etc/raccoon/192.168.149.133.conf

remote 192.168.149.131

i
exchange mode aggressive, main;
my identifier address;
proposal {
encryption_algorithm 3des;
hash_algorithm shal;
authentication_method pre_shared_key;
dh_group 2;
b
h

695 0l yeme p3 , 192.168.149.132.conf &jgm A pile eyl LB pusle o0 b SO Wb o e 5l i
4 sl /etc/raccoon

858 S A adle ool b sl brisl jo oS sl 490 ol cpile Lwyol asS s remote XXX X

dee (S > 0 pge s g cnlaggressive > . Redhat e sla ;e 50 authentication oo L e >
«Jl> Automatic Encryption «u ;35 sbe wb o olgds authentication cll> ol gl .S e o |, aUthentication
A0, e ol |, Manual

539 oly isle AAAress L el 10 a5 &S o (pand |y 058 (o0 Cugh uusi y90 ol hOSE TL a5 35, my_identifier address
B5d oo plol 5!

Chizes a5 3dE€S g5 5l el j0 a5 WS e s |y @Uthentication Jue plKa o Sl o )5 encryption_algorithm
<l Triple Data Encryption Standard
ASe et litilee Janl sl ools (650, b1, hOSE 90 Lo (el bLs 1 a5 o )5l hash_algorith

¢s 5l IPsec Host to Host g 5l s> Lxul jo a5 sl host g0 ol bl )| aie s0sS x5 @authentication_method
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raccoon 5l oleas L sl : ol o5

Jst raccoon.conf L 5 el raccoon il 4 Lo oS eoliiwl oS IS 043 sloml g, 5l auples o ,S1 ol aiiS a5 jghiles
<l fetc/raccoon.conf s,5:8 ls jo bl ol s .ol T Slesdass

vi /etc/raccoon/raccoon.conf

# Racoon IKE daemon configuration file.
# See 'man racoon.conf' for a description of the format and entries.

path include "/fetc/racoon";
path pre_shared_key "/fetc/racoon/psk.txt";

path certificate "/etc/racoon/certs";

sainfo anonymous

{
pfs_group 2;
lifetime time 1 hour ;
encryption_algorithm 3des, blowfish 448, rijndael ;
authentication_algorithm hmac_shal, hmac_md5s ;
compression algorithm deflate ;

¥

2wl (Pre Sahre Key)psk.txt Ll e cpied 9 28 Giaw sle 65555 210 slo e Jolis L oyl



‘-,’ALJ 6;)..o.>| )..uo| : Ja.mvs_\ 03l 4.1»:54

b sle ool b


http://www.falearn.ir/

