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OSI and TCP/IP Model
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: Presentation Layer
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: Session Layer
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: Network Layer
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Introductionto TCP/IP

Cisco.com
Host Host
g - g
. . Internet ) 0
&p—  — TCPIP _
. _

Early protocol suite

Universal

: TCP/IP sl 4V ,lp> Jaw

DARPA _sclds il Sl 039y Lulsl @y bgsyo ARPANET aSiis (siléaéxi 039, Jg.axo TCP/IP

2ol s Kool g6 W)lie U asuwly

i e Sl gV )l S)leee So il (o Ll @ iyl (silp> aSis pwlwl 0390l aS S)loso oyl

( Network Access ) Network Interface

Application

Transport

 + + #

TCP/IP . 5;luuso yuuso |y 85ig00lS w bliyl aS 1S (s wuysi |y o JSGg 5l 55,3 acgaxo TCP/IP
S90S, 1S w0 e ((Olrrogs cowlgs)s ) W RFC pU @ Solowl ) 1) W JShgn 51 Sy ya wlss>
Sa,igasolS b wilgy (so , 1S (sw Sjlw osly |, TCP/IP bowgi oani 3,luliwl aSuw sl JSig, aS

35S L8, byl , 3w ww LS a |y, TCP/IP »,luliwl as 5,55

Email : Koliji_Cisco@Yahoo.com / (s« 1S (el /| www.commandsource.org

8|Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

ol Sld JSig aiges g TCP/IP S,loso Jio

TCP/IP S,loso )

SMTP ,POP3 ,HTTP 50,8
ubP ,TCP Jlaol

P Ay VLo

Frame Relay ,Ethernet asSaw buwlg

TCP/IP Protocol Stack

| T TTTTTTATTTT TR TA AR AT Cisco.com
s
Application
Presentation
Session Application
Transport Transport
Network Internet
Data-Link Network
Physical e

c A w gawles |, TCP/IP sl @V lp> L OSI @V wad ow Hbls Bgd S
aV 95 g TCP/IP Jaw ,> Application oV L OSI Jowo ;1 (suVU @V avw 1uS (o oadliw aS jghilosd

Aol o yblse TCP/IP Jaw > Network Access @V U (suwsl

il (50 OSI sl Y s Jaw syShoc b blie b @l ol 5l plaS,s asuls

Email : Koliji_Cisco@Yahoo.com / (s« 1S (el /| www.commandsource.org
9|Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

Physical Layer Functions
I Cisco.com
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* Media type
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Physical

* Signaling type

: Physical Layer
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Data-Link Layer Functions
| E————l Cisco.com

Defines:

- Physical source and
destination addresses

- Higher-layer protocol
(service access point)
associated with frame

- Network topology

- Frame sequencing

- logical link control

- media access control

LLC: The upper component of the data-link layer that provides data
repackaging functions for operations between different network types.

The media access control is the lower component that gives access
to the transmission medium itself.

Data-Link

Ethernet

Physical

: Data Link Layer
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. gl s odl>

, HDLC ) WAN aS.i 9 (LLC, MAC ) LAN aSiw @ bgw sSas,)lubowl Sw So Jola @V ol
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3940 sw pandi MAC | LLC @V 55 95 @4 @V ol LAN aSiei s
.5l eape 1) Data alslo J,uiS aaudbg (Logical Link Control ) LLC @V 5

S,l> oape as |, Destination MAC Address ¢ Source MAC Address
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Network Layer Functions
[ T TTTTITATTETFTITIOT m

Cisco.com

* Defines logical
source and
destination
addresses
associated with a
specific protocol

Data-Link

+ Defines paths
through network

Ethernet

* Interconnects
multiple data links

Physical

: Network Layer
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TCP/IP : Transmission Control Protocol / Internet Protocol
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Twisted-Pair

Outer Jacket \

Color-Coded
Plastic
Insulation

: Cable

aS Cowl Ul pd 5 Ll Vs oz Jus .+ Cowl pd U d0uzm puw 8 ;1 JSiiie Twisted-Pair sla LIS

220 Luyii puw 58 ol Oby> pd @ il Vs oy U+ aSue siis 1) )55 puw NoisE |, puw 50

Ul 00ni oz pd D2 4 2 B puw . ol

Copper Cables :

Bit-Rate Bond-Rat%
Cat 1 4 2 Voice
Cat 2 8 4 4 Mbps Data
Cat 3 8 4 10 Mbps 16 MHz Data
Cat 4 8 4 16 Mbps 20 MHz Data
Cat5 8 4 100 Mbps 80 MHz Data
Cat 5e 8 4 1000 Mbps 100 MHz Data
Cat 6 8 4 1 Gbps 250 MHz Data
Cat 6A 8 4 10 Gbps 500 MHz Data
Cat 7 8 4 600 MHz Data
Cat 8 8 4 1.2 GHz Data

bps osl> Jlaul &, = Bit-Rate
Hz JwlS,8 — 1L by, = Bond-Rate
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Pin Label

1 TX+ <—— 1
2 TX—=— 2
3 RX+<«— 3 Straight-Through Cable
4 NC 4
5 NC 5
6 RX—=— 6 8 1
7 NC 7 ] A
8 NC 8

Straight-Through LS

Pin Label
1 TX+ 1
2 TX- 2
3 RX+ 3
Crossover Cable

4 NC 4
5 NC 5
6 RX- 6 A ¢
7 NC 7 ) .
8 NC 8

Crossover LS
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Collision

Collision

| could have
walked to Finance

| cam't get to
the payroll server.

by now.

» 2w Ulojod PC gy aS g (s aisS sadl> @y o aSies Mol > (collision ) eslai b 5,95,
95 ;8 9 Ml Lsw 39>9 @ collision g 3uS s 3950 pd U wleMbl 1Sy S puw Sy > osls Jlawl

D9y S\ )'| uLC\Uo|

: ( Collision Domain ) eslai ax=>U

- 3iusSao palai a>U 1) 3l 3929 Ll o elai 5050 UKol aS (suldyigamolS acgoxo aS sl =l

: pslai Joc 5l 5,84l ol

CSMA / CD ;| oslaswl

Carrier Sense Multiple Access / Collision Detection : CSMA / CD

&S (silos b AkS no puo 1l @bl 3939 S5 e 1 kS (v iwsS ks @ Jol WPC s el 5
Ji> 55 ;505 Se PC aS suuSuwo Sl osls Islu (sudg i (suss Jiiow o JUSow 2iilgi (sw 0T g 59 polod
 owlo osls Jlesl
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P aass
a, Jam Signal pslai jlass loi> L ads &, collision ¢ 4SS (s wleMbl Usli ;5008 L PC 9> o8,a
oleMbl JLw,)l sy 2SS oW o,ULgs A= 9 digui glhao aod U oS Jlw,l ;305 sld PC plod

CSMA/CD

Carrier ﬁ d d #

Sense | |
|

Multiple S Y Y s

Access | ¥ ¥

Collision =Y 655 Y s

Detection
(Backoff
Algorithm) ‘

Collision @ li' E’ g ®

CRC

39 o osleiwl o3l Jlail u> subllas 5> aS sl ayg, @ Cyclic Redundancy Check
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: MAC
Aoluo (i 24 G 95 Joli aS ool sw wsuw 48 Ll slhls: Media Access Control

G 24 9 590 5w Dbl 3,9 A a=io Wigo W 0Lw S WS bl plaS e @y IEEE bwgi Jol waw 24

o33 3,9 @ pazio ©yg0 A 3 S Gl K Al aS S8 w4 GSyw 8 bhwg g

¢ 39 (o
Ethernet MAC Address
MAC Sublayer - 802.3
# Bytes 8 6 6 2 Variable 4
Preamble | Dest Add | Source Add| Length Data FCS
L
Ethernet Il
Uses "Type"
Here and
0000.0C XX XXXX Does Not Use
| ] | 802.2
[ [ Sublayers
IEEE Vendor
Assigned Assigned
MAC Address

OUI : Organizationally Unige Identifier
owl oauw @byl IEEE Jaawgi aS MAC ol cuound
VAA : Vendor Assigned Address

239w S>> oliiws oulw wls,S lwgi aS S3,8 A jazio Caoawd

s Cowl 3 W90 95 U MAC L)l Giwslos
DD:51:FD:EE:F7:EA

9w 051> Liulos WgSil Siwmw ;5 @S ¢ DD51.FDEE.F7EA
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. Ethernet

5 iSuo 03laiwl Sl 0,liw b sal5,38 Siglesg o 5l oyl . W aSis Jlail sl IEEE 802.3 5,loliwl

S i A bawgi )b ol

S phaio | wlbls,)l by Sl U wowl (0Sao CSMA/CD (sulsaws ivg) @

A 9 3> pU s Ethernet II &b JLw 2> 5l asy 9 Ethernet OIX oU UL aow aJgi Xerox , Intel ,Digital

. IEEE 802.3 oU U o cs>lyb IEEE bawgs iyl S5

Field Length, in Bytes Ethernet
8 6 6 2 46-1500 4
Destination | Source
Preamble Address Address Type Data FCS

Ao Jwles | pu,9 9,00 1 Preamble

59 (sw Ainbgi Ol > slaue Lw,sl : Destination Address
59 (s inbigy Ul > dado Lwysl : Source Address
.39 wsw iy ul s 3V JSiug,, : Type

. 394 (s by ul )3 CRC a=uw @ FCS
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. TEEE 802.3 pu,d

Field Length, in Bytes IEEE 802.3
7 1 6 6 2 46-1500 4
g ..
Destination Source 802.2 Header
R E Address Address LTI and Data —

SOF = Start-of-Frame Delimiter
FCS = Frame Check Sequence

. Soui (s Aibgs ul 5> Data Jgb haé : Length
P aaSs
.5 ,,8 Data Link auV > Ethernet II

P39l (w0 pudi 0 Caoawd 9> @ Data Link auV IEEE 802.3 <oyl )

LLC : Logical Link Control ~====== IEEE 802.2
MAC : Media Access Control ====== [EEE 802.3
LD d\oplz.ﬂ 2 q!\J )qu L_S\Jl.&)ls
Framing =
Error-Detection =
Aribittration =
Addressing =
s olbls)l glgil
TV = b = a9,b &0 Simplex .1
paw v = dulo = ad,b ¢> : Half Duplex .2
ool = ale = ad,b gy Full Duplex .3
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P ablxo g9i shi 5l olbl)l glgil

Ethernet Communications

i 1 1 O
Unicast w Ilq‘ F ?
0 0 01 O
Broadcast T‘ w F F
g 4 4,
Multicast T T‘ F F’

Client Group

.39, wwou LSS aSud @ S Sy I Broadcast : ass

IP Broadcast : FFFFFFFFFFFF Subnet mask : 255.255.255.255

:3aV

» Gl ub o 9 @ Gwydl 3 @V aadsy (yiopo

IP : Internet Protocol

w5 g 95 Joln L cowl e 32 )L shls TP e

IP = Network ID + Hast ID

awbuw  ===== D : Identifier

s Mo , il puwlo sl akii 9 (((siw 8) il 1 (sdads slacl 5l Sy wygar P Sl Gyl o
ol ) 3o (s nogi (G 8) vl 1 L sac ,a aSil wile @ g 5gui s @iigs  192.168.100.25 & g0

ool 255 U 0w awlgs (s Wdsac
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IP Address Format

< 32 Bits >
Dotted
Decimal Network Host
Maximum 255 255 255 255
1 8 9 16 17 24 25 32
Binary 11111111 111411111 (1441141141 [14111111
VIYeoTar gaoOTi- DANCETAUT DyNOOTAT
Example 172 16 122 204
Decimal
Example
Binary 10101100/00010000|/01111010 |11001100

aSiyl Sly . cowl oo JuSiis seu s aisS Octet S, o 8 @ aS w8 s L, I IP s
. puiS (s a>gi Jgl Octet a bhsd cuowl (wMS laS 55 39>90 IP aS pud iy Lowsis

< 32 Bits >
NETWORK HOST
8 Bits . < 8 Bits ;> < 8 Bits . < 8 Bits
1 Byte 1 Byte 1 Byte 1 Byte
N N H H
172 . 16 . 0 . 0
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Address Classification
Bits: 1 8
Class A: ONNNNNNN
Range (1-126)
Bits: 1 8
Class B: 1ONNNNNN
Range (128-191
Bits: 1 8
Class C: 110NNNNN

F3gui o JuSiil 05 S wMS auwl yuj slacl Jol octet 3

9 16 17
Host

Network

Network

Range (192-223)

Class D : Range ( 224 — 239 )

Class E : Range ( 240 — 255)

Host

Host

Network

24

24

24

25

32
Host

a2
Host

32
Host

oslaiwl puwilgi (50 C , B S (S SWIP and ;I . pwusS oslaiwl puwlgi (sws 127 9 0 51 A 0MS s

ol 9 cowl 00uw 955 E GuMS 9 Sgino oslaiwl WMulticast (s> u.u)bT Sly D goMS 5l . oS

Address Classes

Class A: Network‘ Host |

Class B: Network ‘ Network |

8 Bits 8 Bits

8 Bits

Host

Host

Class C: Network ‘ Network | Network

ClassD: M

ulticast

Class E: Research

. pasS oslaiwl puwilgi (swou

8 Bits
Host

Host

Host

A« B W) 9 LSLQIP
0.1.23 b O
127.0.0.1 awle 127
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P sy
390w oS Host slasei )3 19 0 wlls 95 d (S asd sl

10.0.0.0=0 10.255.255.255 =1

: Subnet Mask

X0 w)lie a4 b a6S sw paxaiw IP s |, Network g Host oo 95w julod @S cowl Sl aaxus
Cooud g 90 dac U Host wouwd Subnet Mask s . .S sw la> Network oowd 5l |) HoSt  cuouwud

. dgud csw odly wliw 1 sae U Network

1 Jbo
IP ==== 192.168.1.5
Subnet Mask ==== 255.255.255.0
: pasagi | Subnet Mask puwilgi (s aS suld o>
128 64 32 16 8 4 2 1

=/ [
[a=]
[a=]
(=]
(=]
[a=]
(=]
I
& 5

0
0 0 0 0 0 0o =

(1] [1] [1] 0 0 0 0 0 = [224
Lo ] [ [ o 0 0 o - [240
N 1 T O 0 0o = [228
Nt T A 0o = [262
I 1 s s Y ) I R P 7
Lo o [ [ ] ][] [ - [es8
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Ul ogu

Gowl GwMS Ol 5> Network sla caw slasi oaids uliu : X A.B.C.D/X
10.0.0.1/8 === A 1 Jbo
172.16.1.5/16 === B 192.168.1.5/24 === C

: Single Length Subnet Mask

. 590 sw aieS SLSM 1S (sw oslaiwl Subnet Mask & 5l hsd aS (suld aSoi

: Variable Length Subnet Mask

. 5940 (o 4idS VLSM 1S (s o3laswl Subnet Mask  ouaix 5l aS (uld aSw
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IP Addressing and Subnetting

Address Network Beginning Bit Addresses
Network and Class Bytes Host Bytes Values (First Octet)
Host Boundaries | A 1 (8 bits) 3 (24 bits) 0 1-126;0 and 127
are I'ESCI'VE‘.CI
B 2 (16 bits) 2 (16 bits) 10 128-191
C 3 (24 bits) 1 (8 bits) 110 192223
D N/A N/A 1110 224-139
E N/A N/A 11110 240-254; 255 is
reserved

Caoowd i U GwMS 58 55 . oS puowii QS (i U puwilgiee O HOSE  caouwd 9 Network oo
G 8 5l actet 18 wls sw aS jehilod . oS puwdi Syisio S aSuw 4 pwlgie IP Ol Host

.\JTLS\.ou_uchb)J)tSLébSUbnetL&uuuﬂ).uwbgu_wlo.\_wJ.aS_a.w

00000000 = 0 11100000 = 224 11111100 = 252
Valid Subnet Mask | 10000000 = 128 11110000 = 240 11111110 = 254
Values in an Octet | 11000000 = 192 11111000 = 248 IT111111 = 255

5 a3 )b signsolS 60 aSiis 58 15 9 pusluw aSiits 4 pudlyies IP 1 192.168.1.0 /24 ol L Jlio Sl
S ]
B Dotted-decimal 192.168.1.0 255.255.255.0
B Number of networking bits  192.168.1.0/24
B Hexadecimal 192.168.1.0 OxFFFFFFOO
B Binary 192.168.1.0 1111111111111 1111111111100000000
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JSoil dswd 0 aod aS v waid 5l p,lp> actet )y 1S sadliw Binary «J ) aS ghilesd
U 192.168.1.0 ;| pwlgino bo iy . cowl /24 oS o8 Number of networking @ 31 9 cowl oo
oV ) Host 5l v 2 G ool aSici 4 pudlgio o Ug> . ol aiwly aSiai,y; 192.168.1.255
Pl d9>9 W )y wigo @ Binary > jlpx as aS py)ls

192.168.1.0/24:. /24 _
192.168.1.0/26:.__ [ 26

00 :192.168.1.0 / 26
01:192.168.1.64 / 26
10 :192.168.1.128 / 26
11:192.168.1.192 / 26

Host Network Address Host Address Broadcast Address
62 Host 192.168.1.0 1-62 192.168.1.63

62 Host 192.168.1.64 65— 126 192.168.1.127

62 Host 192.168.1.128 129 - 190 192.168.1.191

62 Host 192.168.1.192 193 - 254 192.168.1.255

S aSud 5B > aS AuS Wy 1w aisbw Host = 64 L olaS ja aS aSew 4 auSuw oadliw aS jghiled
Host = 62 ;| Guy 5,50 51,9 oslaswl 5,90 Broadcast Address sl IP S, 9 Network Address sl IP
. L&yg.u.ols L;\.&.Lw)bi tSl)._J puiS oslaswl p.u|9.wo
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F S oslasiiwl awlgiwe 30 5 Sd Jgo,d 51 Subnetting ¢ IP Addressing sl

B 25 >= number of networks you need (S represents subnet bits)
m 2H 2 >= humber of hosts on your largest segment (H represents host bits)

B S + H <= total number of host bits you have for a class of address

t S cdow)dl |y aSus IP =192.168.1.0/ 24 L : Jlo
Host =2 L aS.ew 79 Host =30 L aSiein 7

Network =7 ,Host =30 : 7 * 30
2"-2 > Host : 2"-2>30 : H=5
25> Network : 25>7 : S=3

S+H<BitNumber : 34+5<8

Network =7,Host=2 : 7*2
2H-2 >Host : 2H-2>2 : H=2
25> Network : 25>7 : S=3

S+H<BitNumber : 3+2<5
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Lo IP |))39,,.¢.ol52qus4_~b7bpgs+o|.1.>:|))§g>\lﬂ43pﬂa>_;actet O.\JLQ._&L}CA._HS)"

192.168.1.0 / 24 —> 192.168.1./24 _ _ _ /27 _ _ _ _ _
Net 1 000 : 192.168.1.0 / 27

Net 2 001 : 192.168.1.32 / 27

Net 3 010 :192.168.1.64 / 27

Net 4 011:192.168.1.96 / 27

Net 5 100 : 192.168.1.128 / 27

Net 6 101 : 192.168.1.160 / 27

Net 7 110 : 192.168.1.192 / 27

—> 111:192.168.1.224 / 27 —> 192.168.1.111 /27 _ / 30

Net8 —> 000 :192.168.1.224 / 30
Net9 ———> 001:192.168.1.228 / 30
Net 10 =——> 010:192.168.1.232/ 30
Net 11 =———> 011:192.168.1.236/ 30
Net 12 =——> 100 :192.168.1.240 / 30
Net 13 =——> 101 :192.168.1.244 / 30
Net 14 —> 110:192.168.1.248 / 30

—> 111:192.168.1.252 / 30

»aS cwl IP sac 4 slhls Net ;o Net 14 G Net 8 ;1 g IP sac 32 slhls Net ;o Net 7 U Net 1
. >guino 05leiwl broadcast sl WIP ;1 s sSu 9 Network Address sl WIP ;1 sSu Net ;o
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.J*JS,_S\Qbuu)bﬂ))._g)'qs.g_JJ : Jlo

NET 2 30H
X )
o

NET 1 126 H NET 6 6 H NET 3 30 H
— X — X —
4,
é‘))

DS Lsduw)sl |, Host = 6 L aSui 3 g Host = 30 U aSieis 3 g Host = 126 L aSus &S5

1 Network * 126 Host
3 Network * 30 Host

3 Network * 6 Host
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IP :192.168.2.0 / 24

192.168.2.0 / 24 ——> 192.168.2.-/25-------

Netl: 0 —> 192.168.2.0/ 25
1 —> 192.168.2.128 /| 25 —> 192.168.2.1/--/27-----

Net2:00 ——> 192.168.2.128 / 27
Net3:01 ——> 192.168.2.160 / 27
Net4:10 ——> 192.168.2.192 /27
11 ——> 192.168.2.224 | 27 ——> 192.168.2.11/--/29----

Net 5: 00 —> 192.168.2.224 / 29
Net 6 : 01 —> 192.168.2.230 / 29
Net 7 : 10 —> 192.168.2.236 / 29

11 —>192.168.2.242 / 29
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i A JwMS sla Subnet Mask Jga>

I, puiS o3leiwl A JwMS > pwlgiue aS (suld Host slaei g Networking Bits 9 Subnet Mask Jga> ¢l >

Networking Number of Number of Hosts

Valid Subnet Bits Subnets per Subnet

Masks for Class A | 755.255.255.252 (30 4,194,304

Networks 255.155.255.248 /29 2,097,152
255.255.255.240 /18 1,048,576 14
255.255.255.224 27 524,188 30
255.255.255.192 (26 262,144 62
255.255.255.128 /25 131,072 126
255.255.255.0 (14 65,536 254
255.255.254.0 /13 32,768 510
255.155.152.0 212 16,364 1022
255.255.248.0 /21 8192 1046
255.155.240.0 (20 4096 4004
255.155.224.0 /19 2048 8190
255.155.192.0 (18 1024 16,382
255.255.128.0 17 512 32,166
255.255.0.0 16 256 65,534
255.254.0.0 15 128 131,070
255.252.0.0 14 64 262,142
155.148.0.0 13 32 524,286
255.240.0.0 /11 16 1,048,574
15512400 /11 8 2,097,150
255.192.0.0 /10 - 4,194,302
255.128.0.0 9 2 8,388,606
255.0.0.0 /8 1 16,777,216
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:C 9 B _uMS sla Subnet Mask Jga>

oslaiwl C 9 B ywMS > pwlgie aS (suld Host sla=i g Networking Bits ¢ Subnet Mask Jga> ¢l 5>

Valid Subnet
Masks for Class B
Networks

Valid Subnet
Masks for Class C
Networks

. 2dawe wlis |, puiS

Networking Number of Number of Hosts

Bits Subnets per Subnet
255.255.255.252 /30 32,768 2
255.255.255.248 29 8192 6
255.255.255.240 /28 4096 14
255.255.255.224 127 2048 30
255.255.255.192 26 1024 62
255.255.255.128 25 512 126
255.255.255.0 24 256 254
155.255.254.0 23 128 510
255.255.252.0 /22 64 1022
255.255.248.0 /21 32 2046
255.255.240.0 /20 16 4094
255.255.224.0 /19 8 8190
255.255.192.0 /18 4 16,382
255.255.128.0 17 2 32,764
255.255.0.0 /16 1 65,534

Networking Number of Number of Hosts
Subnet Mask Bits Subnets per Subnet
255.255.255.152 /30 64 7
255.255.255.248 29 32 6
255.255.255.240 /28 16 14
255.255.255.124 127 8 30
255.255.255.192 {26 4 62
255.255.255.128 /25 2 126
255.255.255.0 124 1 254
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Cisco IOS

Internetwork Operating System ( I0OS )

CiscolOS Software Features

% ¥

- ’

Cisco.com

- Cisco 10S software delivers network
services and enables networked
applications.

: IOS

5wl v gSiuw S guwigw Hiuiw 9 g, S3S 0 awd Internetwork Operating System ( I0S )
BB subsl 9 0,05 by W Jole picwsw 130 15lod 9w Sla guisw 9 Wdyig, Jole piuw g3l

CULs\_AuM)UTLSQSQJClS.LwLJQ\oUI tS)J)le.MJlSLSJLSIJI) |.\J.\.MJlJL§\DUl.D)9.b.>‘)JM9°)9J

2l o iy VSl oSuw Wliup=s SS9 weolyd

CLI 5,59 Setup mode . >gi 50 Sai,Sy Mode g5 ,5 I0S

: Set UP Mode
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ks Sl g e adlgs JolS wlossis ol adl + e plsil LIS Slawl uod s |, adsl wloukis Ll

OVlgan ol @ O3l Fwl Sl 4 Wilg e puzed L3S asxle S)Sus Mode @ cownl e i
2 plil ) wlowdaii (ul 5lo oK 5> 9 g Set up Mode ,ly Lowsiuwo

: ( Common-Line Interface )

Text loaxo U CLI . 2ud> plxil guigaw 9 yig) Sy | Syiinn wlowhais aulgi (sw aS cwl &l CLI
LS o Type | gy 590 uoly9 Jou=o ol )> User asS s,9b @ 3wl (s Base

Configuring Network Devices

- Configuration sets up the device with the
following:

— Network policy of the functions required
— Protocol addressing and parameter settings
— Options for administration and management

- Catalyst switch memory has initial configuration
with default settings

+ Cisco router will prompt for initial configuration
if there is no configuration in memory

S Wliups wleudais

5l Sy awigw - il e ol Rilgi 9 W Sy Srw S pubais aSun ) S wp> Device Sy pudais
Olol pudais Vg g 0391 Adgl Wlowhis Srw Sy Shls Lo)9 Yiuw Wige W aS 1l o S Wl
|, 593 aaubg aSuui 5> Wilgi (swou pudaid U Hig) bol . Lol s LAN aSics SO )y Sl wolad ap 58

. 55S pabais (ulue aauby plil wp> | O counl o Gl il 48> ol

ol Mode sl Setup Mode |, s.i0 (s pubaid s 5L Sl @S zdgw 9 g, b 359550 5 enlnl

. L9 o a>lgo Ol L aS 1wl s

Email : Koliji_Cisco@Yahoo.com / (s« 3aS (eadl /| www.commandsource.org
36| Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

An Overview of Cisco Device Startup
S

Cisco.com

1. Find and check device hardware.
2. Find and load Cisco 10S software image.
3. Find and apply device configurations.

\\
==

F oScuw S5l wsew Shlul ol 09 1 SHg50

ICNDNGR_02

I, o8 3,8 g9, Sy sS3lol U digais (s ivg,y aS Sl adaxd 51 Cisco @S i slaDevice (IS job

. >)|.'\§ O w iy

S>> Syl czew Hb 5l Ol Usgs pIlw 9 oau aislics W18l wew Power 3dS s 5l ass Jgl o8 )
. 394U (50

2wl w I0S Us)S Iy p9> plg A

. Device g, wlowhis ool Jlocl g 00ui 0,033 Glowdais ws)S 1oy 31 8
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External Configuration Sources

Cisco.com

' Teinet ’
7’ Interfaces = ’
IComoh Port Virtual Terminal

onn}o PC or UNIX Server
A= s oy e
~ 7+ Configurations can come
from many sources. Web or Network
. ; - . Management b
+ Configurations will act in Server g

device memory.

g gy o9 CLI @ (sowyiows g Gvg) w .« 3)l> 3929 v, auy awisw 9 i9) U sewyiw Sl
Web SoS @ gSmw Whapxi Us,S i 31 gy 9 95w Wliupxi 9 TFTP Server o bly,l
s 5lau,lbe CLI @y (s yiows Sy Givg) auw .+ uwl (s Browser

Console Port =
Auxiliary Port =

Telnet

: Concole Port

oy L ol 5,100 59>9 Ul g, Lswoudiii gud 1sS Lsw S,lau,s Jgl U sl |, Device S aS swolSin
. b s Console w,g, 5l oslawl wl ws,S Configure ¢ I0S @ Csow yiw>

o8 oy SoS @ 9 Jaio PC Sy @ |, gl 9 9, , Rollover LIS SoS a4 loow Gvg, il 3
5| @wisw 9 9, pudais 5l a2 3iS o pudais | Ol 9 05, 518, bl,l @uwisaw 9 5i9, L Hyper Terminal
350 Slpadg, 5l dg0 dlgs 3B, saws Slpig, Gusb 5l ewsiows o351 wsls g Console w,gs 8,k

. 2wS oslaiwl Console w,gs (guyb 5l blu,)l wg bly,)l s,l,8,, Sl
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»w g Console w,g; @ Jlail wp> Rj 45,6618 shyls ol 1w S5 aS cowl LS Rollover LIS @ auss
2ol L yigaolS Com Port @ Jlail cp> 9 Pin ,giSGlS slhls ol ,S0s

RJ-45 Connector

: Auxiliary Port

9 03,5 51,8, bli)l auigw b g 159, U sgs ol) 5l ailgs (o ooy, AUX w9y 5l oslaswl (sisy 095 Uivg) 53
3508y o W90 silule siwn b sl blisl gl - 2SS eabais | Ll

S iws yigy 4 Ulgi sw Dial Up bglas (8))b 5l bli,l 9 p3g90 So a yig) S 0, Juasio b Jbio j9b
S pubaii 1) Ol 9 05,8 oy

:Telnet

Al osls wouws of @ |, (IP Address ) sew)sl awisaw 9 59 aol LSS pubhis Pid aS (Nijgo
bli,l ol + 35S pabais 1) Ol 9 03,5 |y Csowyiws gugaw U yig) a TCP /IP aSiui S5 55 awlgi (o (il
ol ials wigo 5y cululy .« sl w Telnet  JSig, 3l osleiwl g Telnet  Luugrw (aib 5l
telnet U aulgiwe , Telnet (ai,b 5l Coawyiows Ul Lsg Jled uizxod 9 guwigw L ,ig, ( IP Address )

5,8 Jloel Wil sy, 1) 0l 5,90 Glowbais Ll @ ws,S
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: TFTP

L Olgi s by . 2wl s TFTP Server U gSiuw wlhinp=i ow bli)l , wsbola,)l e ol 5l ;305 sSo
Sy 5> 88ly )3 9 S 5> S8 S s | @wisw Lo ygy 10S g wlowhis , TRFTP JSigy 51 085S 0,
. 3,5 ,l0p55 TFTP Server

: Web Browser

oSoww Device aS cowl pi Ul (sulo; bla)l ul. 3l o Web Browser  ss,b 5l bla,l ol uysl
@ U ouob IP Address S shyls aS cowl csusmo Uls @b ool .+ 20l 00w 03bel TCP / IP aSeis 5y H8 >
.AsS Browse |, abgs o Web Page ulgi ol SoS

CiscolOS Userlnterface Functions

s Cisco.com
* ACLIis used to enter commands.
* Operations vary on
different internetworking
devices. '
+ Users type or paste entries in Claco
the console command modes. =
+ Enter key instructs device to <
parse and execute the command. —
+ Two primary EXEC modes are -
user mode and privileged mode. - )

* Command modes have
distinctive prompts.

: CLI
Olowhis ouwd ol 5> 2lgi s loow 9 il s Text Base ly=o o CLI i aisS aS ,gb vlod
2> plil guigw b9 yig) S, |, (salixo

p Ll o ubb=l Mode 9> oslyls 9Siiuww I0S s CLI

User Mode =
Privileged Mode =

. g abgy o Mode >l ol (s guigaw b yig) Se, wlewdais ws,S 35l Sy aS cowl suso Ul

Email : Koliji_Cisco@Yahoo.com / (s« 3aS (eadl /| www.commandsource.org
40| Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

: User Mode

Q ewyiows gdaw o onl Mode gl 839 5> . auds plil 1) Sdgaxe wlidac slsi s Mode ul 5>
wlizo >1,91 g8lg 5> . wewl L=l L8 Monitoring wldoce Mode ol 5> . 28> v wliw |) guwigaw b i,
US,S S>> Ug> Sxgixe wlhdece ;, wlowdhi @y aubls sawyiows Ugy 9 oo Mode (il 55lg aislgi (sw
D> plxil 1) guisw b g yig) 5)Sloc
olbin CLI aS cwl &> ol User Mode , wlouhii JolS wasw Lode ¢ I0S waw Boot 5l as
: il w0y wige 4 Command Prompt ol ¢l 5> . ad> sw

Hostname >

B VVEWY. ) U0L> U.m|).9 S U)H)LSCLg9|).>_-| CU))L9 Loy Mode UJ' )bqus)gb.)l.o.&

U (5>9,> b g S39,9 SWdlyi Ulio J,iS ¢ aladls cusng Ugzod wlu,liS swas Sly=l Sl Jlise jeb @
FpaS (s oslaiwl o ol 5l e b yig) pand il 8

Hostname > Show Flash

: Privileged Mode

il o gwigw b g yig) o)y wlowhis plzil sy YU (owyiws b sa&ul> Mode ol

ol 51855 Sl bol L caws 3,90 US,S 3Hlg @ Sl Mode  cul 4 VL s)lg Sy Uo,9 iuw Wigo
ol U S0y piwls U pols slhdl khad U sguin S 59y Mode ol @0 wani s)lg 5l J8 ol sw
2 Ukl wlophis juei 9 0adliw 9 wWlewdhis & (sawyiws> Mode il 5> . 2S oy sewyows> Mode
Al v

Cap> aolyd wlod 4 JolS (sawyiws 05>l , 3¢ui (oo aisS 50 Enable Mode ol @ aS ao ol )
39 cswo oy i wleudais

i Jeles> Privileged Mode »,lg User Mode > 505 Ulo,9 Us,S 5)lg U
Hostname > enable

P S W s 5 Wyge o command prompt |, VYU ulo,d US,S 5)le U
Hostname #

DS o Sl | 505 Uloyd e ol 5l valw 2, sl
Hostname # exit
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System LED

Catalyst 3560 serns PoE-3

1

I 2 3x 4« b Pz ?:.

Switch

owlwl » B 8 culad Ol ol asdsg aS OSI Jaw 5l egs @V 55 cowl S8l ow guisww
9 > oslawl aSuw J=Is 5o usy)S pubhis Vg Wilgi s EWgw . 1wl sw aSiw ;> MAC Address
5 s> 9 (1100 Mbps ) sl s wygs Shls 2950 Spw S guigw.ads plxl |) Siuzbgw wldoc
awgw Jole pswuw .« il wsw 50 (1000 Mbps ) cw B3 oyl sl whgr Shls syw il s Jaw
SHalb Slos Ulgi (s« S s S3L L LS 9 )8l wxw G SH3I o0 lowly Guss I0S Ulgie

F0)S punwd) Aowd daw @ | 2950 S auigaw

L&U_)SJ .1
awew Jlo Hob a4 il sw wylaio il slasi 9 d w)g) £95 il sJao a> 2950 auigw aSiul @ qiuw
bl oyl Wyt 12 9 S)gi swd 3 o Caw BS w)gy 95 Slyls 2550G-12

LED .2

Port Status LED =
Port Mode LED =
System LED =
Power Supply LED =

Mode Button .3

Email : Koliji_Cisco@Yahoo.com / (s« 1S (el /| www.commandsource.org
42 |Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

D awisw sS39

PC4 sado Guydl @y 89> guigw 1S Jlw,l PC 4 sl ssuleMbl PC1 )31 Mio aS caowl ol guwigww S5u9
S Vg Adwos &, Collision s (sw oslawl guwigaw 5l aS Sl aSew s . aw,d sw |, PC1 wleMbl
(abdl> ) 0L S whgr 8 Sly awsw . 3,1y PC e wleMbl wdl)s Sy puw Sy 9 Jlw,)l Sy puw
3L 5 I LPC 5l Sy wleMbl auigw 1uS Jlw)l wleMbl s PC S Slyy PC 9> Ulojod ,S1 as s>
2aéo PC @y wygs Uled (gi,b 5l | ;55 PC wleMbl 9 S (5w 0,055 ol Juaio 1aio PC @, aS (si)g)
, awew > . LSuo Jlwyl ) pgs PC wleMbl , Jgl PC wleMbl Jol8 Jlw)l 5l a2 9 lw, sw
Hub g & v, ;5 CSMA/CD , Hub > (sJg 38> (swi &) p3lai Ug> wowl Gugols Lgijes > CSMA / CD

- o | ("_AU'.'S)

Port Table

Jaio guigw 3l iye u aS wel&iws MAC Us,S 0,055 Sl aS 5)ls L8 Jgas> S awigw aksls s
Jga> ob . 590 sw , Jga> ¢l Dynamic U Static @ g0 95 @ aS 5,500 1,8 esleiwl 5,90 wowl
. <wwl Port Address Table L MAC-Address Table

Switch#sh mac address-table
Vlan Mac Address Ports
m— 1 0005.dcch.d74b FalO/4
i 1 000a. 467 . 980 Fal/5
1 000a. 467 .9e8b Fal/6

I L
Fa0/3 |  Fa0/4 |  FaO/5|  Fa0/6

A B ‘ C D
== :—i’_-ilf ] Insfﬂ.—f_ | =

oSy S b Static W 5y wewl W awigw abdls Jga> dgun (s g, aS Jol L Sy guwigaw
350 s plal J=ho ool Dynamic ol s (g pusS pazxuie MAC o iy | WoPort

Email : Koliji_Cisco@Yahoo.com / (s« S (il / www.commandsource.org
43 | Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

I 1S (sw 0,x5 395 Jga> 55 |, Wl MAC g 5,15 51,8 PC A w,gs Ol 5> aS Nlowe awigw , dwy guwisw

Aod SS9,y 3 Uad Sl 395 Jgaz 55 | gwpdl cul Ug> 9 @id,S PC A 5l sJlw,l pusd 55 aS xaso Lw)sl aab
1S v Jbw,l Cowl Juaio Ul @4 PC A aS (b)) 5l pué @ disowd Juog 5,505 SWPC @ aS 393 Sd w)gy
Break |, pu,9 PC il S0 PC U xaso Lw)sl )81 2SS o o0 pusd dabo Lw)dl cuoowd @ WPC
wlae guigw puy LS (s JLw,yl PCA @ guwly 59 05,8 wdlys |y puyd ail Sy gwysl S1 (s 35S
LSS 5w 5505 SPC sl | L8 il + S w0035 Jgax> 55 g 55l L8 wygs plaS Sg) 3 30 PCD as

=)=

[

HostA  HostB HostC  HostD

MAC Address Type Ports
0005.dccb.d74b DYNAMIC Fa0/1
000a.f467 9e80 DYNAMIC Fa0/1
000a.f467 9e8b DYNAMIC Fa0/4
000a.f467 9efc DYNAMIC Fa0/3

c S JuoSS 1) 393 whgs Joa> U auSiwo

P y,ls al>0 93 puigw P ASS

Learning .1

Forwarding .2

. xS Learn |, ,MAC Address 8000 >ga> U xlgi (swo w)gs 18 Sy guigaw
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Iy, <o Ol awigaw , S9ui cswo Jlw,l Switch @, PC 5l Frame & lawl a8 cowl ©ye0 oul @ 050580 JS
Sy cowla 81, seu s Update auli 300 5l aes aeab asals sg>9 MAC Table > )51 uS s Learn
a4 il 81 g 1S Forward ol a0 coals Jgas s 1) dade S| Guw 35S sw Learn |, ol )L sl

. LS80 (o ) Broadcast asowd Juog PC @ aS sulpijrgs olod

. 35S o SU Jgas 5l | @ygs of MAC Address (susso @i 5l Ass awisw Soubs ghd (sl S

: Address Learning J>l,0
D Cowl 05,55 @b, | swouyd aud guigaw aS wowl 0aui o, L 05 Jls MAC Table 55 JSow )50 1

Address learning

Pci send a frame to ped

Mac address:x1 Mac address:x3

Ml addmess
Fan
2
! P
A |
I e IE =i

Mac address:x2 Mac address: x4

i35S oo Il awisnw @ by crousd ol » bl asls |, PC4 U blo)l aad PC1 auS oy : 2
aS guwisaw jl six9s 0)loais 9 PC 1 Guydl gl plo 3uS (o wa8lys (swuyd PC 1 5l Jol LU Sy gudsaw aS Ll
.S sw 0,u33 59> MAC Table (s | wowl Jaio PC1 a4

Address learning
Pci send aframe to ped

Mac address:x1 Mac address:x3

- mberimce lac addmess

Fan 1

Mac address:x2 Mac address: x4
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lay s yiwd ol Oyes plaS b 5l ub wls i g 5l [, PC4 u.u)bT 593> Jgd> 5> guiguw Ug> 1 3
>+ 1S o Jlw)l cewl Jaie PC 1 @ aS ()9 5> 0 yild wjgr pled @ 1) puyd audgw wullo 1S
s bgiyo X4 Lyl aS dowyy w disaud Jaio gwld wygs @ aS ulaDevice ;1 ws,S Broadcast U gélg

Address learning

PcA send aframe to pcd

Mac address:xi Mac address:x3
S— Dariace Aallac addmess.
Fan xi
Fa2
Fova
Fd
o o
Mac address:x2 Mac address: x4

Ad0 5,8 59> MAC Table s 1) ol s PC4 @ Jaino aS (59,91 0o

Address learning

PcA send aframe to pcd

Mac address:xi Mac address:x3

Ll

& nheriace Miac addmss
Fa x1
Fo2
]
r o

Mac address:x2 Mac address:xd

. 3940 (s JuoSs Table ol (sSal Uloj oS 5l as ol o
HERY

5l A 9 A6S Lsw oslaiwl W aSew ;> Broadcast o080 51 59> MAC Table U>,S JuoSi Sl auigw
.S G Jdiie aSud s |y Suélys Unicast whgo @ Ol JuoSs
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Filtering Frames

MAC Address Table

ED: D260.8c01.1111
|E2: 0260.8c01.2222

E1: 0260.8¢01.3333 (5 )

EX: 0260 8c01. 4444 =1
02808011 iR e g e
L» EO

0260, 8c01 2222 0260, Bl Ma

= Station A sends a frame to station C.

= Destination is known; frame is not floocded.

aS owl (sao Ulay ol - 2ol o Frame Filtering 18> (sw plil guisaw aS 505 ppo SIS I (sSy
Cowl Jaio daso PC @y aS suasiio wyg @ bad pu,9 aS .S Jlw)l awdsw a4 |) (souyd PC A (sudg

05,5 JuoSi |, 593> MAC Table aS il sw daso @ Ol Jlw,l 9 1 pu,8 0SS ild @, (silo) auigw

b

3505 Sl Wy U 9 398 s cwlid B2 whgs Caoaw @ had puyd ululy il e udy Ul B2 @)y

3o cswu JLuw|

Table ol , culplo . 135 ww plsl | b puyd Siyulé wlloc s¢> MAC Table SoS @ awisw

C S cwlad ewyu ) B euyd wlgin U sgw 59, a4 Ledlsy caawul sw
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D awgaw bowgi B 00,9 Jlail og=

Transmitting Frames

Cut-Through Store and Forward
+  Switch checks Complete frame is received
destination address and and checked before
immediately begins forwarding.
forwarding frame.

Frame | Frame 3

Fragment-Free

me ¥
X
H £
8
= Bwitch checks the first 64 -
bytes, then immediately

begins forwarding frame.

=

Cut-Through

, Ao olgs> wowl wll )y JIs s auwigw bwgi aS (swu,d 5l Destination ald aSil paxo a4 g, ol )
bowgi puyd JS 55100 (w93 Ungy oxl 5> 9 s JLw,l Destination wioow a4 (sidg Ol gud W pu)d
Nlgis idl,s Sld w3l awisw aSul paxoe U . 5,8 Wi cwlad Wldoc Lusw 9 39 bl Ewigaw

S v Cwlad dabo Cuoow @ |, Ul 595 MAC Table SoS @ 1> Lassuiw |, Destination Address

Cut - through

Up to
6 Bytes 1 Byte 6 Bytes 6Bytes 2 Bytes 1so0Bytes 4 Bytes
Destination | Source
Preamble SFD Hardware | Hardware| Length | DATA FCS
Addresses | Addresses

Cut - through :

. reads only the destination address
. No error checking
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Fragment-Free

Uil 9 D9 (s S error il b 5l g dgui s oles (a8l puyd 5l Jol ol 64 Giug,y ol >
64 ;5> Vgoso 1d> &, wulCollision adlgx aS (3,50 ;5 . LS w0 wlid 1aso woww U 1) 0,9 guwigw
39 o SySel> Ll JLuw,l 5l 9 ooui sulwlive ooui Fragment sa puyd ool b adaue &) Jgl <ol

Fragment - Free

Up to
6 Bytes 1 Byte 6 Bytes 6Bytes 2 Bytes 1sooBytes 4 Bytes
Destination | = Source
Preamble SFD Hardware | Hardware| Length | DATA FCS
Addresses | Addresses

T

Fragment - Free :

. Check for collision on first 64 bytes of frame before forwarding
. Provides better error checking than the cut - through

Store and Forward

4 puyd ol >guiue wulas Destination woew a4 Guww 9 030 8L, JolS wigo 4 puyd Givgy ol )
Slaalsd 9 b @8l JolS wygo 4 puyd ol Sd oy aS (0,90 55 Yaw 9 Sguine Buffer JolS w00
G puyd , LSS pasiw |y wullas CRC puu,0Sdl aS (5090 55 aieod 9 394 wsaw,y FCS g Destination

. dgio Discard puy8 1S pazaiw | (ullhs CRC puyye8l aS ()00 55 .« dguitan Culid rado Cuomw

Store - and - Forward

Upto
6 Bytes 1 Byte 6 Bytes 6Bytes 2 Bytes 1so0Bytes 4 Bytes
Destination | = Source
Preamble SFD Hardware | Hardware| Length | DATA FCS
Addresses | Addresses

f

Store - and - Forward :

. Use CRC algorithm to error checking
. Copies the entire frame in to buffers then error cheking

Email : Koliji_Cisco@Yahoo.com / (s« S (il / www.commandsource.org
49 |Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

Configuring the Switch

Configuration Modes:

- Global configuration mode
- wg_sw sfconfiqure terminsl
- wg_sw siconfig)#

= Interface configuration mode
—wg_sw_al(config)finterface =0/1
—wg_sw_alconfig-if)#

'

: 2950 auigw Sauu,Swy

: Lo _sw Configuration Mode »>,lg Enable Mode > ;5 Ulo,9 US,S 5)lg U

Switch # configure Terminal

AUSao st ) Wogo a0 Command Prompt (999 Ulo,8 ws,S 5)lg 5l Ay

Switch ( config ) #

- g sw gyl config o 5l Exit wlo,d L. s)ls 399 auigw (oIS wlowdhis WSl config aw s
ctrl + z SadS U oS o 3,lg |, End  Hgiiws b g enable ao o config aw 5l pusicwe aSiul Sl

. paijao )

ol Slaads

LS sw Refresh 1) ulo,d s Ctrl + R

33,5 (swo o Jgl @y Los wlSo @ Ctrl + A

39, s i aodS Sy o USo : EsCc + B

59 ww b 3l @ los UKo : Ctrl + E

59) usw 9l> aodS S o UlSL: Esc + F

39 0 9l> @ S8 S v LS : Ctrl + F

G Wby i 35S, oul 51 S sy 1 $

>S90 wbe 4 S8 S oo USo: Ctrl + B

wvlg>1,8 : Up & Down OR Ctrl + P & Ctrl + N
History alasl> 5l ol )9

1Suo S 1 a0 Jgl b Lo ulSe sl 5l Ctrl + U
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F(9) Jlgow woMe SoS @y Help vasiw Jlss
, (S)us)S 5)la bl 5,8 oslaiwl (§) Jlgow woMe 5l Ulgi (s Mode S 5> b Ulo,9 o] LS Sy
C A sw gwles |y puiswd aS Mode ;8 s )=l LB ol ads

Ax8.0 4 Axao Space adS Uy L, il yiw axes S 5l 0o 03y Giuulos uol)d slass aS (83,90 5>
S sl | Huolyd s @y s algi sw Enter adS ws; L9

o b aS Guld Oloyd § wioMe 0 b w9 aiivgy |y Uloyd Sy 5l ol jiSL1S diz alei o iz
aS siladS Galplo S ol |, § coMe & B> g 5l a=r Jlio seb @ . i |, Wigud o 5lel g >

59 (w03l Gaulos lowds a4 05 g0 @ g 0aui Hilad Ll da ALy € B> L

Switch > e ?
Enable , exit

. dguio gl Ulo 9 aod Tab adS Us; L e puwiS b |, command S 5l Oy dis (sudg 1 S

Jlo S > Help 1 oslasiowl

: enable mode > clock pulhi

Switch # clock ?
Set set the time and date

Switch # clock set ?
hh:mm:ss  Current Time

Switch # clock set 18:52:23 ?
<1-31> Day of the month

MONTH Month of the year

Switch # clock set 18:52:23 11 jan ?
<1993 - 2011 > Year

Switch # clock set 18:52:23 11 jan 2011 ?

<CR >
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D pasS oad o 1) 0o pudbis wuclw puwilgi sy Hgiws Us; L
Switch # show clock
: <CR>

. Gowl JolS Hgiiws b pudw) j9iws 31 @ (susy @ Carriage Return

. History ulo,9

Jwilgi (w35 Uloyd SoS @ . S o wsulex8 1) 3l 05,5 5)lg aS | (suwolyd sl 5l Lsvuns History
. S oadlie |, Ul wlgixo ¢ History

Switch # show history
233 s Uimloo |y pul 03,5 1=l aS | Ld yeiws 10 loyd ¢l b

S 0.3 History s 1) jeiw> 256 U 0 5l pwilgs (s 505 Ulo,d U

Switch # Terminal history size 0 — 256

: Version ulo,9

U39 9 L8l wew 590 55 Ulgi (s Ulo,8 ul SwoS a5l (sulgly9 5,058 sl auly wleMbl sl ulo,d (il
, Device u>g Uup Ulo; wio g Platform oL ¢ FLASH ¢ NVRAM g RAM sla alhsls uljw 9 I0S

. ))ST oy |) Ls\JLCXLbl

Switch # Show version
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D U Sla el

A\Y

% Ambiguous Command : " e

L o il S0 hss | ousls (uglaie Sl il € aeldS U Lsusy

% Unknown Command

35l 39>9 (il Gaxod (s

% Invalid input detected at * ' marker

ol ) ,hi 5,90 il aelS SlaS ads o Olin ' MY weMe Gl b usy

% Incomplete Command

o JolS Uled iy

% Unrecognized Command

. J_wL_wM Mode UJ| PR |) ul.o)s UJ| S
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Switch ( config ) # Hostname Cisco

Cisco ( config ) #

L dlyey pluy

Message of the day

390 csw oy wliw bl ) Sl 9 0,8 8 Sy guwisw @ ws,S Login L L 5> aS 1wl sw swley

Switch ( config ) # Banner motd “ Message "

Vb ol

A\Y

Switch ( config ) # Banner login Message *

Switch ( config ) # Banner exec “ Message “

Email : Koliji_Cisco@Yahoo.com / (s« S (il / www.commandsource.org
54| Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

Console Port

lﬂ-ﬂﬁi ED —
Console %

. wuwl Console port ;1 oslaiwl Lol (sw pudbis Lo aS g, U guwigw L blu)l ol, Lo

console port g, svilowris pwlgy U pusS (sw oslaiwl Console port a, wiaiw 35l Sy 5 Hgws 5l

: padd ol
Switch ( config ) # line console 0

Switch ( config — Line ) #

a8.8> 10 ,6,9 G Wygw U bl ul Vi ghd U9 Y9, L awsw L console bls,l ;58,0 Uy was
39d=0 U wygwo @ |) 390 5w 58,0 blo)l cul aS suloy waw awle (s ) Heiws SoS a4 . ol w
&lad bli,l ol s9i0 Jugs, gundiial cul 51 soVsb Ulo; wao Sl (suPacket SI gély 55 . pusS i

o dlgs glad bli)l wdg gud puwugio |) 0 sac kad SI. as aslgss

Switch ( config — Line ) # exec —timeout 0 O

» L ulog bod aS cowl ool , wgd aslge O U cowl oSoo a5 oMSiiwo 5l ,Ss (sSu
55 dsioad Ul asui Hhiie g show run Ole,d Jbo Hob @ 3uS sw 3,l9 yig, U guwisw Command prompt
b e e el cowl ol Uup B Gl Sl S aSll  uue S ply abax) Gl
25 Ulo)d SoS @ .y axgie |, wowl oo ,alb aS wly 9 Ulsgs Uloyd Azt o welds Aulgi (swd

a2 Giwlos Loy Oloyd (59,3 5l a1y 3> ol 2sSs 5ig) b awisw 4 wilgi s

Switch ( config — Line ) # logging synchronous
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390 (w0 jlw ,wd)> Admin Sy shdl Csawyiows Cudgd=o 9 d)guuy el aS sl aswls asgs

Sy Gvg) 95 . 3940 (sw 0dwyy User Mode @ wauw s)lg 5l Jud aS wowl 5,9y Console Password
D agd v ki 05 Wyge W aS 3l 59>9 5,9 LSS
t ol g,
Switch ( config — Line ) # Password Cisco
Switch ( config — Line ) # login

L R9> UMY

Switch ( config ) # Username Cisco Password Cisco
Switch ( config ) #line console 0
Switch ( config — Line ) #login local

L, 1l 05,5 18 9 1l 0o 5)lg walizo SldUsername U asS | sl,dl pwlgi s User Mode > ivg, ol UL

p.uStJ).;.;SgomLum

: Enable Mode a, wsls 0,

User Mode > aS (swol&id . 595 (sw oslaiwl Privileged Mode @, wasw ,lg pKid ol )18, Sy
L 390 (5w 0wy Sy 2l oS 3)lg |) Enable ulo,d

Switch ( config ) # enable Password Cisco

clear w90 @ |, Ol algi (s Show run Ulo,8 SaS @ g 394 (s 0.5 clear text wygo U 5,9y il
oslaiwl 5 Heiws 5l puwlgie 3w show run s 1) bo Sldjo, Llgn (sawS aSuul Sl . i 03w S 9

P paiS

Switch ( config ) # enable Secret Cisco
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Switch ( config ) # Username Cisco Secret Cisco

ahdl> > oo AS WHgo W dygay , Secret > aS weles ¢l L aiiwd pd dlod Secret ¢ Password

Heiowd  Secret Hgiwd . 39l swou oIy Sl clear text w50 W 9 39l (sw 0,435 yig) U auwigw Sl
. >l> wuglgl Password

slacl Syw K 1) B39y« oS (s oslaiwl Password e ,S,S ws,S Olpiy Sy 5 Hgiaws
P S (w0 Jud
Switch ( config ) # Service Password — encryption
s Ll wlowdais 9 o Interface
D paiS pubais ) Ol g 0aus 55 5590 Gundsiil 3l pwilei o 505 Uloyd SoS @
Switch ( config ) # Interface  type mod/num
Switch ( config —if ) #
: Type

Gigabitethernet |, Fastethernet U Ethernet : Mo puiS (5w paziw |, guud il g9 type oo >
b

: Number
L D9 (s Aig i 590 puwdaul L port o)loc num oawd s

390 (50 €90 O/ 1 51 gdan 53 Lutsd il 0l

Fowd il Su0s)S Jugels b g,
Switch ( config ) # Interface Fastehernet 0/1

S o Jled b iy,
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Switch ( config — if ) # Shutdown
9 w0 Jl=d e b Jugols

Switch ( config —if ) # No Shutdown

Dol b Port S cueog Wsls Guules Ule )8
Switch # show Interface fastethernet 0/1
: Port ploi wusog wsls Giwles Ule,9
Switch # show Interface status
: Pore ;& sl oU juusi Ulo,9

oxlaianl O 5| W Gusdyisdl yips upio Sl 5 by Ol 5o pasdiil 15 Sy @ Ll o ey

¢ 39 (o
Switch ( config ) # Interface Fastehernet 0/1

Switch ( config — if ) # Description name

D OHgy > kil Hgiwd

P 3,ls 39>9 Givg) 93

P lgio je Sl ud sl olxil sy Jgl ivg,

Switch ( config ) # Inteface range type num type num ...
: Jlo

Switch ( config ) # Inteface range Fastethernet 0/1 Fastethernet 0/3
Fastethernet 0/6 ...

Switch ( config — Range —if ) #
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F lgio S pund sl bl Sy e yivg,

Switch ( config ) # Inteface range type num —num

: Jlo
Switch ( config ) # Inteface range Fastethernet 0/1 —5
Switch ( config — Range —if ) #

L awigw Shlxo Jund il

a bgsyo S Sawilg 51 sSu aS Lol o Silzoe SWLAN L Virtual LAN  o)le ;| ai3,5, VLAN

U |) ewigw pwiix> L gwsw S 4 Jaio SdyiguolS aS aas (sw |) UlSsl ¢l lew @ aS wowl guigw
ol 53 9 Ve > ,SaS) 51 W 09,3 vl S8l aS S)eb a,auds 518 Lol Sla 09,5 )3 ik wyso
. b adlgs [3=0 Broadcast 039> Sy v Juawi VLAN ;8 L 0g,S o wll>

i pugis sw VLAN 1 559

Switch ( config ) # Interface VLAN 1
! oS (s Jld |, VLAN
Switch ( config — If ) # no shutdown
L pwiSao sdS gyl |, VLAN 1

Switch ( config — If ) # IP Address ip subnet mask

:VLAN 1 @, s> u.u)bi Jlo

Switch ( config — If ) # IP Address 192.168.1.1 255.255.255.0
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: Telnet

M Sl a4 ool sw Telnet wlos L Virtual Terminal  ig), L awisw @ (sawyiows Sla ol 51 oSy
LS o wygtbw I0S asS sula Line sl ojlail @ ululy seu s ,1)8,0 Session S, Telnet bl
. S L8, Telnet Session algi (swo

DS b | 5 ad>0 3 LG Telnet pudais sty

Setting IP Address .1
User mode Security .2

Enable mode Security .3

c pad> s polaisl IP S 5ig) b awisaw 4 (sisy puiS (o (> pwpdl ) VLAN 1 VL w90 a5 Jgl al> 50

C pADd D)0y Enable mode V] JJlJ . Nl osl> Co9J L5\L.9 Olxbo > |J PG CLL>).o

L3S (w0 W)so 13 U9y 95 3l S W 9> al> o

t Jol G,
Switch ( config ) # LineVty 0 15
Switch ( config — Line ) # Password Cisco
Switch ( config — Line ) # Login

L P9 UM

Switch ( config ) # Username name Password password
Switch ( config ) # Line Vty 0 15
Switch ( config — Line ) # Login local
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sulgio User slasi ol ay aS caowl ¢l dio @ Vty slasi (sasy wcowl 1560 L 4 U 0 51 Viy o,loo :Viy

. V9w Jog awigw a4 Telnet Jlail b Ulojod

Sle 505 wheiws @lao |, puyls o3V ws; Telnet sl aS |, ilygiws « auS oK 5 JSoo @ @ Jlo

P paS o

Username : Koliji
password : 1234
enablepassword : Cisco

Telnet

D pasS v Jloel guigaw Sq) u aS (il jgiws

@ Swiitcho = | e

| Physical i Config | CLI

IOS Command Line Interface

\ Copy \ Paste \
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: pai s telnet auwigw @ U puiS sw 3,lg ,igaolS command prompt s |, Telnet ip address )giw>

? Laptop0 = & DY

' Physical ‘ Config | Desktop | Software/Services

Command Prompt

et Tracer PC Command Line 1.0
telnet 192 |
19261685150 swwwOpen
Verification

koliji

: IP address

.l 05,5 wyyei Vlan 1 sly aS paawgs sw | (suip address VU giows s

-

|, wleMbl (Secur Shell ) SSH (sJg >)l00 ol 9 diw o |, wleMbl Text w,50 a Protocol Telnet

L',g)ﬁib).;)ls),g 9 (M )9pauo LS\JS b)|> Ls\a.h.zo Sa Uj)9 JSJQ),.J, qu >)|> S i Lu.\.ol 9 .LaS.a.o L$)|)§}o)

i 2 9 1.5 9 1 sl w3y Ll
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: SSH
: SSH b J>lo

IP Mode Assignment
User Mode Security
Enable Mode Security

IP Domain-name Cisco.com
Crypto Key Generate Rsa
IP SSH Version 2

o U kA W E

S o Set 1) zuwigw IP L1

. paiSan (DS ,9uy , Password g Username giw> L |, User Mode .2

. pad> 5w uolaiz| 5,9 Enable Mode a .3

c b acwls .com wgauy A4S oL LU s> aS pusiSuw x>l 1) IP domain-name ,giws .4
polbw sw |, S Crypto key generate rsa ,giws U .5

c U b cewl oouw aislw 2dS puiaw puiSae oS show crypto key mypubkey rsa jgiows L .6
cpuS s s |y SSH wj,9 L7

Jo9 awiow 4 SSH  &,b 5| Secure CRT L Putty 18] o U a2y puiS 0 Ping ;L S .8
PG (SO
Enter 9 pouwug 5w |, SSH —L Username IP ,giw> PC ,> command prompt lkixo ,» .9

- Py SO

» 139> wloghis 9 SSH JSSgy 8ok 5l pugsds Jog auisw a4 puilsi (s yigapolS 51 YU >l ol b
. pad> pll Euwisw Sy,
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: Jlo
F pasS (s 3le 55 whgiows (gillas | puyls o3V Ws; SSH sl aS | (silygiows « auS oK 45 JSoi

«

Multilayer Switch

Username : koliji

=

Laptop

D pusS LﬁD(beC|@H59AUL59)JJ|))ijCAJ9LuD

® Multilayer Switch0 | ==y X

| Physical | Config | CLI

I0S Command Line Interface

e“ c*

( nflg;#llt@Ltace vlan 1
tchlcontlg if)#no shutdown
ritch(config-if) #ip addres
itch(config-if) #exit

witch (config) #username koliji password 12345
tch(config)#line vty 0 15
tchi{config-line)#login local
tch(config-line) #exit
tchfconfig)#pnable password cisco

g) #1ip domain-name cisco.com
h(ronflq)#cr3ptu key generate rsa

6] lh U W

o]
£ g 5 5

=4 pty

—

[€))]

Wi
vl
wi
Wi
ri

kf) lf) U‘ [65)

:—T'
Q
,’D“
’)
O
3
Hh
-
_3

W
Wit

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
3 Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

1 0:11:40.402: %SSH-5-ENABLED: SSH 2 has been enabled
Switch(config)#ip ssh version 2
witch(config) #
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a, SSH a),b 5l U pusS 5w 3,l9 yiguolS command prompt s> |, SSH —L Username ip address giaws

P pag Jog auigw

@ Laptop0 = | B e

Physmal! Conﬂg. Desktop Software/Services |

Command Prompt

ket Tracer PC Command Line 1.0
=L koligh 192,068 1.1

Password:

Switch>en
Password:
w1tchﬂ

: Jlail glol
1. Console
2. Telnet
3. SSH
4. Web Browser
5. Aux
D aass

C S w8 3 @V s se sw oslasiwl (sul o Sl IP

LS w8 2 Vs sgw sw oslasiiwl wleMbl | Jig=i sl MAC

. awo-w Defualt — Gateway s

Switch ( config ) # IP Defualt-Gateway ip address
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Address Resolution Protocol

tuwS| i JSig

L oo sdo aSiois S Sl 0,8 ((sSusmd w)dl b)) )58l e gyl s Sl TCP/ IP - JS5g,
aSww 4 ARP 5l suiwlgs s, auiol eoni aasliw (ssidio uupil.;_)IP uu):,TJa.a_équ\JLo).cu);.ql
ARP . 18> (sw duwl 395 )18l Cew Gw)ydl ol aswls 1) Gwysl ol aS &l 0,8 g 594 s Jluw,l

DGEA: 192.168.1.2 / 24 DGE @ 192.168.2.2 / 24

Routerl

MET 1:192.168.1.0 24 MET 2: 192,168.2.0 / 24

IP: 192,168.1.1/ 24
DG: 192.163.1.2 24

IP:192.168.2.1 /24
DG: 192.168.2.2 (24

Laptop 1 Laptop 2

t ol ©y90 ol U ARP Ul YU JSob @ asgi b

oS w Ping ,PC2 , PC>Ping 192.168.2.1 ,eiws L PC1 5l .1
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osbiw,d PC 2 @ 53 JSow Jio ARP Request ¢ Ethernet II sgl> PDU aiww S, PC1 0 51 .2
P09 s

FOU Formats

Ethernet II

a 4 g 14 1% Bytes
PREAMELE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF 000C.CFE9.3429
TYPE: DATA (VARIABLE LENGTH) FCS:
0x306 00
ARP
a g 1a 31 Bits
HARDWARE TYPFE: Oxl FPROTOCOL TYPE: Ox300
HLEM: Ox5 FLEM: Owd OPCODE: Oxl

SOURCE MAC: 000C.CF89.3429 (48 bits)
SOURCE IP (32 bits) ==
192.168.1.1
TARGET MAC: 0000.0000.0000 (48 bits)
TARGET IP: 192.168.1.2 (32 bits)

oS0 oo ) WIMAC Lada) wowl TP £ 192.168.1.2 aS (suwsS Sl aS wowl oo aiigi ARP Request >

Sg) » AS Jopiuo 9 LS sw Learn |, 1 yguolS MAC >3 port table s Switch 1 al>,0 ol ;> .3
3 5L PC T 551 whew

ok aiig F o33l9y aS diw (sw 9 1S sw ol& Ethernet IT o,,9 DEST MAC Couwd U guigaw .4
Forward siiws Juaio Device o @ aS 593 So @)yg) aod 4 Luy cowl ( Broadcast jw,sl (s )
LS sw

pll |, Forwarding Joc 595 2 )00 5l awisw g wowl Jaio yig) @ guigaw 2 w)gs khad ug> .5
L AD> (w0

S0 b pw cowl gusgs Jbo (sitwlgs)s TP aS s s Ug 9 S swo w8l 1) )9 iy g, .6
. ( ARP Replay ) aa> sw |, PC 1 Olg> wuwl 00w o3y Giuslos aes axen ;> aS sJSii @ puyd diuw
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FOU Formats

Ethernet II

13 Bytes

a 4 g 14
FREAMELE: DEST MAC: SRC MAC:
101010...1011 000C.CF89.3429 0001.C78B.1A25
TYPE: DATA (WARIAELE LENGTH) FCS:
Ox806 0x0
ARP
a =1 1la 31 Bits

HARDWARE TYFE: Oxl1 PROTOCOL TYFE: 0xS00

HLEM: Ox6& PLEM: Omd QOPCODE: Ox2

SOURCE MAC: 0001.C78B.1A25 (48 bits)

192.168.1.2
TARGET MAC: 000C.CF89.3429 (48 bits)

SOURCE IP (32 bits) ===

TARGET IP: 192.168.1.1 (32 bits)

w9 o PC 1 ossly 9 wewl ¢l o MAC aS sanw asuivgs @ ARP Replay

B MNIQJ.MLQS.MSLMDP RoutingTabIe uuLw|).19_LS.a..ooL§qu)9 IP Coud @ g, .7

wlo w9 sw Ethernet II g ARP Request Sgl> puyd SO 593> B undyil (guyb 5l g, .8

P Cowl 0aui 03Dy iwlos Ay axas H> aS sJSw

Ug> . Gowl L WIMAC cowl IP 1 192.168.2.1 aS suwS Sl aS cowl oaw asiwg @ ARP Request

@ g ( Broadcast _w,sl ) Souwwsi cso DEST MAC : FFFF.FFFF.FFFF o 55 5,005 |, IP Ol sase MAC

w9 (s 2 audsw b)b

Email : Koliji_Cisco@Yahoo.com / (s« 1S (el /| www.commandsource.org

68| Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

FOU Formats

Ethernet IT

a 4 =] 14 13 Bytes
PREAMELE: DEST MAC: SRC MAC:
101010...1011 FFFF.FFFF.FFFF 000D0.BCED.4233
TYPE: DATA (WARIABLE LENGTH) FC5:
O0x806 0x0
ARP
a g l& 31 Bits

HARDWARE TYPE: Ox1

PROTOCOL TYPE: Ox300

HLEN: 0x6

FLEM: Oxd

OPCODE: Ox1

SOURCE MAC: 0000

192.168.2.2
TARGET MAC: 0000.0000.0000 (48 bits)

.BC8D.4233 (48 bits)

SOURCE IP (32 bits) ===

TARGET IP: 192.168.2.1 (32 bits)

)5 A5 A (w0 U9 awisaw 9 LS (sw 0,5 3¢5 Port Table s |, yig, MAC B Lw)sl 2 zuwisw .9

Jog Device @ aS (suld Wygs dd U odub Ak Broadcast w,sl puyd DEST MAC  Caoud

. &S sw Forward |, ARP 3¢5 1 w9 5l 2 guigaw .10

15 aS sSis awbe . ) w Uls> 5 |, ARP Replay aiuw o g @id)S |, ARP aiuww PC 2 .11

D cowl oonw oy Jiwles ae) axsn
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FOU Formats

Ethernet 11

a 4 =] 14 13 Bytes
FREAMELE: DEST MAC: SRC MAC:
101010...1011 00D0.BC8D.4233 0004.9AA2.52D4
TYPE: DATA (WARIABLE LENGTH) FC5:
Ox806 00
ARP
[u] =] 1c 31 Bits
HARDWARE TYFE: Oxl PROTOCOL TYPE: 0x300
HLEM: 0x6 FLEM: Ox4 OPCODE: Ox2

SOURCE MAC: 0004.9AA2.52DA (48 bits)
SOURCE IP (32 bits) ===>

192.168.2.1
TARGET MAC: 00D0.BC8D.4233 (48 bits)
TARGET IP: 192.168.2.2 (32 bits)

J.Sd\ogasb)b |)2).19.u.oLS MAC aS (su89 PC1 g w9 o PC1 CL4|) ARP Replay »9, .12
..LMJ)LS\.DPCZ QJpJ)S)?TJD 13

paion |y ig0lS MAC Lw)sl U pwis wsw |y s heiows Command Prompt s @ asSs
PC > ipconfig /ALL

"
PS589 oy sgiws b audgw Us)S gl 9 by,

Switch # Reload
D auSs

oowl tar L obin L IOS sl Juld dgaaw
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P99 awsw Sla abdl>
ROM : Read — Only Memory
DA w pll s i a4 1) eyl aS wwl suilgs hhsd alhsls> S, ROM

awisw 9 9y Aol slasl ol,
L IOS | 59020 WLl L adgl azuws S 5l S)laes )5 uixod g bootstrap aoly 5l S)lapSs +

. S Csw oslaiwl Mini — I0S 5l auwigaw

Flash

pll yig) 9 @wisw 5> 3 2o 4 |y aulby aS sl w LIk 9 by 9 WAl LB alkdl> S, Flash
L ADd 5w

ol j9paio I0S @ aS g, 9 awigw Jole puwnw 5l S)lapSs
390 s Sb Flash wlhgixo yig) L guiguw Uik Gugols> L =
Gl 303580l Flash wg,s> wylasio I0S auis i 5l S)lapSs UlSel 4

RAM : Random Access Memory

DA sw ol yig) 9 @wigw 1> ) Zb 4 |y by aS ol bl 9 9slai sewiws aladl> RAM
... 9 Routing Table , MAC Table 1ilo W Jga> 5l S,lapSs
ARP Cache ;| s,lap5
Packet Buffering ;| s,lapSs =
Jled saiu,Sw L L Running — Config 5l os)lapS
539 b guigw a5 (s0)90 5>+ 39k s S)lapS Yoy b awisw Uses gy Uloy 5> RAM whgizo
390 o SLRAM - wligixo aod wiguds Yugols

NVRAM : Nonvolatile Random Access Memory
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ALl auisw 9 59, 53 05 T |y by aS cowl )l 9wy 9 Ll LB abdl> S, NVRAM

L ADd (s

9y b awisw cswdly sla sauu,Sy 9 wlowdhis Jola aS Startup — Config sla L ;I )lapSs 4
C 394 Lo SU ol wlgixo gy b guwisw Uiy Gugols U aS auil csw ,laul adasls S, NVRAM
r W ahdls wlhgixo Giuulos Hgiaws
Switch # Show Running — Config
Switch # Show Startup — Config

Switch # Show Flash
L 5,00 s W ahsls ws,S Copy

RAM NVRAM

copy running startup

A
Y

Configuration Configuration

copy startup running {merge)

configure terminal
_ {merge)
)
-

erase
T copy tfip run (merge) ' copy titp start T start

> <
copy run tftp copy start titp

TFTP Blank
Server 000000
000000

Switch # Copy Source — Memory Destination — Memory

RAM —> NVRAM : Switch # Copy Running — Config Startup — Config
NVRAM ——> RAM : Switch # Copy Startup — Config Running — Config

RAM Flash : Switch # Copy Running — Config Flash :
Flash RAM : Switch # Copy Flash Running — Config
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NVRAM Flash: Switch # Copy  Startup — Config Flash :
Flash NVRAM : Switch # Copy Flash Startup — Config

39 o G2l Az leMbl g 39 (o S S wleMbl ples wll> ¢l 5> @ Replace

Liwd pd Jio aS wlygiws hhsd 9 g s plés] pd L > 9 L8 wleMbl wJls ¢l 5> 1@ Merge
3508 o ) did Sl aya> wleMbl g 1S o

Startup — config ,> Flash 0>,S (suS ¢ startup — config ¢ Flash ;> Running — config aldl> ws,S (S
238l o Blail Replace s jusSceys 9

Merge «Jl> Running — config alsl> > Startup — config ¢ Flash sSld akdls> Us)S (oS > Lol

38l o Sl
b akhdls ws S S

Ulod Sgl> ;)5 |) NO aolS U puiS S pudlgxs aS |, S, giw> ,a ( running — config ) RAM  aldl> >

! pwiy Enter g 05,5 ol Hgiw>

Switch (config ) # no L 5,50 giws

Switch ( config ) # no shutdown

Flash :

Switch # delete Flash : File name

Startup — config ( NVRAM )

Switch # Erase startup — config

: TFTP )5 Us)S (S
Switch # copy startup —config TFTP

Switch # copy TFTP Flash :
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Port Security

w8l bl aS auS s uliay  Port security  oU @ |y oSl aud iy Sauwily oScuow wliap=

) S awgw Sq) p» logazo il Guwli8l (ol aS sl adlgs beww 4 guwisuw Slpiye So) | ol
3l Sy Cuedl |, dicilbue Juaio Ol @ Ul,8 Sl ,igauelS aS Access

awigw U aS uld oiws Sy, ol J,iS swuil 3B aS ads sw | kol ol lewis @ Port security

. ]" L, s |> )ww I -

o3>l 9 auS Jled auigww FastEthernet 0/1 w,g) g, |, Port security Saiwilgi Jwlgi (sw oo Mio
L bls,l 58,0 4 0B yigmolS plw 9 il wygr il b bL)l )8y a0 ;56 PC 1 had sy
129 PC 1 5l ,ue 5> Device ,a b yiguwolS aS (890 >+ dwl awlwu |, FastEthernet 0/1 g,
Sau,Sw o . il Wy il L bl )18, e )58, sl ascwls | FastEthernet 0/1 w,g) 51 0slaiwl
wye U blo)l 228 PC 1 5l ,ue sadliws aS (wjgo )5 duS owmsi Adlgi (sw Port security
. 590 JIed ,ue g Shutdown w9y ol 2wl aiwls |, FastEthernet 0/1

51 oslaiwl Sl yigaolS O Usgs o jue b Usy jlxo G 9 W0l sulwlinis sl Port security
. S (sw oslaiwl Device b ,igaolS Ul MAC Addresss ;1 w,g.

. ool Access W whgy aS pwsS 58 sl puwilgi s suld Whgy Sy,
1 0/1 w,e Sl Jlo
Switch ( config ) # interface fastethernet 0/1
Switch ( config — if ) # Switchport Mode Access
Switch ( config — if ) # Switchport  Port — Security
Switch ( config — if ) # Switchport Port — Security Maximum 1
Switch ( config — if ) # Switchport Port — Security MAC — Address mac-address

Switch ( config — if ) # Switchport Port — Security Violation Mode
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@ a>gi L susy 1S sw Learn |)  w)g0 Saolud wigo @ auwigww 93 Port security > 55 wlo,9 b

035 19l s Jog Wygy W LU gl Sl asS | suldyigauolS MAC oyl 05,5 e aS Maximum )laso
:.LLS._S\D

Switch ( config — if ) # Switchport Port — Security MAC — Address sticky

s 1) s s auw Violation  waoowd ;> mode

Jld e b Gugols whey s9i plxil whgs Sg, v aSus 5y wlxs )31 wldls ol 5> @ Shutdown =
¢ 39 (S0

5 ol sl wSh bl B w 8L Jled ooy Ulod ;> wygy wlls> il 5> @ Restrict =+
& MAC S uydl 5l Iyl S wSh slass Gur ool 55+ S s aSely |y jlo yue MAC Sla Gyl
. 390 (sw odliw,9 g9 sl 50 Log Message S uizxod 9 SNMP Trap 5 g oaui v, lowis o

5l sl sl wSL bl Bl (s 8L Jled ey Vlod ;> wygy s ol ;> @ Protect <
s ol oly 9 00in v wsileMbl gud Guw ol 5> - S w Sobs | 5l e MAC Sl )l

. 39 swou 031y iuglos

: Jbo

Switch 5
Port Security
Switch 1
 p— 0/1— L —
Switch 2 FaD ,2 Fa 0
/ \ Switch 6

Sl Switch 4
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Switch(config)#interface fastethernet 0/1

Switch(config-if) #switchport mode access

Switch(config-if) #switchport port-security

Switch(config-if) #switchport port-security maximum 1
Switch(config-if) #switchport port-security mac-address sticky
Switch(config-if) #switchport port-security violation restrict
Switch(config-if) #exit

Switch(config)#interface fastethernet 0/2

Switch(config-if) #switchport mode access

Switch(config-if) #switchport port-security

Switch(config-if) #switchport port-security maximum 1
Switch(config-if) #switchport port-security mac-address sticky
Switch(config-if) #switchport port-security violation protect
Switch(config-if) #exit

Switch(config)#interface fastethernet 0/3

Switch(config-if) #switchport mode access

Switch(config-if) #switchport port-security

Switch(config-if) #switchport port-security maximum 1
Switch(config-if) #switchport port-security mac-address sticky
Switch(config-if) #switchport port-security violation protect
Switch(config-if) #exit

Switch(config)#interface fastethernet 0/4

Switch(config-if) #switchport mode access

Switch(config-if) #switchport port-security

Switch{config-if) #switchport port-security maximum 1
Switch(config-if) #switchport port-security mac-address sticky
Switch(config-if) #switchport port-security violation shutdown
Switch(config-if) #exit

Switch(confiqg) #

: Port — security slaShow

Switch # Show Port — security
Switch # Show Port — Security — Address

Switch # Show Port — security interface type mod/num
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Switch # Show Port — security

ntAddr SecurityViolation Security Action
{Count)

Restrict
Protect
Protect

utdown

Switch#show port-security address
cure Mac Address Table

0001 ( icConfigured

0001.6362.8D0] micConfigured FastEthernetO

0030 DynamicConfigured FastEthernet
SecureSticky FastEthernet

(excluding one mac per port)
System (excluding one mac per port)

Switch # Show Port — security interface Fastethernet 0/4

Swi

Port: £ \

Port Status : Secure-down
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Ty : Absolute

Addresses
: ldress:V1an
olation Count

Switch#

0w [L>14/0 w,g) Sy, ,» Port-Security Jlocl 51 Ju8 ;giw> ol
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Switch#
Swi ; ort-security interface fastEthernet 0/4

hutdown

: 0004.9A38.4301:1

Switch#

o )=l 4/0 w,9s g, , Port-Security Jlocl ;| a=s jgiws o0l
. Ad> _sw |, Error — Disable pley 9 594 (s Shutdown w)gs S sl Wl aSicw ) suloj

9 puiS s Jog |, sbol PC asy, puiS gl 1) 03,5 walxi aS PC bli,l b Jol ply ol Us)S Ok iy

P2 Obgiws b pwS (o g, 1) @)es 0,bgs Ay
Switch ( config )# Interface type mod/num
Switch ( config — if )# shutdown
Switch ( config — if )# No shutdown
L i

3 9 1wl o Juwog Hub Uled @y PC &, 9 2wl Jog awisw o @0 Hub & aSioin SO )y suidg
puS wyes 2 [, Maximum  slas oo Jog guwigw a0 Hub  aS (50,90 wlod Port — security  wloudhis
9 35945 (s 0,u>> awigw MAC — Address — Table _sJls sl> ;s ol MAC ¢ Juog Hub @ aS PC gl

9 (od Sy aladls 51 MAC (ul guiss (abg) 9 Giugols augaw S (slo; b

P g s SU 5 seiwd L pul 03,5 Learn , Dynamic w g0 @ asS |, suMAC — Address

Switch # Clear Port — security Dynamic

P g s S 5 seiws b pul 03,5 Learn |, Static w90 @ aS |, (sw®MAC - Address

Switch # Clear Port — security Static
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: Speed

uloj ) ww S Jlal wew

Do S Jlaol js b pad sl e w

Ethernet 10 mbps ——> IEEE 802.3
FastEthernet 100 mbps IEEE 802.3u
GigabitEthernet 1000 mbps -——> IEEE 802.3z, IEEE 802.3ab

TenGigabitEthernet 10000 mbps IEEE 802.3ae
PRPCIIY R CRUN SUWIWE VI P
Switch ( config —if ) # Speed { 10 | 100 | 1000 | Auto }
S
2 (awsw 95 58 S Gudyinl ) wyer Brb 95 8 wesw WL S Jog S01S) @ |, gwsw 9 S

osls JWawl Sy Sen wuc,w (VU 5l oo 89l95 U audgw 95 9 puiS oslaiwl AUto 5l cawl yipy , ail
. AuSuo oslawl

o il Duplex  pudais

Switch ( config — if ) # Duplex { Half | Full | Auto }
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: q--f -
(64 —1518 byte ) ;o0 UL aS Runt Error (sudq .error (susy 64 byte ;| iS>¢S Sld aiww aSei >
3l el wew aSiui 9 5,1 39>9 aSuw > Duplex JSiiwe VYlois| (suss Ll 64 byte 5l 0SS auwb

. pasS Juog HUb & @ | ardgw Min pols sidl> )y )56 oS pudaii Full «Jl> s |, Duplex b acuod

Auto ==> Half 1 Half ==> CSMA / CD
SwiIx:hO SW'rChU on

Full ==> CSMA / CD Full ==> CSMA / CD
Off d Off

Switch1 Switch1

Auto <Jls 5y %05 g Full el s b guisaw 5l oSu aS sl )y . adawe &, Collision s g5 ,a >
0 gwow g , U L wowl auto «Jl> 5> |, Duplex aS aa> swi |) 0 guwigw wlg> 1 auisw e 1wl
Full <l S Bb g Half @y B, S, Ug> ¢ Half s (sues ads sw L9 508 wdl> )5 1) 3¢5

. AD> sw &, collision cowl

. Cowl AUtO auwigaw > Duplex s (6,9 Giuw
Y]

Jun s )y i oS 3)lg Static wigw 4 adued | aSiun pwlbues sl wleuwdbi wowl up
- pad )8 W o8
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: MAC — Address iuwlos Hgiw>

Switch # Show MAC — Address — Table

Switch#show mac-address-table
Mac Address Table

0001.6362.8d01
0001.c9e4.6501 STATIC
0030.£226.a002 STATIC

a; aS |, suld MAC — Address had pauugi |, static |, Dynamic aedS VU ,giw> ;> Table ;| asy S|

D adwo auglos |y 2l oanw 0,035 Static L Dynamic w,g.0

Switch # Show MAC — Address — Table Dynamic
Switch # Show MAC — Address — Table Static

P Ads s gaglos | yad il S MAC — Address haad 55 Hgiews b

Switch # Show MAC — Address — Table type mod/num
P aass
9 Send ly wSu 1wl awly aSiw o,lS 2 aS pwl awls |, Server Mio Device Sy aS (sudq
>,l9 |, MAC — Address , Static w)g.0 @4 wuwl Receiv aS sl asies w,lS sl L . Receiv sl )50
.S Learn |, Ol MAC xlgs (swov auwigow pun 68 Jluwl Dlgi (i 9 16S s widl,s hasd Ug> . oS
D g b

Switch ( config )# MAC — Address — Table static mac VLAN vilan Interface type mod / num
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VLAN 1 B
HostA HostB ﬁastE
[ ] '*

i
|

[]

Inlerne‘[\ \ I/ %
xa{m Fa0/3
FaO/t g

g

Fa‘Da'd Fal/5 | /
@ & L]
'u..\ % | [

HostC HostD HostF
VLAN 3

: VLAN

wwlos aS cowl sumo Ul ul . 55l 1,8 Broadcast Domain  lu=o S5 > awisw Su S Wi swlod

Aol andly Cowiows ;S

Sl Jlos @ | soMSLio a>lg LAN S5 s wijuil , 0ol , aServer 1o aSioi gilo (swloi S,5,1,8

Dol Az

WL Sl .1

ol el .2

So SSEas s 5 L cidls wiol 9 Sl Sg; Cupe Vlgi i SISl g s usle @
9 0 (=0 9 JudlS Sl , pwuS SSas Broadcast Domain (i a0 |, Broadcast Domain

. D0l (w0 d9a=x0 D (swwiwd
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39 s Juol> 5 gulo VLAN Uled L LAN (uai> a0 LAN S5 0s,S Juaws U g8lg s

Broadcast Domain viiu S>¢S =

S Vb d=o 9 S *

o yiowd adaiw US)S dga=o
550355 b il a0 WyigaolS ol aod gulplo - aicwl acwls 51,8 LAN & )5 yigaolS Solawi auS 06,9
VLAN &5 55 aS (suldiguolS , puiS Juaws VLAN cpaiz @ |, LAN & aS (sdjeo 55 bl . 3,05 bl
OSI Jao 5l pg> @V ;5 VLAN wsbw g wysei - auS s, bliyl )55 SWVLAN U sl (swod disawd
. Gowl S)lasl VLAN sy ob wyyei ool v iy UlSol

5 Aiioud 01 5,5y 4095 9 0 SWVLAN . 5,5 cow)s Ulg s VLAN sac 4095 b 0 (oo awdow So o
U1 o pusS oslewl il 5l pwilgi (sw aS |, suVLAN o,locis 9 slasi . 5, oslawl 95 ¢l 51 Ulgi Lswu
, 1005 b 1002 ;I . ausS csw Extand I, 4094 G 1006 5l . xusS s 3,lubiwl LT @ aS cewl 1005

. 2usS sw FDDI g Token Ring SWVLAN Ll @b ousS osleiw! puilginos

: VLAN wolw Hgiws

Switch ( config )# VLAN vlan — number

Switch ( config - Vlan )# Name name

: Jlo
@ Switchl N“J[ e S|

| Physical Conﬁg CLI

IOS Command Line Interface

2Ol 1tlg— l»m) #name Engineer
config-vlan) #exit

-

*h (config) #vlan 3

h (config-vlan) #name cisc
*h (config-wvlan) #exit
; |bﬁntlg)#nld“ 4

b.rIlT'Ch (c outlg J #

~ L 1 —
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WVLAN Giwlos Hgiw>

Switch # Show VLAN

Switch # Show VLAN Brief
: Show VLAN Brief ,giw> Jlio

® switcn e 2 e )

!NwﬁwllCmmg CLI

IOS Command Line Interface
itch#
ch#show vlan brief

VLAN Name

default Fal/1,
- =%

Fa

ngilineer

3
4

v Copggj Paste

»U L Vlan 3 g Engineer oU L VIan 2 1uS (sw oadliwo Show VLAN Brief jgiw> (s>, )5 aS aigSilod
. 2l oouw assLw VLANOOO4 ob U asS Vian 4 g cisco

oslawl Heiws opl 5l aS wwl gy 9 wowl Show VLAN jeiws oaui anMs Show VLAN Brief s>g,>

HERY
Jol wdls 5 9 wowl 00ui @y (5,9 Jiuwy WHgo A g dgui (swod B> g owl pU s U8 ue VLAN 1

L0 553 VLAN 1 s W jud il aos
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: LVLAN Sl ,bs sl Port gloil

DS (sw Hgac 393 5l [ VLAN S Sadly has aS suld wygy ¢ Access .1
s9a€ 593 51 ) BVLAN aod S8l 9 disoww VLAN S S8l @y sga=o aS (suld w90 ¢ Trunk .2

DD (5w

. .b)l) )l).g VLAN kS._J_)) &M kSL&PC \JlJ J&MJ))

Data aiwu PC—E |y aslg> (s 2,15 ;1,8 VLAN S, ,3s PC—E gPC—D L as PC—C aS _suds
@ leio Ay ol &S Blowzo Tag Ol @ g @83 1) Awn gwisw 9 Jwyo A awgw A Jgl diw e
B awow . 5,5 )18 Trunk <> ) aS (56,90 8yb 5l B awisw a4 1S Jlw)l 9 cowl SyuwusSs VLAN
ot Cowl SpuwS VIAN @ (gleio aS Jiuwo 9 35S wsw o Ul Tag Caoowd @ 9 1iSuo wdl,s | aiuw
(b ooniu Learn 59id E iguwolS MAC aS caowl (s> )5 il ) aiSio puiniin |y Ol SyiwSs VLAN s
ol Tag 5,8 wél,s aS |, auw B awigw b SyiwsSs VLAN @ JLuw,l 51 Jud . 3wy 0 PC—E @y Gy

-2 Jlwyl a2 9 S 1> o 5l onles 5l as

s

lovi> LU 1) W guisw ow W)gs 9 puiSao gy access |y 59 v Juaio guigw a0 PC aS uld w,gy
. paiS e Trunk
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: VLAN > w)g) wsls )58 jeiw>
Switch ( config ) # Interface FastEthernet type mod/num
Switch ( config — if ) # Switchport mode access

Switch ( config — if ) # Switchport Access VLAN vilan-number

: Jlo
& Switchl ESRIER X

Physical | Config | CLI

IOS Command Line Interface

DWL LI LU LY )

Switch

Switch

Switch(config-if) #switchport mode
Switch(config-if) #switchport access
Switch(config-if) #exit
Switch(config)#interface fastethernet 0/5
Switch(config-if) #switchport mode access
Switch nfig=isf) itchport acces

Switch i

itchpor
itchport ac

518 VLAN 3 55 0/10 &)ye0 9 VLAN 2,5 0/5 9 0/1 &gy 9w ol b auiSio oadlinw ,u5 55 aS aigSilod

35S G

& Switchl [T

Physical | Config | CLI

I0S Command Line Interface

trnet-de
tch#|
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: Trunk wVlail ;> VLAN sl JSigy

. Cowl gSww slaDevice  ogaxo Encapsulation g, <, ISL ( Inter Switch Link ) .1

. 3,126 Native VLAN . 5,ls 593> a4 yog.a%0 Framing
sl JSow

Field Length, in Bytes Ethernet

8 6 6 2 46-1500 4

Field Length, in Bytes Ethernet

26 Bytes 8 6 6 2 46-1500 4 4 Bytes

S DS (o s w JSib wyge a4 Tag 5l ase | cowl @l JSow w0 @ aS (Jlw)l e0)8 ISL SS9,
a2 9 S sw ol 1) el 4 o5ll @ ISL FCS  puyd 31 @b 9 @l 26 o;loul @ ISL Header pou,d Jgl @

. 35S sw Jluw,)|
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LS sw oslaiwl O 5l b eS,d qod g cwl csllodl o JSiey Su IEEE 802.1Q JSigyy .2

Step |

Step 2

. 5I> I, Native VLAN g 5,l> 593> a4 Log.ao Framing

Destination Source Length or Data Original
MAC MAC Type FCS
Destination Source Length or New
MAC MAC TAG Type Data FCS
L Token Ring
Type Priority Encapsulation VLAN |ID

Step 2 o9 Jio Ul @ 033 Tag L g 5,8 (sw 03 paswino Step 1 U JSow 5 aS wsdol puy9 SS9, ol

S swo Jlwl 9 ad> (s s | cowl VLAN o,locis Sgls 9wl byet 4 aS

-]

. 50> Cuglel 802.1Q . ISL
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: Native VLAN

|, VLAN & Sl puyd padles [S1.5,:800 518 oslawl 5,00 1 guigaw S8l wdl,s 9 Jlw,)l J,isS ol
Sg, Overhead w8l @ yxio pusSi |y S ol )81 Ug> . puiS (sw oslaiwl Native VLAN 5l pwiss Tag
. 3.0 v Trunk gy

loi> . 1 Tag |, VLAN ¢l 5> sJLw,)l Sla pu,9 U pul 05,5 punis Native VLAN |, VLAN 1 VUL JSCw s

il JSUey Az puS Guesi Wb 9 Ll anly JSUgn U wygs Brb 9> 1L

;g sw Jled Trunk wjgs Sg; 505 Ulo,9 SoS @ 9 1S s sulwsiy Native VLAN 51 802.1Q JSig

Switch ( config — if ) # Switchport trunk native VLAN vilan — number

: VLAN poudbis wlygiws

Switch ( config ) # Interface type mod/num
Switch ( config — if ) # Switchport trunk encapsulation { ISL | Dot1Q }

Switch ( config — if ) # Switchport mode trunk
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(Tag ) w9 S sw jl=o Trunk s 5> wyey SO 5l L VLAN b L SO Sdlys aS shgiws

) s

Switch ( config — if ) # Switchport trunk Allowed VLAN vlan —range

 pasS oslaiwl oy s 35l pwlgi (so VLAN — Range >

2-5,10-15 .3

L Syer So e VLAN s 5l VLAN S5 B> giws

Switch( config — if )#Switchport trunk Allowed VLAN Remove vilan-num

P Oye Sy S VLAN agsy ay VLAN Sy ws,S adlol jgiws

Switch ( config — if )# Switchport trunk Allowed VLAN add vian-num

Switch ( config — if ) # Switchport trunk All

owed VLAN ALL

s Vlan x> 5l e 6Sao o |) @ VLAN  aod aS S)giws

Switch ( config — if )#Switchport trunk Allowed VLAN except vlan-num

Switch ( config — if ) # Switchport trunk All

: LSaos 5o | @ VLAN 5l plaSsd asS S giws

owed VLAN none
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Dynamic Trunking Protocol

: DTP

IS5g, ax L sgin Sl g @ b wgw Trunk b audsw S guud il Ul 1S o sowyp JSon ol

s | JSSg ol sSciuew S i Sla Device nsd . asgui Trunk

: DTP sl Mode

D> swou Sl whes L30s Wb @ Ll Access s s whgr B,b SU S1: Access .1

X0 Oyb @ | Usgs Trunk  slpicinyg 9 picwd TruNK o 3ugS s wygy s ol 5> @ Trunk .2

.m)@bo)%

Joud 1) ad> slpsiy aS ()90 odsl (g ad> oo slpiiny Wy s ol 5> @ Dynamic Auto .3

. LS s

3505 Wb aS Salpiiay oudgl pd 38> v iy pd wygy wll> o4l 5> 1 Dynamic Desirable .4

switch A
Access Trunk Dynamic Auto | Dynamic Desirable
switch B
Access Access X Access Access
Trunk X Trunk Trunk Trunk
Dynamic Auto Access Trunk Access Trunk
Dynamic Desirable Access Trunk Trunk Trunk

. wewl Dynamic Desirable | Dynamic Auto b W) 2,9 Liuw
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: Administrativ Mode

55> asS (, Trunk , Dynamic Auto , Dynamic Desirable Access) (suss 1S (sw d)lg S aS s> Hlp> @
2S00 Wi Jga> sYU

: Operational Mode

Sly DTP asS swlaMode (i) 1S swo wai DTP as ( Trunk , Access ) susy Joa> 31 el 95 @
208 (o S o s B W)

s

, ol Trunk e 5,30 BL,b g sl Access s s whgs B S aS el mode S )y (sidg

15 B0 95 53 b auids (s s | 595 s Gogr oudyb 5l plaS aud Uz cwl s Guyu s ol
. 39,8 51,9 Trunk L access > &,

S aiun Jluwl el L8 gul 9 cowl 20l g @i, s s aSicis Sd awisw Gw > LWixe DTP JSig ! auss
39 (o WSl Wy JudlS g 5lae )5 DTP sdlal

: DTP Us,S Jwgols Hgiw>
Switch ( config — if ) # Switchport Nonegotiate

wiowd Wb a4 wyg SO Vb 9y Switchport Mode aS oS 5)lg pwlys (s sl ) 1) Hgows ol
il 05,5 5)lg (Static)
9 puS 3Hlg svows Wy 4 slol S awgw Sl | switchport Mode  jgiiws aSod > cwl gy

ol o o3V 3l aSui 5 (sJeo=o S guigw Sl . oS 3,lg W guigaw I s |, Nonegotiate giws

WL UR P
: DTP sla Show jgiws

Switch # Show interface type mod/num switchport
Switch # Show DTP

a=a.0 > |, DTP sl)>l 5l a2 9 Ju8 Show interface interface fastethernet 0/1 switchport giws Jlio
D awS sw 0ad i as
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® Multilayer Switch0 =
Physical | Config | CLI

I0S Command Line Interface

interfac tEthernet 0/1

Enabled

amic auto
perational M
dmini i

none

Unknown
pliance

ch #|

® Multilayer Switch0 =B X

\‘Physkal Config | CLI

I0S Command Line Interface

nor
rlan trunk
n trunk
an trunk g VLANS: none

an trunk priv ] none
none

All

Operational Mode pa g Administrative Mode pd 1.uS (sw 0adliwe YU jgiws (s>9,5 )5 aS aigSilosd
. owl 03,5 oslasuwl Encapsulation dotlq ;l 9 waewl oani Juaws Trank s« 1/0 w)gy
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VLAN Trunking Protocol

VTP Domain ICND

VTP Server

—
—

-

1. VLAN Added/Deleted

2. Change Propagated

BO2.102 a2 10
Trunk Trunk
—— — — — -— — _— —
e ' e ' — ' — ‘
VTP Client VTP Client VTP Client VTP Client

3. Synch to Latest Change

: VTP
Sclagi Jolb aS @b Sy 0558 Wi UL VTP gululy - 36S (w0 9520 |y o audgaw (9,5 wunie 25b

w9 LS s Jlocl Server g, |) wlhus , aSioi ¢l > Server g Client wayye 9 ool (v guwigaw

: VTP Domain

as U |) 595> VLAN « Jog;_).o wleMbl Fwoaw B as LS)QJo U 0> Fuwigw Sslaw .J»OLW aS sl a=U
aS suld auigw 9 1wl VTP Domain & gac xlgi csw Lo guigaw 1. 5,158 (oo Shical @ W guigw
Syl @ 500 b 1) oLawVLAN a4 by o wleMbl 1ilgi (s Jiiwd (siglaie sla VTP Domain >

0,138,

: VTP Advertisement
SoS a4 |, b VLAN  a bg,o wleMbl VTP Domain 3 ¢Soww S gwgw ;I plas o
S w8l cowl Juaie ol @ Trunk wygs (aa,b 5l aS Giuyglxo Sl guisww I VTP Advertisement

9> G Sud (g sw Jlw,l VTP Domain > Multicast sla pu,9 w50 @ VTP Advertisement
Aol Jesl e, )58 VTP Advertisement U sgui wayyes Trunk wheo a0 LU guigaw
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VTP Messages

If you use a client/server configuration for VTP, these switches can generate three
types of VTP messages:

B Advertisement request
B Subset advertisement

O S umimary ﬂt’l vertisement

U9l (sw yiio VTP Domain &5 s 0,9 3 a4 VTP Advertisement

: Summary Advertisement =%

ww Jlw,l VTP Domain > b zgwgw auas au VTP Server lwgi aulb 300 ;8 aS suiwd (suleMbl

. b sw VLAN Database a, bgs,o wleMbl Jolis 9 39

: Subset Advertisement =

Jolis 9 50 (s Jlw,)l VLAN wlowdaii 5> susi Usls &, pl&id Server lwgi aS siwd (sileMbl

Aol s BVLAN 5l plaS 18 cusog 9 VLAN Database wleMbl

: Advertisement Request +

gl cswo wwlgs>)s VTP Server 1 VTP Client lowgs aS acowd sileMbl
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VTP Modes

* Cannotcreate,
change, ordelete
VLANs

* Forwards
advertisements

* Synchronizes
VLAN
configurations

* Doesnotsavein
NVRAM

DS gus Slal .y sle Mode 5l Sy )

: VTP JSig, wlizo sSl®Mode

* Creates, modifies, and deletes
VLANs

* Sendsand
forwards
advertisements

* Synchronizes VLAN
configurations

+ Saves configuration in NVRAM

* Creates, modifies, and
deletes VLANSs locally
only

* Forwards
advertisements

* Doesnot
synchronize VLAN
configurations

* Saves configurationin
NVRAM

ol v B guwigaw 5l plaS ;o VTP Domain & s

Server Mode =
Client Mode =
Transparent Mode =+

coadls gy uas VTP > Sloc

: Server Mode

Domain uyuio 9 VLAN i 9 Bis>, skl 5> JolS (sublss shls 5,800 51,9 Mode ¢l )5 aS (sxigow

0l 58 Mode  (ul 5y Uo)9 iuw wigo W B guwigaw plod . g Adlg>

: Client Mode

35 aS (sxaigaw . > Idlgs VLAN i b adlol L Bis a 53 5,8 sw 1,8 Mode ol )5 aS (sxaigw
Ol ol 9 48> (0 JgS 39 o Yiwyl3S X0 Sle auisw bawgi aS (il 4 55500 5,8 Mode

..LASLS\DLJLQ.Cl 395‘&59) |)
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: Transparent Mode

5 VTP 3500 55 aS (sileMbl . 1iSuo Joce (i giac S5 Ulgic @ 5,8 sw 51,8 Mode (ol )5 aS sz
S guigw a4 Trunk w9 Bob 51 S Jlocl 395 Sg, aSiul wg 1) S v w8b,s Holxe Sl Euigw
B awigw 1S @ ) Wl ol ol 1wl (s VLAN ©,S a8lol 9 Wis ay ;0B . S (s Jluw,yl Givyglo

C S oo Jlw,l

s
Jgl vy 3,5 Ll |, VIP asy sls 51,8 Trunk s 5 ) b auwigw o Sad Jol b s> aSiew Sy s
. VTP 1 9.0 |,>| DTP

: VTP PRUNING

Jlw)l Vg a0 Gulgires plod 51 S s @bl awisw S, aS IBroadcast asls (sw aS jghilod
Sl puyd aS 19S5 s VTP Pruning . seui s JUIS ¢l 5 05gpm Su8li Giwgl38l cucl cul + AiS Gsw
Al S . ol anwls VLAN Ol )5 (sijes aS g o3y g (suld zuigw @ VLAN &S ,> Broadcast

c b Adlgzs Jaos Trunk (sblo,)l JUIS Sg; 05gp0 Su8l,0

VLAN 3 Broadcast Traffic Pruned
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L @wiow Sg) » VTP USigy pudais
P plxl ] 50y d>lhe counl v awisw SO S, VTP Us)S pulais

VTP Domain ol us

ool awly ubwsSy VTP Domain aS (suld guwigw . puiS (s« gwigaw Sl |, Domain oL
50 1, Domain name 31 Jgl ,U sl . 20,138 Sl @ ,)5380 U 1) VLAN @ bgs o wleMbl ailgiw
Sly g . cwl Null aod domain we> 3¢ (s Jlocl 1505 Sld guigw ad g, pwiS i Server
eSS 3l 1) aed domain S SO b i U egs 5L

Switch ( config ) # Vtp Domain domain — name

VTP Mode .2 #
s |, Mode vip Ulgi (s 5 Ulo,d SeS @ . auiuwd Server Mode (6,9 Jiuw wige 4 W auwigw
L padd

Switch ( config ) # Vtp Mode { Server | Client | Transparent }

VTP Version u< +

,yelw |, Takenring |, 2 U359 9 S swoo Wygsbw 1) 3 U559 aS . wewl 392 9 1 Ujy9 3 SLIs VTP
Domain losi> Transparent Sla guwigw Sk 0L 1 U559 53, 4SS oo wygbw 1 U9 (sJg LS 5w

F o o3V 2 U559 55 (g pusS wauysi |, name

Switch ( config ) # Vtp Version{ 1|2}
VTP Password . #*

wleMbl Ll Client Mode as s,505 awigw , VTP Server vias gaxiiw L VTP Domain &5 )
Vlg izl U oS 8 ddlgRs aS (sijeo ;> JIs> . 15,8 s VTP server 5l 1, W VLAN a, b0
Gl o S S)0L b S wdl,ys ) BVLAN @ bgyso wleMbl 9 1S aSiois 5)lg 1) 593 auigw
35 Ulo,9 L. oS @b,y |) VLAN @y bgs o wleMbl 5,600 U LS, 9 Authentication ol 51 Gy

D paiS s Set 1) > 9

Switch ( config ) # Vtp Password password
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Switch ( config ) # Vtp Pruning

Server

VTP Pruning u>,S Jled =+

: Jlwe

.
//Switcho ~
/7 ~
/ .
7 ~
Ve
// \\\
¥ \\ Client
Transparent _# \
’ 2
= 7
. 3 /@mmm N
// Switch2 \ 7 \\
re N / N
-~ N i 4 N I
Server y Ve - Client Client »” - Client
Switchb Switchs Switch4 Switch3
390w Jloel 1 guigw Sgy p aS (silygiws
& Switch 1 = | (B S

Physkal} Config | CLI |

Switch(config) #

Switch(config) #vtp domain cisco
Changing VTP domain name from NULL
Switch(config) #vtp mode server
Device mode already VTP SERVER.
Switch(config)#vtp password 12345

witch(config)#vtp version 2
witch(config) #vtp pruning

S
o)

Switch(config)#

Switch(config) #"2

IOS Command Line Interface

Setting device VLAN database password

to

to 12345
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D gwigww Sg, VIP 5,Sloac o)y
Switch #Show Vtp Password

Switch #Show Vtp Status
Switch #Show Vtp Counters

: VL Jlo > Show Vip Status jgiws @ Jlwo

¥ Switch 1 = [ e

| Physical | Config | CLI

I0S Command Line Interface

> Operating

D in N

: VL, JLo ,> Show Vip Counters ,giuw> 9 Show Vtp Password giws @ Jlo

® Switch 1 E=E X

Physical ‘\ Config | CLI

I0S Command Line Interface

Request a
| 45 )

Number of

Number o

VTP pruning

Trunk Join Transmitted Join Rec Summary advts received from
non-prunin ab Ce
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B awsw bwgi VTP sSla aiww ws,S  Check

Hash 3¢5 50, b aS 1, )80 VTP aiun Sy @i ol 00 diiw)yd (o |, VTP iy 90w gudgaw (i
|, @ 95 o Client guwiguw . 18> (sw plxsl ( Massag Digest 5 o U 1) )8 cul ) aiw)9 (w0 oo
Hash , MD5 o 1 oslaiwl U 595 jo, U 1) wowl VTP wleMbl Sgl> aS sl aiun 9 16S (s @bl
Sqy |, VTP (slol aiuw il Server auigw 3l oo oslicw,d Hash | sg3 Hash axi ,S| 9 36Suwo

3510l w595 ) w3l by ,S1 9 S (s Jlacl 595

: Revision Number

. dgb swo Blol aosd Revision Number a, a>lg S5 aiGS Jlocl
P g sw Blol wygo 9> au Revision Number

e 9w Awg a4y aSew VLAN jLisLw > e @ Topology Change .1

od UL |, aw Revision Number wwoewd auS o @bl | Sl aow sudy b guwigw
W (sums aS (swi Jlocl 5935 Sg,) | Wi 390 Sglwwo HS| 1S (s auyléo 395 Revision Number
Revision Number o i>lg U g . 3ds ww plxil 1) Wl @dg Ol il i HS1 (sdg 1l 03,5 Jlocl
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p.g.oq.aSJ

loi> Wb eSS @lol aSis Gl U S50 awgw Sy padlee e 9 podl Al aSw S Sl
Revision number lxéo ;| yixiw guwew Revision Number 3| ug> pwS .0 |, wl Revision Number
Revision Number (sidg ,35 S gwigw 9 LS sw Jlw,)l aSew JS @ |y 393 whgiws al aSew
So, Iy whgiows , wowl Hitiww aS i w9 1S sw dwlio g3 Revision Number U |, sJlw,)l aiuw

09 (s Wl 9 50 (s Az ppy Al 9 ALS sw Jloel g

! puiS 80 gwigaw > |, Revision Number aigS>

pad> s i )L S ) VTP domain name .1
paS sw uose L Su ) VIP Mode .2

oS Jog aSii 4 pwilgiue 9 3940 (sw a0 Revision Number > g5 ;8 )5 gy 95 ¢l U

: Vlan.dat L8

awWgw > .S (o 0,u>d 395 5 |y aSw SWVLAN @ bgiye wleMbl 9 wlowdhis aod Flash alhdl> s
akdl> > Transparent Sl gwisw )5 Jg Mg sw 0.3 Flash akdls> > Client ¢ Server sla
Client g Server aS (suld guwigw > Vlan.dat L wlgizo i Sly . 590 5w 0,435 Running — config
pwilgi s Running — config akdl> > as g Transparent @ puds yusi |, il Mode Jgl 3uU i

P | S lgizo

Y]
D pad> pll | 505 al>p0 3 L o auwigw 0SS Pl sy
1. Erase Startup — config

2. Delete Flash : Vlan.dat
3. Reload
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Inter Vlan Routing

. paiS s osleiwl INTER VLAN 5l 36,ls wugae walizxo SWWVLAN s> aS suPC bls)l ;18,0 sl

Laptop- 1 Laptop-2
IFP:192.168.2.1 IF:192.168.3.1
DG :192.168.2.2 DG :192.168.3.2

: Jol Givg,
2 299 3>« pad> )18 Trunk <> s Static wye0 @ 1L ig) 9 awisw Sid . pwS oslaiwl yig, Sy 5l

TAG g, L8 i . 2w adlg> cow Sublnterface Sg) . IP Guysl oS wayyei IP 3uli 0/0 Gunsd il g,

ol Gawls )y TAG g L)

: SublInterface

Subinterfaces
FastEthernet0.1 FastEthemet0/0 -
FastEthernetl/0.2 . '«_-"i
FastEthernet0/0.3

Ll g puiS puudi puili (o ol ails o3V aS pud il iz He @ 1) pundsinl Ko gy o2l b
S G P ol Gad il sl
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Router ( config ) # Interface type Mod/Num

Router ( config —if ) # No shotdown

Router ( config — if ) # Exit

Router ( config ) # Interface FastEthernet Subinterface — number

Router ( config — subif ) # Encapsulation Dotlq vlan — number

ool wlhgiows

Router ( config — subif ) # IP Address Default Gateway Subnet Mask

VL Jsow Jbo wlygiaws

? Routerl

| Physmall Config | CLI

IOS Command Line Interface
Router (config) #
Router(config)#interface fastethernet 0/0
Router(config-if) #no shutdown

Router (config-if) #

Router (config-if)#exit
Router(config)#interface fastethernet 0/0.2
Router (config-subif) #

RHUtPLIuﬂnth—-nblf]#eﬂCdpoulaTl n do
Router (config-subif) #ip address 192.
Router (config-subif) #exit

Router (config)#interface fastethernet 0/0.3

Router (config-subif) #

tlg 2
58 .

16

2 255325525500

Router(config-subif) #encapsulation dotlg 3
Router(config-subif)#ip address 192.168.3.2 255.255.255.0
Router (config-subif)#exit

Router (config) #

3LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

3LINK-5-CHANGED: Interface FastEthernet0/0.2, changed state to up

3LINK-5-CHANGED: Interface FastEthernet0/0.3, changed state to up
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o

1
MuItiIayET Switch

ITrunk

PC1
IP:192.168.2.1
DG :192.168.2.2

PC2
IP:192.168.3.1
DG :192.168.3.2

L P9> UMY

WL Jol (g . pusy o 1) 5 ©lhgiws pusS eslaiwl yg), Sl> @ 3560 Jaw (sisy 3 a0V auigw S 5l (si8g

5o bl ol J>lao s 3920 [yl VTP asy DTP

Switch ( config ) # Interface Vlan vlan - id

Switch ( config —if ) # IP Address Default Gateway Subnet Mask

Switch ( config ) # IP Routing

@ Multilayer Switchl

D osdol wlygiws

1 VU Jbo wlhygiows

rPhyskal! Conﬁg | CLI |

Switch(config)#
nfig)#interface v
nfig-i no sh

) #ip address
it

IOS Command Line Interface
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Spanning — Tree Protocol

: STP
3 il w2 4V s oouw esls &, Loop ws,S widgin 9 Loop wsls &) 5l S,Sel> STP (suol asulbg
A ol sdlol sla S ws,S Shutdown L 1) LIS ¢l &3lg

. AS sw LS IEEE 802.1D U359 L gSciw S guigaw olod

9 05,915 W, Wi @ |y aSud Sjgdesgi , STA Uled L Spanning — Tree Algorithm  ws, S L STP

osls &, Loop , xl oo aSiiw ;> Loop wsls &) @ ymww aS (sl Sl juwe U)S Jled ue U Guw

Pad> s plil d93 S al>ye 3 55 JSTey ol

1. Elect Root Bridge Per Network
2. Select Root Port Per Switch
3. Select designated Port Per Link ( segment)

: Bridge ID

Ol SoS U awisw S aS Cowl Sl aazaiw g8l 55 . 3l e STP s awisw o wsulbwlios SMo BID
39 v asliow )50y S awigw Ulo

BID : Bridge Priority + MAC Address
: Priority

, Cowl 5w s B 9 wowl 0o wow Default @ 32768 W )g0 4 9Saiw gwigaw Sg) aS cwl Ssac

39w oy Giwlos skl auigw s . puwsS Wil puwilgi sw |, 65535 G 0 (w Syac

Bridge ID : 32768 : MAC Address
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: Root Bridge

Ulgic a4 2LwUBID  (uyi ol Shls aS (sxbgaw 9 MUgds (s atunlin pd U aSuw S guwigw Sl BID
. >gu .sw Wil Root Bridge

Root awl aiwls |, Priority  ujyiiwl a8 (sxbgaw . il sw Priority |, asuulane Sy jleo ulgl 1 aiss

. g sw wlxwol Bridge
MAC Address oy ol Shils aS sxbguw cdls cul 5 il wly oo U B auigw aosd Priority 3

. 390 (sw wlxwl Root Bridge ulgic a4y 2l

Root Bridge
Default Pricrity 32768
MAC 0c00.1111.0000

100Base-T

Port 0 Port 0
—— 10Base-T —
Default Priority 32768 Default Priority 32768
MAC 0c00.1111.1111 MAC 0c00.1111.2222

Ulgic a4 puy wowl i b aed 51 Z guwigw MAC g wowl uly W guwigw aws priority we> VU JSow )
. 390 _sw wlxwl Root Bridge

BPDU : Bridge Protocol Data Unit
Czeo 3030 U puyd ol SeS @, 3iuS e wleMbl Jsli pd Ll SoS @ b gwigw aS owl (swuyd
. 23S wlxwol 1, Root Bridge aSiow 5 awlgn ol 55 b3S (o w920 LSS @ 1) 395 g 3iuS sw

20> sw gMbl pd @ 1 puyd il b ads &) Siglaugi yusi col aS (Slues aigS 18 Guizoad
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LAN Segment-B

: STP J>lo

S axgi ) JSaw @

A

A

Switch-5 o —_’
0000.0001.A134 B_

10

Switch-2

E

20

0001.0001.0001 ;/

10 Fllo J |10
LAN S D Iﬁ_'“— —/
egment-
LAN Segment-C | _
Switch-1
G | 40 c|lo 0000.0001.1234
Switch-4 ;::) Switch-3 ;‘:—_}
0000.0001.1787 [ 0001.0000.ACID
H| 20 D |20
LAN Segment-A
590 (sw wlxil Root Bridge : Jgl al> 0
LAN Segment-B
Al lO E |20
Switch-5 o = Switch-2 —

0000.0001.A134 FEEEEE

/

B|I0

LAN Segment-D

G | 40

Switch-4 e
0000.0001.1787

7/

H| 20

0001.0001.0001 E/

Switch-3

0001.0000.AC1D _/

F

10

C

—

D

LAN Segment-C
10

20

LAN Segment-A
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J 110

P—

I L
Switch-1
0000.0001.1234

ROOT
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:p9_wCLL>).o

Sou (s Wil
LAN Segment-B
All0 E |20
i s Switch-2 S———
Switch-5 e / e /
0000.0001.A 34 FEEEEH 0001.0001.0001" g
B[ 10 F |10
]| 10
egment-
LAN Segment-C | ﬁ
0000.0001.1234
G | 40 c|1o
Switch-4 =4 Switch-3 y—— ROOT
0000.0001.1787 i 0001.0000.ACID [
H| 20 D |20
LAN Segment-A
39 (SO a0
LAN Segment-B
All0 E |20
i e Switch-2 =
Switch-5 e / e /
0000.0001.A134 0001.0001.0001 gy
B[ 10 F |10
]| 10
egment-
LAN Segment-C | ﬁ
0000.0001.1234
G| 40 cl1o
Switch-4 ;:—7 Switch-3 ;;_—_—) ROOT
0000.0001.1787 Fsd 0001.0000.ACID s
H| 20 D |20

LAN Segment-A
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Mg s Shutdown g (uei Block sl Sl @ o)lp> ad> 0

LAN Segment-B

B
Al 10 E 20
i =2, Switch-2 »a—x_“
Switch-5 ) / - P /
0000.0001.A 134 0001.0001.0001
B | 10 F|I0
]| 10
10 r:“_——?
LAN Segment-D |
LAN Segment-C Switch- |
B 0000.0001.1234
>, & c Lo ROOT
Switch-4 ;‘_l(—_; Switch-3 ;_—_—’
0000.0001.1787 0001.0000.ACID
H | 20 D |20
LAN Segment-A
: Root Port

. wwl Root Bridge U Cost 0S8 Shls aS auigaw 5l 59,9

: Designated Port

by 9 Jlw,)l wubld wygr sl s L s9ud sw wlzil Forwarding w ;g0 Ulgic @ aS guigaw 1 sd)ey
- Sowls aslgs 1) wleMbl

- Block

9 02w Block awl RP L aunlio 5> oSy Cost shls aS (s5,9: b b DP @6 9 RP & aS (sula <o
3940 s Jog wogs el 39 @S e w)e 5l xSy aS sl L 9k s LOOp Wl &) 5l Rile

Y
g0 (sw wlziol DP Ulgic a4 aisowd Juaio ROOL Bridge a aS (suld w)g) (swolod

394 s oS Cost , b sligy Giwl3dl b aS cowl Ol )Xk ¢l .+ 5yl Bandwidth b wSe oo Cost
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1S v Jlwl 9 aupi 505 20 @ BPDU 00,9 Sy adgow 0 aSads £ 5>

-1. Root Bridge " Bridge ID ™
2. Sender Bridge " Bridge ID "
3. Root Path Cost

_4. Sender Port ID

. diw,9 sw |y BPDU e puyd gl basd sy @y l 5l sus oz aSuus S Root Bridge aS (sudg

: ( Cost ) aiy;d Jga>

Spanning-Tree Path Costs

Link Speed | Cost (Revised IEEE Specification) | Cost (Previous IEEE Specification)
10 Gbps 2 1

| Gbps 4 1

100 Mbps 19 10

10 Mbps 100 100

STP Port ID : Port priority . Port #

s

ol & g auigw pand il 35l aS S (s |y w39l sole; Cost
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BPDU Switch Z =—> Switch X

Root Port (F)
Port 0

Root Bridge
Default Priority 32768
MAC 0c00.1111.0000
Designated (57 e
Port (F)

Designated
Port (F)
Fort 0 Port 1

100Base-T

Port 0

FRoot Port [F)

P — 10Base-T P —
- Port 1 : E -

Default Priority 32768
MAC 0c00.1111.1111

D Aiow,d sw pd U i axbns JSow aSuw S guwigaw aS BPDU S ey,

Designated Port 4

Port (F) Mondesignated

" Switch Z

Switch Z
0
128.0

Default Priority 32768
Port (BLK) MAC 0c00.1111.2222

s Jlo

Switch Z
BPDU Switch Z Switch Y | Switch Z
0
| 128.1

Switch Z Switch Z
BPDU Switch X Switch X BPDU Switch Y_ Switch Y

19 19

128 .1 _ 128 .1
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. s @db,5 SyieS cewlS L BPDU aS cowl (sijes @ RP

-390 s Jlw,l Ul Sg) S50 cwlS U BPDU aS cawl (sijgy @ DP

RP |, Ol il 1S plaS (suses caowl yips plaS aS 1S (sw 0% Sender Bridge ID a suib uly COST S
|, Ol Ll 5ieS plaS 18 1S (sw ol Sender Port ID @ 3wl il Sender Bridge ID oo Cost pb S|

.L\S@AOUMRP

: Root Bridge ..
} @uigww Sy Priority ws)S S 1 gl g,
Switch ( config ) # Spanning —tree  VLAN vlan — num Priority 0 — 65535
: Jlwo
Switch ( config ) # Spanning —tree VLAN 1 Priority 4096

P S sw d)Hle |y Heiws ol 1wl Root Bridge puslgs (o aS (ssxdgaw Sg) 1 09> Livg,

Switch ( config ) # Spanning —tree  VLAN vlan — num Root Primary

: 5o Root Bridge ¢l 2 glad Jgl Root Bridge 31 U pouij csw 095 auigaw 5 1y Hgiws ¢l

Switch ( config ) # Spanning —tree VLAN vlan — num Root Secondary

P aass
S puyd g cowl Jugols iy S w S,Sel> Loop 5l (g s g9 wowl Block  as (siyes
. 1S Lsw b, |, BPDU
STP Timer :
Hello — time : 2 sec
Max —age : 20 sec

Forward — Delay time : 15 sec
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: STP ;5 d w,9) wusog

Jled e (siws g 4 Wy - Jlw,l 4 S @Bl | swuyd U whgy s ol > 1 Disable 1
0D

L, cwouyd zud 9 1,1 )18 blocking wlls> 55 b Wigs pusS (s g |) auwiguw sudg @ Blocking .2
5,90 5 ilgn U aud> (sw ivgS @ BPDU @ hiad o w gy wdls cul 5y 0 aiuS (swov wdl,)s b JLw)l
C 30550 paoual 393 Say Loy

ozl |, Root bridge s (sw aS (wl@BPDU @ a>gi U guwigw o <> ol )> @ Listening .3
MAC Table ,> 1wl Saa> MAC Address Sgl> aS g 35lg (w08 @ogs ol U ,S| cull - 36S Lsw
L S (WU 0,u>d dg>

Learning «Jl> >,lg g 03l> wueog juusi wygy Listening wlo; waw UL Syuw | A Learning 4
wvlbwlow | Loop 18l e e 9 aSu > 39>90 S o (swlod guwigaw sl 5> L sgu sw
LS sw

al>,0 > 1w ez Wy Sy Usg Designated Port g Root Port aswl jlae @ Forwarding .5

Blocking
(Loss of BPDU Detected)
(Max Age = 20 Sec)

l Blocking
(Moves to Listening
Listening After It Decides )
(Forward Delay = 15 Sec) | € It Is a Root <—— LinkComes Up
Port or a
l Designated Port)
Learning

(Forward Delay = 15 Sec)

i

Forwarding
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s

DA W waeog e Forwarding «Jls « Block s 5l whg) S aS sd> e

Blocking Port =—> Listening ( 15 sec ) =—> Learning ( 15 sec ) =—> Forwarding

BPDU Send | | iining | | Leaming | Forwarding
Block NO YES NO NO
Listening YES YES NO YES
Learning YES YES NO NO
Forwarding| YES YES YES YES

Switch ( config - if ) # Spanning — tree

S (s Jled pund il So, |, BPDU guard 5 sews b
BPDU guard enable

: Port — Fast

Sl Jud il g, Learning g Listening  J>lo 3900 (s cach a8 cowl sSiuiw S oKiws Laixo
.90 Jl=d i) 9 5,5 w,g.0 Access

Switch ( config ) # Spanning — tree
Switch ( config — if ) # Spanning — tree

Pore — Fast default

Pore — Fast

. g g Port — Fast loss> @ @i
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EtherChannel

)8 (sihhin 09,5 U ) Euwisw (8Sumd WHgs i AdS (sw 05>l aS Ll Lsw Saiwilgi Etherchannel
oslaiwl B zuigw Gw wWilail ;5 Uas Joxi skl 9 ,VU 6L Slgy U awyiows ko @ aS 25,8
0,1 518 (sdhio 09,5 55 aS (sSud wVlail 1BL Slgy acgozo 3l sy adlgs> o3>l oy @ aS >g.i Lsw

S oslawl

Ulsa0 aS auS oslaiwl GigabitEthernet ¢ FastEthernet sla w,g ;| pwilsi s Etherchannel og,S ;>
58 09,5 Sy s 1) 5Susad wier wuiid b sl b o9d pwilen e 2 0l Guli8l o g G 1l Sligy
. padd

Shls LU 0asS WS, Sld w)g) Wd - Vg Wil pd ,w iy 9 Wiy U B Wy AS Cww ppo
. 2wl Jled g Enable ¢ s9luuo Duplex g cucj w

il i ,B5kw ,20aSu b aS wowl LACP ¢ PAGP JSUs,y 2 Slyls Etherchannel

ool Trunk oJ s L Access s> s L aod W whgy 1L
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Etherchannel wVlail wuuio Sla JSGg

PAgP : Port Aggregation Protocol

patlos oslaiwl JSign ol 5l Vlgi (o (y90 5> L bl (o s WS 5ub 4 bgsyo S)laxil JShgy Sy
s il Seww looi Jlail @yb g5 Oljups as

LACP : Link Aggregation Control Protocol

Lol glaie BB WS,w 5l loww Wliup= )SI g s v by S, aod bwgi JSig ol
Ol U 8 (g sls Sls b S s 1y wygr 16 U Ulgi (swo JSTgs0 ol 5+ 5,5 oslaswl JSig, ol 5l Ulgi (swo
39 o Jled W 09251 )S0> S Suilogil )90 W de gl W Wiy il S ST cewl Active

LACP ¢ PAgP sla JSig,y sSld Mode
EtherChannel Modes

Mode Protocol Description

auto PAgP Passively listens for PAgP queries from a Cisco device configured with
cither desirable or on. By default the interface is not part of a channel.

desirable PAgP Generates PAgP queries to form a channel, but by default is not part of a
channel.

on PAgP& LACP  Generates PAgP queries and assumes the port is part of a channel.

active LACP Enables a channel if the other side responds to its LACP messages.

passive LACP Passively listens for LACP messages to form a channel from an active port.

S ply 4 usS Ewly oslol (sJg i swoi Jluyl undsiinl Byb 51 PAGP oy aud o ol 5> 1 Auto
s PAGP Negotiation jlel ay )5 9 1ol s Juléo guisw ;| PAGP

a4 ;B 9 LS s Jlw)l Lo guigw B)b @y g skl |) PAGP S ply Guwd il 2o ol 5> 1 Desirable
. 1Lub s PAgP Negotiation ;lel

9 LACP oly zud Jlw,)l Ugn 390 s W Luad il So, ,» Etherchannel wois Jled cucl a0 il 1 On
. PAgP

el a8 9 35S swo Jlwl Julio guigaw By @b g skl | LACP e oy gud il a0 ol > 1 Active
. .ol sw LACP Negotiation
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S ply @ csusSiwl o5bl g 390 i Iyl Gudyiial Byb 5| LACP ol aud 1o ol s : Passive
. b wswi LACP Negotiation ;lel @y 558 9 owl Lléo guigw ;1 LACP

Switch B
Switch A

Auto Desirable | On

PAgP Auto NO YES |NO

Desirable YES YES NO

On NO NO YES
witch B
Passive Active On
Switch A
LACP Passive NO YES NO
Active YES YES NO
On NO NO YES
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:p.JuSLS\.D ))lS&S.A.AJ\B)bS) PR) |) ) CJI)S.LA.AJD

Switch ( config ) # Interface type mod/num

Switch ( config — if ) # Channel — Protocol { PAgP | LACP }

Switch ( config — if ) # Channel — group number Mode mode

: Etherchannel wusog Giwlos wljgiws

Switch # Show Etherchannel
Switch # Show Etherchannel Load — balance

Switch # Show Etherchannel Port — channel

Switch # Show

Load Balancing ==

metod

Etherchannel Summary

e Sod s S8y
Src — MAC
Dst — MAC

Src , Dst — MAC Switch : 2960 & 2950

Src —IP & 3750 & 3760 & 3550
Dst — IP

Src, Dst — IP

Src — Port

Dst — Port switch : 6500 & 4500

Src, Dst — Port

: Load Balancing ,giaw>

Switch ( config ) # Port Channel load — balance metod
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Router

Cisco 28000 Series Routers

> pudl o aSai J2Is 53 aS 1) ool Sl auw Wb,> aS cowl Sl aliwy ((Olyuwo ) g,
&3lg ;5 . 5 | walizo (=0 Sld aSu U d o swolod el @ Lo g, .+ 1S sw o,ls], 2l easiw
515 39>9 o L Laso U Ulew, Sl aS wlu b 9 1S wulas | Packet uuuo olaS 51 6lay 2L ),
39>90 Sd o 9 A JS el b gy enlrly + cowl S plaS o gusipr Biwo ol o 5l g
)b owlio suo 53 1) Ol 9 1S Lo Cwlad Ugw U S oy dxo aSuw 5> wilgs aS |y uld cowlgs)s
oL a, Database <, ;> ) (=0 jue Sld aSuh @ bgs o wleMbl ol (o yig) « LS (s wulad g osls
Ll o sdzo e Sl aSuw Ol asoe Lw)sl aS Packet 5 39,9 U U 2uS s,155 Routing Table Jga>
B zwigw BUS . 10,uS o IP Lwysl yig) SB Luwdul . S Culad Sew Uloy Gy ,w >

: 3,5 Jed b (g MU Lou> 1 yigy Sl pudyiisl + 3,15 3l £9i5 (g 15 (50 punsd i
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oL DCE LS ;%5 ,w 9 DTE oU « Serial LS ,w S . digis s Juog pd @ Serial LS L g,

. puiS pubais |, Clock Rate JU,w JulS DCE G,b s bagd 1L . syl

Set clock rate if needed. T
o
Todd#config t DCE

Todd(config)#interface serial 0
Todd(config-if)#clock rate 64000

DTE

\w
DCE side determined by cable.
Add clocking to DCE side only.

-y

M ¥9) « puS gy A 9 pusS wai | wylaie Sl puud il S Jojle a puiS Lugols |y yigy Jol 3L

. 390 (s Jugols 9 g, Power aeSs aliwy @ guisw W

L9y Cueoy Jiwles
Router # Show IP Interface

Router # Show Controllers Serial number
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: Routig Table

P awsw U gy uluioe Jga> wylas

Switching Routing
MAC — Address — Table Routing — Table
MAC — Address IP — Address
Unknown MAC — Address Flood Unknown MAC — Address Drop
Broadcast Flood Broadcast Drop
Automatic & Static Learning Dynamic & Static Learning

: Cowl 13w8el Dynamic g Static w g0 95> @ yig) S uwd il @ s> IP

+ Static IP

Router( config )#IP Route Dst — IP Dst — subnet { Interface |Next — Hop }

: Jlo
Router ( config ) # IP Route 192.168.1.0 255.255.255.0 Se 0/0
Router ( config ) # IP Route 192.168.1.0 255.255.255.0 11.0.0.2

P aass
0L 50 sl aSes ) Wy pusS oslaiwl cdls g5 ol 5l AS i 08,9 Point to Point sla ases )
5, oslauwl Next — Hop «Js 5l loa>
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Default Routes
e ——— —'i Cisco.com

Stub Network

Network %—“—,
10000 W

1721622 172.16.2.4[
—

Router (config) #ip route 0.0.0.0 0.0.0.0 172.16.2.2 5,

» This route allows the stub network to reach all known
networks beyond router A.

: ( Default Route ) 5,9 Juw yauo

S|y 039,53 Sy s B g, 9 bl (s Stub aSieids Sy 172.16.1.0 aSesis . S 085 VU JSib @Sy
e Sla aSis ploi b gy ol bol S w56 Stub aSiuw sl 1) Ko Sle aSus a4 ewpiws
29> ol ) d=o e S aSl S Sy Pl i o @S cewlzil JStine Lol L swbiin 1) (=
oo aSw 5l jue a4 S50 Sl Gudaioe gwysl aS Packet cowl (89S Hghhio ul Sl L puiS (89,20
Lado A g 39 (B po 505 Sdyig, bwgi U sgud il aSud ol Sl 9 od (s@dsjao il

S WISV

: Default Route ,giw>

Router ( config ) # IP Route 0.0.0.0 0.0.0.0 { Interface | Next — Hop }

p b ow yuy Sli=l slls Default Route
- 20U L aSois Lwlos Usls Wlis Sly aS suiluo Sl oo 955, Sl IP 65> IP ol 1 0.0.0.0
. 2wl w 0.0.0.0 oaw g5, IP @y bgso Subnet Mask : 0.0.0.0
Point — to — bli,l sbls aS jg9lxo yig) uwd il @ by gwysl IP (88,20 @ Interface | Next — Hop
Brb a9 0w 2yl Ol 5l S8l wwl HL3 as g, 593 padsiil eU b g il e 39, ol L Point
c 39 cwlad [5s sl g,
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Dynamic Routing Protocol

Routing Protocol

Cisco.com

10.1202.0

1721610

* Routing protocols

are used between :J =
routers to determine = =
paths and maintain %
routing tables. v —r
* Once the path is A / T _-!f

| Network | Destination Exit —s
determined, a router can Protocol | Network |m.mo‘oﬂ 1724730
route a routed protocol. [Connected 10.120.2.0 e |

RIP 1721640 SO | ‘

|IGRP 17217.3.0 S1 J

Routed Protocol: IP
Routing Protocol: RIP, IGRP

Sld aSui swd WHgo U b usy . Lol v suws jue 3,Sloc Slls Dynamic Routing Protocol
ol 5l p1aS 5 L 5508 (o w)so selxo Slayie, Basb I wslind Gl - S vod (88520 gy W 1) (dxo sue
U G 05,90 Cows 4 wleMbl SoS @ 9 diwd 395 4 Logae mi,edl shls WwRouting Protocol

: Routed Protocol

. 3940 (s 4dS 316S w Joe Network @V ,> aS IPX o IP ks JSig,, @

: Routing Protocol

o A U ol o Aiulbg S 39.b o @S EIGRP g OSPF g RIP Ug> (suliyuno S JSigp

..U)l) |)Q\L>.o).:.£
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IGP Versus EGP

Autonomous System 50100 Autonomous System 50200

IGPs:
(RIPv2, EIGRP, OSPF)

: Autonomous System

wuld gy 5l Sl acgozo Llgioe AS. 1uSuo wudled >y u e Su s aS uld g, 3l wowl (vl acgoxo
b Sl JSigyy aS Lol suldyig) 5l Sl acgoxo U 9 2SS o =l |) IGP JSGg, S aS auwl
Sac Ko, dac ol 9 5940 (s 051> s S AS Jp @ L LS v el aslg cuyie SO v |) wlixo

» 2l w0 65535 U 0 (o s 033w

IGP : Interior Gateway Protocol
9 39 (s idS , S (sw by ;S @ | AS S5 wg)s sla,ig, aS sulaRouting Protocol  swled @
¢3> sSod EIGRP g OSPF g IGRP g RIP . 1iiS (oo wudled AS S5 s aS siiwd wsuld JSig,y g3ls )5

CAS v wldled AS S U3 s aS suiwd sl S JSGg

EGP : Exterior Gateway Protocol
9 o AisS S (o Juaio ;S0aSs @ |, wlixo AS 95 aS uld JSigy swolos @

c b w EGP ol s S JSUg . 5l g0 Sy BGP ( Border Gateway Protocol )
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Administrative Distance:

Ranking Routes
L

1 need to send a packet to

network E. Both routers B IGRP
and C will get it there. Administrative

Which route is best?

Cisco.com

Distance = 100

RIP
Administrative
Distance = 120

: Administrative Distance

4 9Suw bl o ulpuue wlie S g, Ul > Routing ool sl sSMo 9 ,leo AD

I, ol B> yig, bl HieS plaS 18 aS cowl 03l Cunws dae S b SB JSigyw il 5l plaS 8

22550 0 (o cewl Svac aS 1iugS (s AD sac ol 4. auSo Jgud

s

. Cowl yiopo ed 30l Sy cuwodl 9 cowl 0 il AD sac Connected  (suld yuno

. Gowl HieS Connected 1 (g wawl yuiiaw (sul o SlpdSigyy 5l Giwiuglgl puiS (59,20 Static

Default Administrative Distance Values

: AD LJS.L>_‘

Route Source Default Distance

Connected network 0

Static route 1

EIGRP 90

OSPF 110

RIP 120

External EIGRP 170

Unknown or unbelievable 255 (will not be added to the routing table to pass traffic)

aass

)90 U S| (g Seino wayysei Connect wjgo 4 puiS 3,ls (Se 0/0 ) pundyiul oL L I, IP Route 3l
cCowl 1L uly OT AD g 9o Wiy, Static wygo U pusS w2 Next — Hop
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Classes of Routing Protocols
e Cisco.com

Distance Vector

Hybrid Routing

-~
N

Link State

P9l (W puandi (S aiLws auw @ d Dynamic Routing Protocol

Distance Vector =
350550 v wleMbl Jsli @y Giuyglo yig) L basd g, ,a aS seui (sw aisS _sylaRoting Protocol a

5l 518 asws ¢l 5> RIP

Link State =
aS sl axb b aSow JS 5l IS yugai SO 1L awl jig) ,8 aS sgui (s @S (sulaRoting Protocol «

LA pll ) sulbyuwn wldoce (8IS 20> ol pinwls U gusew 9 aswls | cowl oaui g8l UTJb »9,

. .U)l) )l).g Aw)Dd k)Jl )) IS - IS 9 OSPF
Hybrid Routing
Sy Mabo 4i9) 9 lduwo g, G We> . Distance Vector g Link State luS5u9 51 caowl (oS5 aiws ol

5b8 aws ol 5> EIGRP . ol aawls |)Cls.uu)|d\15y9.aJ\SJu_uuLl._5\ogb).Sd\p)bJ)b)|b)J

5l
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pandi S aiws 93 4 U L aisS wyglw |) VLISM  asiyl a4 a>g5 L WDynamic Routing  Protocol

ISV SV V)

Classful Routing.1

Sy aS Gowl sumo Ul cul - S swoi whgtbw | VLSM aS sg.i s aisS (sulaRouting Protocol «
JuolsS | aSiew Ol @y gy, Subnet Mask Ol b olyod 1S (5w (820 S,505 g, @ |, Sl aSui g,
- 0,05 513 assws il > IGRP ¢ RIP Version 1. .S (swo (Advertise )

Classless Routing .2

Network » Og\l.c »9) ) aS cowl (sumo Ul qu S sw \.J)SJLUJ |) VLSM s JSJQ)J )'| Cwd qu
ol > IS—1IS ¢ OSPF ¢ EIGRP g RIP Version 2 . .S (sw (Advertise ) yiw,l5S 50 |, Subnet mask

. .U)I) )|)9 Aowd

: wlizxo sla Dynamic Routing Protocol w acwwléo Jea>

Routing Protocol

Comparison Chart
[ T T TTTTCATTR TR TR T TR AT TR Cisco.com

Characteristic

Distance vector
Link-state

Automatic route summarization
Manual route summarization

VLSM support

Proprietary X X

Convergence time Slow Slow Very Fast Fast Fast

ICNOXGR_273

* EIGRP is an advanced distance vector protocol with some link features.

aisS Jwywo Ll wlls @ Domain Sy, csubwe JSign aS (siloy wie @ @ Convergence Time

So s b Ll 9 05,8 Iy ) dxo e S aSioiw @ Wywn Gy yig) L8 s il 5> e
. S sw S,lapSs Database
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: ( RIP v1 ) Routing Information Protocol

9 LS (s (920 3> aS | uld e ujglxe g, @ L9y 8 L S e LB Cpx bl 5 SS9, ol
) oo S 9 (sugs> , wp> sawsw U W@yig) 9 auS sw 0,035 593> Routing Table > |) pd Jlbo aosd
o Ol ((Hop Count ) g, slasi RIP S, Sy i sleo lpii .S (o SU L oo 9 36S (50 puasd

.QA_qu

aS 1S sw oslaiwl Broadcast sla oly 5l aSics S g, w suliuaun Jga> Update cp> JSGg,y ol
Cudgdzo S o e JI&d Sl pudrinl Gob l L ubpewe Joax JS LU Sy asl 30 58
Hop Count o (i aS (s0)80 > 9 wowl Classful  JSigu ol « 5,05 1) (59, slass ) Hop Count 15
Suyio U yauno 6 Sy 5iSla> . dol adlgs 39>9 4 o o Load balancing  siowl awls vl

. 5,S skl |, Load balancing ulgi (sw wluSy

B aw il U aS dsowd Hue U9l 9 dgio odlw,d ;U Sy aul 30 , RIP Jlw)l Sl asww
<8, | sguio auli 180 as Hello Time sac 6 g, &, )31 .( Interval Update ) aiugS sw Hello Time
c S o Sb L o 5)ls oL Dead Time aS 26ss

: Metric
awly 39>9 Sud b juwio iy aSow U 4 Uaw, Sy, loww Internetwork  aSoi 5y wowl Sow

C S s Gwlxo ) Suyie 0,9 9 S S ubue

: Triggered update
eMbl aod a4 9 2iw,d o Sl Gww aax] Vlod deun Jog b ghd Shwn wdy 4SS 05080 ol

. ))l.\J bPSﬁ).AJlS.D L)Jl 1 U))S PR LS\JS ))l) )|).9 2 UJJ9 RIP PR ADDd (o
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: po-w 4V Loop

. 2l o 39>9 @y Loop  (s8lail g0 @ Lloj Sy 5> 1S Jaugs; |y Sl @ pd U g, 2 3!

Poison Reverse

4. =7 10200 AR 10300 oA 10490
Poison
Reverse
Routing Table Routing Table Routing Table
10.1.0.0| EO 0 10.2.00| so 0 10.3.00]| SO 0
10.2.0.0| S0 0 10.3.00| St 0 10.4.00| S0 |infinity
10.3.00| so | 1 10.4.00 | S1 |t 10200 so | 1
10.4.00| So 2 10.1.00| so 1 10.1.00] so | 2

: Root Poisoning ;.80
16 sac |, Hop Count ,lxéo Broadcast o aiww ;5 RIP JSig, deuis @168 juwo S 31 05680 ol b

» Cowl @8 iy aSui Ul dopss U 3siw,d (s S g, @ 9 5,158 Lsw

: Split — Horizon ;080

055U s> 4 (188 Sb sewsS 5l ) Shin (B9 i
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Hold-Down Timers

Network 10.4.0.0

Update After is unreachable.
Hold-Down Time
10100| 102.00 77 10.3.0.0 Sy, 10400
EO 'Il ‘Il ‘—X
R Update After
Hold-Down Time Network 10.4.0.0 is down,
then back up, and

then back down.

: Flash timer & Hold — Down timer

S 1) cowl ghad aS Syuwo 2 yigy , Jowydy |5 16 sac 9 ol 00 ghad Syuuno 14950 2 gy 4 1 g, S
51 Ol 1S Sb ) juwwo 5395 S| Ug> cwl gl diopas aod U 5,ls (s a%5 Stene wlls s 1S s
aS Cowl auli 180, Stene wow ad> &, Loop g 1S Jgud |, Ol 9 iy slpidiy Giugs | Spuo 0,U9>
Flash timer ol @y aS 5,l5 (5w a5 adlol ;55 auli 60 3 Wie ol 5l A= . AugS sw Hold Down timer

gbgﬂ&ogwouw|)‘|&.§)§|..).:Squ'.__;_|)M.L0Lgus)+'>)§|omw|)'|mQ.u49§Q\o

: 1 U39 RIP wlhygiws
Router ( config ) # Router RIP
Router ( config — router ) # Network IP Address

Router ( config ) # Version 1
: RIP wueog iwlos Hgisw>

Router # Show IP Protocol

Do g R W,> 1l oauw 5)lg RIP Whgo a4 aS suldIP Sgl> ;5 RIP Jgu> s

. Cowl JSUg9, AD , 120 sac 9 ol Suyio 1520 (120/1)
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12 U9 L1 Us9 RIP weles

RIPv2 RIPv1
i Multicast : 224.0.0.9 Broadcast : 255.255.255.255
Max Hop Count of 15 Max Hop Count of 15
Classless Classful
Sending Subnet Mask Not Sending Subnet Mask
Support VLSM Network No Support VLSM Network
Authentication No Authentication

>lg I, Version 2 jgiaws khsd 9 pwsS 3)lg 1) 1 U359 RIP wlhgiows aS wowl (88 2 Uj)9 Silw Jled sy

-]

ol ( PC ) WUser (sJg diw,d (s & Gund il aod S,y il Gugoels S (sJg diw,d (o yig) Lud il
318 osa 5JUT

D aass
i - 6ST ol aSiui pasxai ) Wdyigy U w9 sw pd U |, Subnet Mask g IP losi> RIP v2 s

: paiS Juaw Classless @ ol Hgiw> U 2wl wowl Classful : RIP v2 5,9

Router ( config — Router ) # No auto Summary
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OSPF : Open Shortest Path First

Routing
Table

Algorithm
& Shortest Path First Tree

. 1wl w Link — State sl L5\§y9 CULJ > .JSJg)._g S LS o ,J.o.c AS LJ.'>|.> J.S.'ig).__;_ u-’l : OSPF

Olgic i (w5l oslaswl U Gugw 03,915 195 U9y Jiwod )y Sy Wygo W |y aSui Sjglgugi
A8 w9 595 Routing Table s 9 1S (sw o | juuwo o lgS Dijkstra

25,1y UiH9 9o

OSPF v2 =——> 1P V4

OSPF v3—> IP v6

Jolio Area ¢l 5l plasS ;8 aS 5eu (5w puwds Area Ulgic = Al i o AS S, OSPF s

ol o alizo slaNetwork

: AS & Hierarchical (s>lb sSUlswo

SPF i, awlzo e yw Jawlsdl .1
Routing Table vaw S>¢S .2
A > Sl uslS axuo > g Database o;lal 9 Overhead juslS .3
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OSPF Hierarchical Routing

Autonomous System

595 Jgla> aS auiS (sw Jgb Sy Ulo; OSPF JSGg, o i aSuiv ) g, slaws )31 : Area
Pandi Syaio SWArea @ |, aSusn S il 89) Sy Ll o owl Sow weyw 9 S JuoSi |

b 5w e asle wygo 1) )50 Sl g, pupw 9 W) duiu, Llgic @ | 559, ,& OSPF iy s3I
33 9 03,5 acwlxo Cost S0 gwlbwl v |, BNode 5l olaS ;8 U yuwwo GudUsS cululy .+ 5,5 w

. AD> sw 1,9 595> Routing table
. 5,ls Bandwidth b jweSeo alayly Guwd il Sy @y bgy o Cost

: OSPF .JSJg)J 5> Cost w0 dg.o)S

Cost = 100000000/ Bandwidth
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: OSPF J9|.L>,

Topology — Table =
Routing — Table =
Neighbor — Table =

: Router x> b 9> w Joa> JuSliw Sl oV bl i

Subnet Number b wly yig) 93 ,d 55 1L

Subnet Mask

Hello Time ——> 10s
Dead Time =—> 40 s

Password VIR FISVI FVIR VI 0

Y]
LgJT U vJ9| aS 1S sw )|).§).; .Iol.u)| P L Q\ilo)‘ S o oslaiwl OSPF JSJQ).,_J_ )'| as 29y 9>
Routing g 9. I,>l OSPF a=s 9 Topology Change al>,o s >gui JuSwiw ( Neighbor ) (& Luwod

. 5940 aw)> Table

: ( Neighbor Ship ) (sl ;1 Bad

sSulwod Sl ol 5l Uluodl .1

(alive ) ayluod yig, Usg 015; ;1 Uluodl .2
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D osSubuosd LSl J>le

. s Down Jgl al>,0 55 .1

Jlw,l Multicast : 224.0.0.5 w5l L oo aiig sSubwod S,y ol 5> as sl acuw .2
(Init al>,0 ) . 390 (s

2-way al>yo gl 4 1l (w3929 A Silued 9 disiwd v XS IP Lase 4 2l ply S 2y W3
. 3ugS s

|, 593 9, Jga=> aiilgi (o 9 23Sy wleMbl Jsls pd b 2wlgi (swoo diewy 2 —way a>,o o U dyg,

3900 s JuSiin duicwd Connect pd U aS (suldjig) ow 5> dinod S0 luod
8l o Sl 5 J=ho 2 —way al> o 5l oy
: Exstart .4
S s 9y il awls 8,5 Router — ID LwS,8 ) piwd Master o 195 s >0 ol >
(U 9> a
: Exchang .5
ww b OliawlaS 2ugS w9 Aiwyd (sw 395 5l Spaike b - LS sw Jlw,l |, DBD Sl aiuw
¢ wolg>
- pdlg> (o |y Lpaal (i 3wy o |y LSRR aiuy Olg> 5 5505 g,
LSACK 5,8 s |, @i aS g, Joléo 5 9 3wy (sw |, cowl LSA iz Sgl> a5 LSU ks aiww .6
(Loading al>,0 ). ol @id,3 |, doww i dicw,d wsw |
» Cowl 000w LS Ll Jga> (s 3 wsw Full al>j0 3,lg .7
DBD : Data Base Description

LSR : Link State Request
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: Router ID

ol Csins 32 532 S (RID ) anwlios ol

OSPF Hello

Router ID

— Hello and Dead Intervals®
afadjfjorgpoeru Neighbors
39547439070713 Area ID*

Router Priority

DR IP Address

BDR IP Address
Authentication Pasword*
Stub Area Flag®

Hello

: Router ID  wl)giw>

Router ( config — Router ) # Router —ID A.B.C.D
Interface Loopback Highset IP — Address
Highset IP — Address of Another Interface

paiS o =l ) oo Vb eI 3 gl

D aass

. 5,15 U Slave )55 4ig,) 9 5,05 oL Master ayig) 5l Sy 2uds (s JuSuii (sSulbuwod pd b aS jig) 9>
P aass

Loopback ssU; slasi jig) Sg, pu Ulgi (s . disiwd Up adiod g Jwd Sjlxo WInterface Loopback

Up pul 05,55 Wi> aS (sudg U Ug> oS Jled Lud il (il Sg, |, Router — ID  pwilgi (s . 3,5 wayyei
. Ll aalg>
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ol @y s sl g padsiinl ool s o9

Router ( config ) # Interface Loopback number
Router ( config —if ) # IP Address IP — address

9, S Sq, Loopback aulgi (sw Slasi ul @ susey . 2wl 65535 U 0 (u S>ac wlgi s ;' Number

PS8y,
P aass
S, 0 V> L il oo adlol Jga> a4 OSPF - Sig,y (ausb 5l aS (suldIP sgl> > IP Route Jga> >

. 390 s 0315 Lawglos

: Wild — card mask ——> Inverse Subnet Mask

D i o ppo plaS g cowl ppo IP Sl Giusu jl Gty olaS 1S s asaie aS cuwl Ul Wus

Bit Value Subnet Mask Wi ildcard Mask
Subnet Mask 0 Host component Must match
VerSUS W“dcard ]. Network component Ignore
Mask ' -
: Jlwo
192.168.1.1
0.0.0.255

opo s ((192.168.1 ) oo aiwliS 0 aS sioowd csiss wowl YU Jlio 55 aS Wild — card mask ol

il Ssae e 255 U 15l wlgi (s Camind oo 030 @iiliS 255 aS 3 Conad cowl
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P Sgud sw Wngs w5 @y Wild — card mask

IP Address Wildcard Mask Matches
Wildcard Mask 0.0.0.0 255.255.255.255 Match on any address (keyword any in an
Examples ACL statement).
172.16.1.1 0.0.0.0 Match only if the address is 172.16.1.1
(preceded by the keyword host).
172.16.1.0 0.0.0.255 Match only on packets that are in
172.16.1.0/24 (172.16.1.0-172.16.1.255).
172.16.2.0 0.0.1.255 Match only on packets that are in
172.16.2.0/23 (172.16.2.0-172.16.3.255).
172.16.0.0 0.0.255.255 Match only on packets that are in
172.16.0.0/16 (172.16.0.0-172.16.255.255).

Router ( config ) # Router OSPF number

: OSPF  JSGg,) wayyei Ulo,9

Router ( config — router )# Network IP —address wild — card mask Area number

Router # Show IP OSPF neighbor
Router # Show IP OSPF Database
Router # Show IP Route OSPF

Router # Show IP OSPF Interface

: OSPF oy auwlos Hgsowd

-

39 (w0 JuSis 0,b9> Ay 9 dgui s S Jga> Clear IP OSPF Process giw> ws; b

: Bandwidth _g.8> ,las0 WS gl Cow Hgiws

Router ( config — Router ) # Auto — Cast Refrence — Bandwidth number
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DR : Designated Router
BDR : Backup Designated Router

Olgic @y 2wl awls |) RID 0,0V as syig, 1l as8,S 1,8 Multi — access Sy 5> aS (suldyig) Ulwo 5>
BDR g, Ulgic ay 2wl asils DR g 5l o=y |, RID  u5VL aS (sw9> jig) 9 d9-i s wlil DR
B s L ohas il g, ady ) aSd » SHusl aS ujge - Mg ow okl
Mol 1) 595 39y 95 ,d ululu .ud> sw gMbl BDR ¢ DR 9, @, ( Link — State Update ) LSU
9 LS sw oMl Multi — Access boxo ;5 ;55 Slayig; iy a |y whwsi ol DR g, bhsd (sJg aiiS (s
»9) Vb vz L v Down  ja=o @y 9 4> (swi pll Ll sw Jled DR aS (suloj U 1, ,1S ul BDR

. 3940 sw Wbl DR ulgic @y BDR ig, , DR
o il So @ cuglgl wsls Hews

Router ( config - if ) # IP OSPF Priority 0 — 255

WY

) 595 S aiuw IP ol L )55 Slayigy (i« wawl BDR g DR ogaxe Multicast : 224.0.0.6 w,sl
. w9 sw Ltb).)'g) Aod U |) wleMbl 224.0.0.5 u.u)bT L DR »9) 9 2GS 5w -JLW)| BDR 9 DR «

: DR s Lo
Highset Priority .1

Highset RID .2

s

Al DR Lol )3 9 il Jog 5305 aSois U @ yig) Ulowd 51 xS0 pund il Wl (s ol Joog
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P aaSs
. 2ol DR ig) plaS aiS (sw masi Router ID oSy, 5l aicil asisils Sgluuwo Priority s ig, and S|

L asss
BDR ¢ DR L @DROTHER aos . 59 (sw @ieS DROTHER suiawd BDR @ g DR @i aS suld g,

30,15 S lwod (suss ow o 2 — WAY Curog U od U (sJg diowwe FUll cusog @

: OSPF J>1,0

Down —> Init —> 2 — Way —> Exstart —> Exchang —> Loading —> Full

D aaSs
2 o9iewd b wowl ulyy Router # wr giiws Us,S 5)lg
Router # Copy Running — config Startup — config

Wr ——> write Memory

Email : Koliji_Cisco@Yahoo.com / (s« S (il / www.commandsource.org
141 | Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

EIGRP : Enhanced Interior Gateway Routing Protocol

Routing Protocol Metrics

!!fif??fi[_____ EIGRP
Bandwidth

e

— 0 ._/._‘:.._._
G e =

Load

RIP Reliability

Hop Count
T1 256k

-COST
T

L

B
&

!

: EIGRP

- Cowl 00uw >)lulowl 9 bbb 9Suuew WS i bhwgi aS Lol s IGRP aud iy asws EIGRP JSGg 50
osls 51,8 JSGe,u oml 55 |, Distance — Vector g Link — State sla JSUg, Sauwilgs ¢ppipr sSuww &S 1w

.k:.g.\ul

owldl ) e ul,Sed wuc,w Diffusing Update Algorithm ( DUAL )  piu,e3l Us, S @ L EIGRP
Multicast s oly ;1 9 wowl VLSM  Saswilgi 51 (solasiny au )58 9 wowl Classless JSGgy &S . ad> sw
- S s oslaiwl (sub o Jga> Update sl

9 MTU g Load g Delay ¢ Bandwidth el ;1 jwo ooy ool 9 Soyoe awlxo Sly

. LSuo oslauwl Delay ¢ Bandwidth 5l Uo,9 G wiso 4 (sJg LS sw oslaiwlReliability

o)lou ol aS b s Autonomous System L AS oL @ o,louis o wy @ 5L EIGRP sauu Sy )
Update 9 (sulpune Sla Joa> Jluw)l (ubles W yig, .+ 3wl OlwsSy aSun Sy slayig, JS owr 5> 1L
S3IE 9 304 (w0 s S,lasl Wy a4 AS L awl S,iie AS Shls aS sl uld,ig, @ bass | Lesl

Aol 0 65535 U 1
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vl U o 6 9 Equal Cost Path  Sgluuwo vyl L o 6 Sl Load balancing oSl JSig,y ol

. Ll w Lls |, Unequal Cost Path «sgluol

S
O
config#
router EIGRP 100 .".j__’:-._.
config-router# . '

maximum-paths 6

Network
172.16.0.0

Load Balancing

: EIGRP J>l,0

Neighbor Ship ————> Topology Exchang ———> Routing table

: EIGRP  JSGgy )5 sSulbwod JuSis Sla ol

1. AS Number
2. K Values
3. Authentication

4, Subnet Number
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: K Values glgsl

1. Min Bandwidth —> Ki VO i
2. Load —> K2

3. Delay —> K3 IR
4. Reliability —> Ks, Ks

Ack wsliw,d U 9 diiw,d sw Hello sle aww ;518 @ Multicast @ 224.0.0.10  (w)sl U W,ig,

: EIGRP 5 Sy 0 dowleo

Metric : [ 10000000 / Bandwidth + 3 Delay ] x 256

Bandwidth ——> Kbps

Delay =——> 10 Ms
: EIGRP sla sS509

-1. Very Fast Convergency
2. Hop Count 100
3. Classless
= 4. Metric Compsite
5. Multicast 224.0.0.10
6. VLSM
_7. Incremental Update
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s

)99 5o @S (s> 1 @ (slol Hiuio aS (iloj . S i S iy 3505 e 193 9 3l v a5 s )

: Routing Table ;> >g>g90 Sl Sy 50 9 )0

o3> Uiuyl3S 9 00 awlxo daso U j9lxo yig) Jowgi aS cwl sSujie 1 ( RD ) Reported Distance
BV SV V)

aS (sSuyio , 3> d9>9 Laso U yig) 395 5l aS (salizeo S S0 Ulo )5 1 ( FD ) Feasible Distance

3940 (o Wl FD Olgac @y sl awls 1 5lage oyyieS

&3lg 5> . 39 sw wlxwl Seccessor o Ulgic ay Lol anwls |) FD Syju0 aS Sy @ Successor

Aol Sujio oS Shls as e

ol sy kil s cul 5> 30wl FD < RD S o > aS (sd,5.0 o & ( FC ) Feasible Condition
byl cul ol o FS 0s)S 1oy Sl R3lg 55 . s (s pdl,9 Back up  uwe Ulgic @y o VLW
33 9 3gud (sw id,S b ;s Back Up e Ulgic @4 S Baw kil ol 5y aS Shww 9 il 8,

. 3,.5 sw 1,8 Topology Table

3 aS Cowl Syuuo 9 1Ll s Successor  uwwo Sl Back up  ,uewwo : ( FS ) Feasible Successor

LS o Bao FC byl

DB LSS Hig) U aS ABd (sw ,i9) U Vlwod aS sSuio : ( AD ) Advertised Distance
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Hello Time 5 Sec

Hold Time 15 Sec

: EIGRP Ol)giw>
Router ( config ) # Router EIGRP AS — Number

Router ( config — Router ) # Network Ip — Address [ Wild — Card — mask ]

Router ( config — Router ) # No Auto — Summary

: EIGRP wuko9 yiwlov Hgiawd

Router # Show IP EIGRP Neighbor
Router # Show IP EIGRP Topology
Router # Show IP Route EIGRP

: pauaS odlaiwl Load balancing > aS (suld w90 xSlas Hgiws

Router ( config — Router ) # Maximum — Paths 4 — 32
Router ( config — Router ) # Variance 1 — 128

D oaiad il SieaVb 0SS Gugols Hgiws
Router ( config — Router ) # Traffic — Shere min aeross Interface
D SV 0,l9> LSS gy Hgiw

Router ( config — Router ) # Traffic — Shere Balanced
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e JSign awnlio Jgax

Prorotol | Convergance Speed | Cpu & Memory Usage | Metric

RIP

OSPF

EIGRP

: Routed Protocols Jilao ,> Routing Protocols Jga>

Routed Protocols | Routing Protocols

IP RIP . IGRP . OSPF . EIGRP . BGP . IS -1IS
IPX RIP . NLSP . EIGRP
Apple Talk RMTP . AURP . EIGRP
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Access Control List

172.16.0.0

g’— -
_5’ Router X

ACL Inbound

10.0.0.0 [ >-—

| =-‘SO

S0

I 10.160.22.11 10.160.22.33 l
Host Host 10.100.100.1
10.1.1.1
192.168.1.0

S pundyiul Sy, Sd9,9 9 (s>9,> Sl ws,S Filter ol (saig, ACL vled L Access List
il 1 ilazie ax b Sl ax aS oS e ACL alowy @ 25lgi o Loos .+ a0l w9,
OACL as 9 3sS wauysi | ol ool ACL 5l eslaiwl Sy b loe . acab acals 1) zey> b 3959 03> s,
S L ojlons S L WL ACL 18 . 3uds o woils audlgs | ol SLdls JyiuS auad aS (sauwd il @ 1)

S swbwlicds 3,9 a4 paxio oL

9 3,5 (ols Codl Whigiws gl waini s - 1S w0 18 ewsy 390 Gwb 4 VU 5EACL wlhgiws
dlgs> adlol I0S s¢3 bhwgi (sJg AuS (oo 0adline o aS 5,l> s9>9 Deny All S, ACL ,a wlbl )
S8l ol b acwly calas ACL J31s wilsd 51 oIS zud U lows S8l aS (8ijgo 5> aly « dub

cenbls aslgss 1) syl Of 5l jeae o5l i 1w aalg> Deny
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ACL bghs 5l (sSu L wleMbl aS (sb),5.0 5> 9 3540 (50 sy b> @ o> ACL wlygiws J3Is L Sl
AS (50,90 15 9 Jgu Lo Loy 3 WeIlB Ul 5l Ay bghs 9 sguine Jlacl weld Ol sl awls calao
ACL oll ,> Deny All 39>9 ,bls au S8l wules > uol acwlyu wallbho S8l L wlgd 5l plasS gus
;1 Subnet Mask 5l oslaiwl Sl a4y BACL e > 0 waily adlgse joue o) 9 i adlgs> s
590 ACL 5 b aS 1Ll o gyl 5l B cw slaei 03uuS Uy aS sguiwo osleiwl Wild card mask

3555 518 swy

;o W S8l ws,S Lilkd @ pladl Ll Gwlwl 4 xlgi (s ACL aS (suld o,

( Source IP Address ) oxiiw,d Lw)ysl pwlwl 5 .1

( Destination IP Address ) 01,8 b saso gwysl gwlwl 4 .2
0wl wygs ol ywlwl o .3

TCP 4 UDP &l JSigy pwlwl 5 .4

D dawd £9J 95 W ACL

Standard Access List +

Extended Access List <+
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Standard Access List

odiiw,d gl wlwl » =9, 9 Sdgy9 Sl S a4 eladl Ulg o WACL ol lowgs
999 — 1 ld o)louy 39 0 wlwlicw o,leu a1b 51 ACL ol . aules ( Source IP Address )
+ Ao 3,lubowl SWACL a bgsy,we 1999 — 1300

: ACL sl Hgiws
Router ( config ) # Access — List number { Permit | Deny } IP — Address

[ wild card mask ]

)94E ;90 90 Slieo a4 1 Permit
L adlgs> Sl Heuce gilo 1 Deny

P puwd il Sgy W ACL ws)S Jlocl Hgiws

Router ( config ) # Interface type mod/num

Router ( config —if ) # IP Access — group number {in | out }

LS sw ,idad g yig) uwd il 3l asiul 5l Jud 1, Susl ACL : In
S s ,idd pund il 5l 29,5 oK 5 9 A gy J3Is asSl 5l ass | SLslys ACL @ Out

: Show eiws ) Deny aod Jiulos Hgiwd

Router ( config — Route ) # Access — List number Deny Any

: Access List uulos jgiws

Router # Show Access List
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Extended Access List

ACLs Provide Control

Administrator
Console

=
5L 5=
(e

JShon omizod 9 IP 2o 3 @V Sla JShgn pwlwl 1 (s=9)5> 9 Sd959 Sl JyiS @ 518 ACL ol
... ICMP, OSPF , EIGRP .silo aSiow sl JSign plw 9 b w)gr ywlbwl v Guizod ¢ TCP, UDP sla
2699 — 2000 ¢ 199 — 100 S o,locis I g (s Csulwliow o)loci (au,b 5l 3w BACL ol .« Lol o

s ACL i Hgiawd

Router( config )#Access — List number { Permit | Deny | remark } Protocol source-IP

wild-card-mask source—port destination—IP wild-card-mask destination-port

Router ( config ) # Interface type mod/num

Router ( config —if ) # IP Access — group number {in | out }
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: pU L ACL )95aw>

Router ( config ) # Access — List { Srandard | Extended } name

Router ( config —{std | ext } - nacl ) # Std Access — List { Permit | Deny |

remark } source-IP wild-card-mask

Router ( config — {std | ext } — nacl ) # Ext Access — List { Permit | Deny | remark }

Protocol source-IP wild-card-mask [ source—port ] destination—IP wild-card-mask

[ operator destination-port ]

Standard and
Extended ACL
Comparison

ACL Types and
Numbers

. PO L W ACL le.é.'i dg.l.>_

Filtered Information Standard IP ACL Extended IP ACL

Source address Yes Yes
Destination address No Yes
IP protocol (i.e., TCP or UDP) No Yes
Protocol information (i.e., port number) No Yes

ACL slpa,looss Jgo>

ACL Type ACL Numbers

IP Standard

1-99, 1300-1999

IP Extended

100-199, 20002699
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Port Numbers
F T S D T S R
T e M N F N I
Application| P | T S T M P
Layer n P P P
e
t
- - - - ) HE) @) (69 69 ) <o
Transport i Numbers
Layer TCP i UDP
|

SSH ¢ Telnet sl ACL Jlwo

p.uS S\o >)|9 |) ) )9awd A U9 (SO |) ACL d9|

Router ( config ) # line vty 0 15

Routr ( config — line ) # Access — class number in

L 39 (swou S A 9 d9ul (s Jiwsls,y Line vty 5> s Juog SSH L Telnet U aslgs S o
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Network Address Translation

| Inside | | Outside |

| |
| | | |
| | | |
| o :
| SA I | SA |
| 10.0.0.2 10.0.01 | ! 171.69.58.80 |
| | | |
| | | |
| o] — O |
' e Internet I
| ' |
' |
' |
' [
' |
' |
' |
' |
' |
' |
' |
! [

NAT Table
Inside Local Inside Global
IPv4 Address IPv4 Address
10.0.0.1 171.69.58.80
10.0.0.2 171.69.58.81

: NAT

Saioilgi .ailbao WIP Address slpw,sl an>,i L Network Address Translation )l ;I a:8,3,,

5l oslaiwl U aS ads w o3l lowws @ 05,5 B)by | OIP Address >gu0S JSino aSiul
Juaio ol aSow @ aiuiluo wogas> g oauiu ww SIP Address ulod aS WPrivate
b acwls 1) ol 4 (sawyiows 4 3l as Device U igaolS 1 NAT Sauwilgs 51 oslaiwl
B Gw,ysl ol 5l eslaiwl sl aS S oslaiwl WPublic IP Address lod U oauis i Sla
S JShine 9 3940 s Lo Ulojluw aSuois cagiol GudlS cacl )18 ol 9 3905 S,la,5 sl
Ssbj sl sls adlgs o551 lo au NAT Suiwilgi + pwicwd a>lgo Public sa Gw)sl 5905 L

il U 9 g A=, Public Lw,sl (S slasi U &S (au,b 5l | esuiu v Private IP Ad
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23S s oadlie Gwl Jga> )y aS Private S Lyl 2u) 5l ub low NAT  Sauwoulgi 51 oslaiwl iy
D AwS oslaiwl aSiw sy slaHost sty

Class Range of Addresses

RFC 1918 Private | A 10.0.0.0-10.255.255.255
Addresses 172.16.0.0-172.31.255.255
102.168.0.0-192.168.255.255

0|

: NAT 1 oslaswl Ul

Public IP Address sl Gw)sl 35908 JS e J>
il il
Public syl 0au wud IP Address & 5l oslasowl U wo il @ Csowyiows

il A o yiws Ay yualS

F F FF

il AU (o iawd Sg; 35S oo 9 05w e

: NAT )'| oslaiwl \_ulgo

. o>y Joe Sl asdq L Delay S skl
so>gEnd-to-End wlbls,l Us,S i g Trace UlSol (s3I aSuw Vi exo wle @, +
. ))I.\J

3940 o oluiaing NAT b 1o Gugraw 9 1o aoliy Sl s %

ao>y swblgi 9 3900 Jdled Ol g, NAT  Sawilgy a5 )by aliws @ 3L NAT  Sawu,Sy Sy
L Server &, wlgi (o ol&iws ol aS il awls Public sl ywysl @ |, Private swogas S Gw,)sl
5o NAT  sau,Sy Sy Oliap=s ol 5l plaS o 5> as 1wl Firewall S, s> U 3 a0V Switch | Router
U 9 S o Jaie I3y a4 b pudyiil 5l S aS cals pudlss il 9> JSlas> @
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Outside  yuusd il oU @ cowl daio ((wiyingl ) (ol aSod @ aS Sawy pusd il 9 Inside  und il

Aol (o W9 20

- | .
! Inside ! Outside
| |
1L e | o ©
! E{ DA ! SA DA
| 1.1.141 | 2222 2.2.2.2
| 1.1.1.2 |
| |
' 5 o L0 |
| .
| | —t
| | Host B
| } 9.6.7.3
() L5 |
[ SA [
l E 1.1.1.1  Inside | Outside
11114 @ Interface | Interface
- |
9 Y
NAT Table
Inside Local Inside Global
IPv4 Address IPv4 Address
1.1.1.2 2223
1.1.1.1 2.2.2.2

: NAT Static

5+ il v sibws Wygwo @ Public IP Address sl @y Private IP Address Guw)sl Judwi Givgy ol o

. 2ol Sgluo pd U 3L Public s Lw,)sl slasi U Private sla w)sl slasi NAT gg5 ol

P )99y Sy » NAT )<
Router ( config ) # IP NAT Source Static IP-Private IP-Public

r oSl au NAT 0SS 5)lg Heiws
Router ( config —if ) # IP nat { inside | outside }

: NAT cueog Gawslos jgiw>
Router # Show IP NAT Translastion
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Address translation table

Inside local IP Inside global IP
10.1.1.1 200.200.200.1
Internal network EQ /75 SO ﬂi\_
= (" Internet )
Address translation o
device
Web server
10.1.1.1
Src IP=199.10.17.25 [ Dst IP = 10.1.1.1 | [Src IP = 199.10.17.25 | Dst IP = 200.200.200.1 |

: NAT Dynamic

acgoxo ol 5l 9 1d> (w18 (Vo ) Pool 09,8 Sy J>Is 55 |, Public sl Guwysl locis Giugy ol 5>
ol 5> . 2S eslaiwl Private s guw)sl 5l (89,5 ao>,i Sl Dynamic wigo @ dwlgi (sw @ Gl
U Mg ao>, ub aS aSuw Private sla Gw)sl 9 3ol sw Pool 09,5 S s Public sl Gw)sl g,

. gl swo asio Access list Sy

S22l silo; glase OF s 5,0 oyl @ owyiws @ 5l aS aSud 3Dy JisaolS Sl Gug, ol 53
Ol 5y aS ()90 5 .« dguis plzul NAT alwgyy aS il aals s9>9 Pool 09,3 Ol J=Is ;5 Public yw,sl

il U Csowyiows A B iguolS Ol auwl aislu sg>9 Address Pool s sl5I Public Gw,sl (il glaso
P 59y Sgy NAT wy,e
Router ( config ) # IP NAT Pool pool-name start-IP end-IP netmask subnet-ask

Router ( config ) # Access — List number { Permit | Deny } IP — Address [ wild card

mask ]

Router ( config ) # IP NAT inside source List list-number Pool pool-name
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: PAT

51 ol 9 g s Juaws Public IP Address L (ss,b ;| Private IP Address sl jw)sl aod Sivgy ol >

Private IP Address _w,sl ,& ao>, sl NAT Router g, ol 55+ cowl i wowlio Hloww Salasdl Lo
Sy 5l Pirvate S Gwysl aed Sy aSiul Juds @ 9 35S w oslaiwl wylain 9 Lol W) 0,lonss S5

A G SHYU ol L g s o lasiiwl woldio S W)y o )louw I 9 A adlgs> oslaiwl IP Public

. Cowl W90 pd Overload @ g, cul 5,15 NAT Sla g, ubw

Translation table

Inside local IP Inside global IP Inside local port Inside global port
192.168.1.10 200.200.200.7 50,000 50,000
192.168.1.11  200.200.200.7 50,000 50,001

Internal network .
{ Internet
Address translation \/‘ —

device

PC-A PC-B
192.168.1.10 192.168.1.11

Telnet server
199.199.199.1

L »i9y) Sgy » PAT saw,Swy

Router ( config ) # IP NAT Pool pool-name start-IP end-IP netmask subnet-ask

Router ( config ) # Access — List number { Permit | Deny } IP — Address [ wild card

mask ]

Router ( config ) # IP NAT inside source List list-number Pool pool-name Overload
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I Pv6

-

1 = Universally Unique
0 = Locally Unique

.

FF

FE 17 FC OF

U/L Bit 000000UG Where U = {
U=1
Modified EUI-64 Address 02 90 27
1. Very Large Address Space 128 bit
2. Security
3. Mobility

4. Stream Lined Encapsulation

5. Transition Cupabilities

Ll

: Slw oslw ¢wilgd

3l (58,8 S¢S 9 S)50 B9y> .1

ol psilei o LU Sy hasd aidl py)l3S5 (1) UelS coMe U 2 puwile o pudses o Hlp @y S 2

P-.l.-iS-.’b)lS

paiS Bi> |, Ul pwilgi (s 3l 480 > Caoow ww LS| Field &5 s .3

0111 ——> 111
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: IP Loopback

127 XXX =——> 0:0:0:0:0:0:0:1 =——> ::1

B TP ke g i) €95 55 wolas

Version IPv4d IPv6
Notation of address 192.168.201.113 A524:72D3:2C80:DD02:0029:ECTA
002B:EA73

Total number of addresses 4,294 467,295 1P addresses 3.4 x 10°® IP addresses
available

: IPv6 glgl

9 ) wsw 0w uSun A puicw,y wleMbl (sidg (sJg 2,l> IP S, oKiws 1> Anycast .1
oS oslaiwl IP ol 5l daso 55 Caowl Hips Jiw,d (5w wgd W dgui ghd ol bla,l S

.39 (s £9,i FF b Lol Jgl aw 8 aS (suld Lwysl @ @ Multicast .2

: >)l> 95 9> Multicast

50 o g9y FF1 UL 9 diwd (sudgo : Temporary

590 5w g9, FFO U 9 siiwd swils @ Permanent
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: wowl Multicast Lassl au>U ( Lifetime ) oauds vlin Sasy v 4

IPvé6 multicast address

8 16 23 32 48 64 80 96 112 128
FEL
Lifetime Scope

(4 bits) (4 bits)

 0b v Ll s>lgr ul 5wl 5 Sla laso Lifetime S|

Node=1 , Link=2 , Site= 5 , Organization=8 , Global =E

D30 (S0 owadi ) Awd 9> @ ¢ Unicast .3

FEC: —> FEF :Site — Local : Private

FE8:: =——> FEB:Link-local

050w s 1y gl oul bl sl olasgs d oKiws aS caowl (saw,sl : Link — Local

. Juiwd Public )35 sla IP aus) oaw awsS SWIP ;I s : Public
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IPvé unicast address

l6 23 32 48 64 80 96 112 128

i Registry —bi

i ISP prefix 44
1 Site prefix
1

.y .

i Subnet prefix

.y vy __
rF Y

Edi Subnet ID Interface 1D 4IE

: Subnet ID .o

Registry ———> 2000:: /23 —> 23 bit

ISP =——> 2000:5:: /32 —> 32 bit
Site ~ =—> 2000:5:1:: /48 —> 48 bit
Subnet =—> 2000:5:1:1:: /64 ——> 64 bit

: Interface ID  <ouwd

Gowl Unic aS MAC — Address s, | 3wl Unic pudlgs (sw 9 cawl s 64, HOSt Giuy aS (sulzl 5l

MAC address

24 48
oul NIC ID
\:\M\-_ \\\
\.\\ \\ N
\\‘-. \\
‘\\ \\
‘\.‘_“ b

64 80 96>~ 112 ~.128

FF | FE

;47 Interface ID 4":
IPv6 unicast EUI-64 1D
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EUI-64 ID : Extended Unic Indentifier

55Lw s Unic wygw @ |) Host iz aS wwl 05080 S5

MAC Addres s 48 bit 24 bit OUI + 24 bit VAA
P oo Juds
EUI 24 bit OUI + 16 bit FFFE + 24 bit VAA

p ol o ailo aS ow Juaw 1 @ 1) pued w0080 ol

11 Jbwo
ABCD : 12FF : FE34 : 3567
P w5 wygo W g 5 L8 B s Jgl cond H> aS puasd
Vo (o Sy wowl S puad ww vg> B == 1011
12 Jbwo
A025 : 23FF : FE45 : 6789
b Cowl 5 wygo g 5,15 58 0 Jgl owd )y aS pued
390 o ol 9 Wb o e 1 @ cwl 0 paed e wg> 0 == 0000
t 3l w0 > Gl IP Wygo VL IP cowl 2 == 0010

A225 : 23FF : FE45 : 6789

IP Lonaxs

Menval .1
Link — Local 2wlo Automatic .2

Dynamic .3
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Stateful +

Stateless +

39y U PC .aiiw,d o b PC a | aSicis Net cuoowd 0,4 9 g, Juilo (suld ol&iws Stateless Jiw s
. w9 s PC a4 (Unic ) 5,8 a4 a=io IP &Sy yig) 9 Aiuw,9 (5w Router Solicitation oly <o

D Hgwd
Router( config — if )#IPv6 Address IPv6—address / Profix leghth [ eui—64 ]

Router # Show IPv6 Interface type mod/num

: Jle
Router (config)# ipv6é unicast-routing
Router (config)# interface fastethernet0/0
Router (config-if)# ipvé address 2001:1ccl:dddd:2::/64 eui-64
Router (config-if)# end
. : IPv6 ,>RIP

Distance Vector

15 Hop count

= RIP V2
FFO2 ::9
| UDP 521
: IP v6 L RIP wlygiws
Router ( config ) # IP v6 Unicast-routing : oS s Jled |, IP V6
Router ( config ) # IP v6 Router RIP name L S (s s | IP
Router ( config - if ) # IP v6 RIP name Enable t oS s Jlacl Lud il S,

Email : Koliji_Cisco@Yahoo.com / (s« S (il / www.commandsource.org
164 | Page



mailto:Koliji_Cisco@Yahoo.com
http://www.commandsource.org/

:IP V6 cueog Giulos Hgiws

Router # Show IP v6 Route
Router # Show IP v6 RIP

Dual stack

N
W NetworkA

Hostl: IPv4 IPv4 and IPvé

NetworkB
IPv4

.

IPv4 and IPvé

Host2: IPvé

IPv6-over-1Pv4 tunneling

Host! IPv6 Host2 IPv6

IEEE Ethernet Components

Address Value Description

Global 2000::/3 These are assigned by the IANA and used on public networks. They
are equivalent to [Pv4 global (sometimes called public) addresses.
[SPs summarize these to provide scalability in the Internet.

Reserved (range) Reserved addresses are used for specific types of anycast as well as
for future use. Currently about 1/256" of the IPv6 address space is
reserved.

Private FE80::/10 Like IPv4, IPv6 supports private addressing, which is used by devices

that don’t need to access a public network. The first two digits are FE,
and the third digit can range from 8 to E

Loopback 21 Like the 127.0.0.1 address in [Pv4, 0:0:0:0:0:0:0:1, or ::1, is used for
local testing functions; unlike IPv4, which dedicates a complete A
class block of addresses for local testing, only one is used in [Pv6.

Unspecified T 0.0.0.0 in IPv4 means “unknown” address. In IPv0, this is represented
by 0:0:0:0:0:0:0:0, or ::, and is typically used in the source address field
of the packet when an interface doesn’t have an address and is trying
to acquire one dynamically.
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Cisco Exams in Arbil

Academy
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e 1))

lowled louly g5, =
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Network Engineer

IRAN :+989127687757
ERBIL : +964 750 530 8221
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